KNSk | .. KIBEPBEJIIEKA

CYBERSECURITY

YHIBEPCAJ1IbHI HABNYKHW MATEMATUKA IT NMPAKTUKA TA ONTTJIOM BUBIP CTYEHTIB NMPABO
Universal skills Mathematics Internship and thesis Electives Law
KIBEPBE3IEKA
Cybersecurity

*1 KpeauT = 8 3aHATbL + 15 roguH camocTinHol podoTn/1 credit = 8 classes + 15 hours of independent work

KIJIbKICTb
HA3BA ANCLIUTTJTIHA KYPC KPEOUTIB €EKTC*
Course title Year of study Number of ECTS credits*
AHNincbKa ansa HaB4YaHHA Ta poboTu |/English for Professional and Study Purposes | | 4

Betyn po matematuku/Introduction to Mathematics !

OcHoBM nporpamyBaHHA/Programming Basics | 5

[NunckpeTHa matemaTtuka/Discrete Mathematics |

BeTyn oo komn'toTepHmnx Hayk/Computer Science Foundations ] 3

Ak HaB4aTucsa B KLLIE/How to study at KSE ] 1

ANropuUTMU Ta CTPYKTYPU AaHUX ONS IHXKeHepis/ I
Algorithms and Data Structures for Engineers

AHITIINCbKa ANa HaBYaHHA Ta poboTtu |l/ |
English for Professional and Study Purposes |l

OcHoBM niHinHoI anredpwu/Linear Algebra Basics | 3

BeTyn po matematundHoro aHanidy/Introduction to Calculus |

OcHoBu Kibepbe3nekun/Cybersecurity Basics | 3

3acobu nponaraHan Ta KOHTpriponaraHan/ |
Technigues of Propaganda and Counterpropaganda

AHIMiNCbKa ONns HaBYaHHA 1a poboTu I/ |
English for Professional and Study Purposes ||

basoBa Teopis nmoBipHocTen/Probability Essentials |

BcTyn go 6a3 paHux/Introduction to Databases I
OCHOBM CUCTEMHOIO agMiHICTpyBaHHsA/System administration basics I 3
OCHOBM MeHeIXXMeHTY NpoeKTiB/Project management basics |
MepexHi TexHonoril Ta 6e3neka/Networking Technologies and Security | 6
CoujanbHa IHXeHepis Ta Kibep3noymnHHIcTb/Social Engineering and Cybercrime |

OCHOBW MEHE)KMEHTY iHpopMaLinHol 6e3neku/ 1
Information Security Management Basics

OcHoBun Web-texHonorin/Web Concepts |
OnepaduinHi cnctemmn/Operating Systems I
Kpuntorpadis/Cryptography |
OcHoBM neHTecTuHry/Pentesting Fundamentals I 3
OcHoBu OSINT/OSINT basics | K
BeTyn go wty4Horo iHTenekTy/Introduction to Al Il
Betyn po OOlM/Introduction to Object Oriented Programming Il
OcHoBu xmapHol iIHppacTpykTypn/Cloud Infrastructure Basics |

TexHiYHunM 3axucT iHpopmadil/Technical Information Protection Il 4
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*1 KpeauT = 8 3aHATbL + 15 roguH camocTinHol podoTn/1 credit = 8 classes + 15 hours of independent work

KIJIbKICTb
HA3BA ANCLIUTTJTIHA KYPC KPEOUTIB €EKTC*
Course title Year of study Number of ECTS credits*

4

ApXITEKTypa be3neku Ta aHanid/Security Architecture and Analysis 1]

4

LLITY4HUI iHTeneKT y Kibepbeaneui/Artificial Intelligence in Cybersecurity 1]

XMapHi cepeposuLla Ta be3neka/Cloud infrastructure and Security 11

MopentoBaHHs 3arpos/Threat Modeling 11

[TobypoBa Ta nigTpumka SOC /SOC: Building and maintenance 11

Pnsnk-meHemxmeHT B IT/Risk Management in IT 1

Be3neka 3a mogennto HynboBoI goBipu/Zero Trust Security 1V o

[leperosopwu Ta BupieHHa KoHdNikTiB/Negotiation and conflict resolution 1V

Bubipkosi gucumnninu/Electives -1V

BupobHuya lNMpaktnka (Kibepbeasneka) Il /Cybersecurity Internship |l |

BupobHuya NMpaktnka (Kibepbeasneka) lll /Cybersecurity Internship I 1]

BupobHuya MNpaktnka (Kibepbeasneka) IV /Cybersecurity Internship IV 1V
OunnomMmHuin NnpoekT 3 Kibepbe3nekun/Cybersecurity Capstone Project 1V 12
eanHuin gepxasHUn KBanidikauinHu icnut/Unified State Qualification Exam 1V S

CTyOeHT obupae Taky KIbKICTb ANCLUUMNIH, 3araibHUM 00CcAr akux ctaHoBuTb /0 KpeauTiB EKTC, y TOMY Yncni BUBIPKOBUX AUCLUMNIH OCBITHLOI
nporpamu - npuHammMHi 40 kpepuTiB EKTC/ A student selects a set of courses totaling 70 ECTS credits, including at least 40 ECTS credits from
elective courses within the educational program.

MANHOP MEHEOAXXMEHT IHOOPMALLIMHOI BE3MNEKW / MINOR INFORMATION SECURITY MANAGEMENT

[1na oTpUMaHHA ManHopa CTYAEHT NOBMHEH obpaTtun 2 3 3-x ancumniid bnoky A, 3 3 4-x aucumnnid bnoky B, a Takoxx yci gucuunniim bnoky C/To obtain
a minor, the student must choose 2 out of 3 courses from Block A, 3 out of 4 courses from Block B, and all courses from Block C.

BLOCK A

AyouT IT cnctem/IT Systems Audit 1] 3

CTaHpapTu Kibepbe3neku 1a IX BAKOPUCTAHHSA / 1
Cybersecurity Standards and Thelr Application

MeTogonoril po3podKu NporpaMmHoro 3abesneyeHHs/ v
Software Development Methodologies

BLOCK B

KomnnaeHc y chepi Kibepbesnekn/Cybersecurity Compliance 1]

PoscnigyBaHHs iIHUMAEHTIB 6e3nekun/Security Incident Investigation Hi-1V

FinOps for Infra 1]

[TpaBo Ta eTuka y Kibepbesneuni/Cybersecurity Law&ethics 1V
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*1 KpeauT = 8 3aHATbL + 15 roguH camocTinHol podoTn/1 credit = 8 classes + 15 hours of independent work

KIJIbKICTb
HA3BA ANCLIUTTJTIHA KYPC KPEOUTIB €EKTC*
Course title Year of study Number of ECTS credits*
BLOCK C
[Ty6niyHnin Buctyn/Public Speaking 1] 3
Po3pobka Ta MeHeO)XMEHT OCBITHIX Nporpam 3 Kibepbeanekn/Cybersecurity Awareness 1] 4
be3neka nepcoHanbHMxX gaHnx/Data Privacy 1V O
Be3nepepsBHicTb BisHecy/Business Continuity 1V 4
YnpaBniHHA goctynamu/ldentity&Access Management 1V o
EKoHOMIKa Kibepbe3nekun/Cybersecurity Economics 1V 4
[TpaBoBi acnekTn Kibepbeanekun/Legal Aspects of Cybersecurity 1V 4
CTtpaTteria Ta nporpama iHdopmaLinHol 6e3nekn/ v 5

Security Strategy and Program Management

MAVHOP IHXXEHEPIAl KIBEPBE3MNEKWU / MINOR CYBERSECURITY ENGINEERING

[1na oTpUMaHHA ManHopa CTYAEHT NOBMHEH obpaTtu 2 3 3-x ancumnnid bnoky A, 3 3 4-x aucumnnid bnoky B, a Takoxx yci gucuunniim bnoky C/To obtain
a minor, the student must choose 2 out of 3 courses from Block A, 3 out of 4 courses from Block B, and all courses from Block C.

BLOCK A
MeToponoril 6e3neyHol po3podbkun/Secure Development Methodologies 1] 4
Be3neka onepauinHnx cuctem/Operating System Security 1] 4
MoHITOpUHI 6e3nekn/Security Monitoring 1] 3
BLOCK B
FinOps for Infra 1 3
Besneka CI/CD / CI/CD Security 11 4
IHbpacTpyKTypa Ta 6e3neka gk kog/Infrastructure&Security as Code 11 K
Shift Left Security 1 3
BLOCK C
DevOps 1] 4
API| Security 1 4
[lornndneHa mepexxena 6e3neka Ta besneka podboumnx/ v 5

Advanced Network Security and Workstation Security

PeBepc iHXuHIpUHI/Reverse Engineering 1V o

CTBOPEHHSA Ta BUKOPUCTaHHSA IHCTPYMeHTIB 6e3nekun/Security Tool Creation and Usage 1V o
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KIJIbKICTb
HA3BA ONCLIMIMNNIHW KYPC KPEOMUTIB €EKTC*
Course title Year of study Number of ECTS credits*
BLOCK C
ETnyHmnin xakiHr/Ethical hacking IV 6
BusasneHHs 3arpogd i Kibeppos3sigka/Threat Hunting & Intelligence IV 2

DevSecOps IV 2



