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AHOTANIIA

JocainxeHHss Mi’KHAPOAHUX CAHKIIIN YacTO CTABJATH NMepex cCO00K0 MUTAHHS
epeKTUBHOCTI CAaHKIiIH NPOTH KPaiHU-ILTi. OXHUM i3 OCHOBHHX (paKTOPiB
e()eKTUBHOCTI Mi>KHAPOJAHUX CAHKIiH € MPOTHAiIA cxeMaM 00X01y HUX CAHKIIiH,
OCHOBOIO SIKHX € Mepexi JIo/iell Ta KOMNaHii y pi3HUX Kpainax cBity. HaykoBui
BHKOPHCTOBYIOTH Mepe:KeBHil aHAJII3 I JOCTiI’KeHHS MepesK TePpOPHUCTIB,
HAPKOTOProOBLiB Ta TPAHCHALIOHAJIbHMX 3JI0YHHLIB, aje 10ci Mailxke He
3aCTOCOBYBAJIU 1€l METO/ JJI AaHAJII3Y Mepex, 0 00X0AATh MI’KHAPOAHI CAHKIII. Y
uiii po6oTi MU MpoaHaJi3yBaJi OKpeMi Mepe:Ki 3JI0YMHIIB, SIKi eKCIIOPTYBaJIN
NiAcCaHKIiiHI TOBapH AJisl POCiiCHKOro BiliCbKOBO-NPOMHUCI0BOro Komiuiekcy 3 CLIA,
3 METOI0 BU3HAYUTH XapPAKTEPUCTHKH LHUX Mepe:k. Ta BCTAHOBHMIIH, IO 1i Mepexi
MAalOTh BiITHOCHO BUCOKHI1 piBeHb LIEHTPAJIi3aNil, a KOKHA i3 Mepe:k Ma€ oAuH 200
AeKiJIbKa BY3JiB 3 Ha0araro BUIIMM PiBHEM LHEHTPAJbHOCTI 32 iHIII BY3JIM Mepexi.

Kurouosi ciioBa: MepekeBuil aHami3, MKHApOIH1 caHKL1i, Pocis, IeHTpanbHICTb.

KinbkicTs ciiB: 6718



BCTYI1

[Ticnsa mouaTky moBHOMacITabHOrO BTOpTHEHHs Pocii B Ykpainy Ta 3ampoBayKeHHsI
MDKHapOJHUX CaHKIIH mpoTu Pocii ocHOBHOW0 mpobiemoro y cdepi CaHKIH cTaB 00Xia
cankiii. [Ipo me cBimuaTe naHi xypHamicTiB poschigyBauiB («EU goods worth», 2023),
anamituunux nentpiB (Bilousova et al., 2024) i opraHiB KOHTPOJIO KpaiH CaHKI[HHOI
koaniuii. HaykoBa quckycist y cdepi caHkIliif HaMaraeTbCs JaTH BIANOBIAb HA MUTAHHS, YU
e(eKTUBHI CaHKIII1 B3araii, Ipy I[bOMY JOCIIKEHHS caMe Coco0iB 00X01y CaHKIIIN JIUIIIe
HaOyBae nomyJsipaocti (Allison er al., 2023).

CxeMu 00X0/y CaHKIIIH BiJIPI3HAIOTHCS MK COOOIO B 3aJICKHOCTI BiJ THUITIB CAHKITIH,
Kl BOHU 00x0naTh. Y 2016 poii Oiiablle MOJOBMHU BCIX MIKHAPOJHMX CAHKIN Mailu
«cmapT» popMmar, sKuii 3a00poHsI€ KOHKPETHI omneparlii KoHKpeTHUM ocobam (Felbermayr et
al., 2021). Y xonrekcti cankuiii mpotu Pocii micnst 2022 poky, 3a3Buuail, HaeTbcst Mpo
3a00poHy ekcnopTy 10 Pocii KOHKpeTHUX ToBapiB a00 3a00pOHY Ha MPOBEAECHHS OyAb-SIKUX
(G1HaHCOBUX YM TOPTiBEJIBHUX OIepallii 3 BU3HAYCHUMH ITiICAaHKIIHHUMHU ocobamu. Came
TaKUM I1IX0I0M KpaiHU CaHKIIMHOI Koamiiii mpoTu Pocii HaMararoThcs mocIaduTH JOCTYII
Pocii 10 ToBapiB moABIHHOTO Ta BIHCHKOBOT'O MPU3HAYCHHS.

€Bponeiicbkuii Coro3 pazoM 13 MizkHapogHumu naptHepamu (CHIA, BenukoOpuranis,
SAnonist) crBopuiu ciiucok ToBapiB (List of Common High Priority Items), npiopureTHux asns
POCIMCHKOr0 BIMCHKOBO - IMPOMHUCIOBOIO KOMIUIEKCY, SIKUW PEryJIsipHO OHOBIIOEThCS: «Li
eleMeHmU  GKII0YAIOMb  eNeKMPOHHI  KOMNOHeHmU, mMakxi sK I[Hme2panvbHi cxemu ma
MPancusepHi MoOyi, a Mmaxkoxic npeomemu, HeoOXiOHI 01 BUPOOHUYMBA MA MeCMY8aHH s
eIeKMPOHHUX KOMNOHEHMI8 OPYKOBAHUX NAAM | 8U2OMOGNIEHHSI BUCOKOMOYHUX CKIAOHUX
Memanesux KoMnoHenmis, ompumanux Ha noui 6oy («List of common high priority itemsy,
2024, p. 1). Excniopt mi€ei npoaykitii 3aboponenutii 1o Pocii periiamentom 833/2014.

VY CHIA € cxoxuil iIHCTpyMEHT 3a00pOHH Ha €KCHOPT KpUTUUHUX JIsi Pocii ToBapis.
Wnerses npo Pernament agMinictpysanns excriopty (Export Administration Regulation), B
MeKax SIKOTO BU3HAYCHO 9 KaTeropiit ocobauBo BakiauBux ToBapis (Bureau of Industry and
Security).

[ came i cankuii Pocis Hamaraetbcs 0OXOJIWTH, BUKOPHUCTOBYIOYM PI3HOMAaHITHI
cxemu. IIpu oMy cranom Ha 2024 pik Pocist mpoaoBxye BUKOPHUCTOBYBATH LI CXEMHU Ta
3aKyIOBYBaTH KPUTUYHI TOBapH 3 «TpeTix kpain» (Bilousova et al., 2024).

[To3wuriro TpeTix KpaiH Ta 00X0AM CAHKIIIMHUX PEKUMIB Pi3H1 JOCTITHUKH TOSCHIOIOTh
exonomiunumu (Early, 2009), reonomitnaanmu (G. Hufbauer et al., 2008; Hellquist, 2016),
oi3necoumu (Early, 2009; Allison er al., 2023) dakTopamu, npoTe 0JHO3HAYHOI BiIOBI I
Ha THUTAHHSA MPO Te, SKHUMH K XapaKTePUCTHKAMH BOJOIIIOTH Ii MEPEKi, MO 00XOAATh
MIXHAPOIHI CaHKIIi1, HEMAE.

[Tpu 1bOMy OCHOBHI aKTOpH, SIK1 00XOJATh CaHKIIii, € HABITh HE JIEPKABH, a KOMIaHIi
Ta ¢izudHi ocodu. JlepkaBu € TpaBIsIMH HA MKHAPOIHIN apeHi, ajpke Aep KaBH MPUIMAaIOTh



pILIEHHS TIPO 3MiHY MOJITHK, TOYaTOK UM 3aBEPIICHHS 30pONHUX KOH(IIKTIB, MPUETHAHHS
Yy ITHOPYBaHHS MDKHApOIHUX CAaHKIIMHHX pexuMiB. IIpoTe came mpuBaTHI KOMIIaHii Ta
JIOJIA € aKTOpaMH, skl OyIyIOTb MEpPEki, HaJIAro/KylTh MDKHAPOAHY B3a€EMOJII0 MJIS
00x01y 0OMEKEHB.

OcHOBOIO cXeM 00XOJTy ITMX CAaHKIIIH € Mepex1 JIr0/Iel Ta KOMITaHIi y TpeTix KpaiHax:
«OCHOBHULL BUCHOBOK HAUWO20 AHATIZY NOAAAE 8 MOMY, WO NPAMI NPOOAdXCi ma NOCMAKU 3
Kpain Koaniyii, o KOHMpOIOmMs eKCNOpm, 8 OCHOBHOMY OYU 3AMIHEHT MPAH3AKYIAMU, K]
sKIOUaomb nocepeonuxie iz mpemix kpainy (Bilousova et al., 2024, p.10).

OO6Xxin CcaHKIIA TPUMHATO BBAXKATH TEBHUM JIAHIIOKKOM, SIKHH CKJIAaa€eThCcs 13
OaraTth0X KOMITaHiH Ta 0ci0, po3TalioBaHuX y pi3HHUX KpaiHax mis cBity (Byrne, et al., 2023).
[TpoTte um cpaBai y KX JAHIFOKKAX BCI JAHKU HE3aJIeKHI O7[Ha BiJ ofHOI0? UM Bce Takui
y Mepexi Moke OyTH MPUCYTHIM OCHOBHHMU oOpraHizaTop abo rpyma opraHi3aTOpiB BCiel
CXEMH, a CaM «IAHIIFOKOK» MOXe OyTH pajIie Mepexer, HiK JaHmorom? B mexax miei
poOOTH Ha OCHOBI KEWCIB sl MparHy INOKa3aTH, IO TMOHSATTS <JIAHIIOKOK» € HE 30BCIM
KOPEKTHHUM IO BIIHOIIIEHHS 10 MEPEXK, K1 00XOASATH MIXKHAPO/IHI CAHKIIII, aJ[’Ke KOXKHA TaKka
Mepeka Ma€ OCHOBHUX OPTaHi3aTOPiB IUX CXEM.

MepexeBuii  aHami3 Il pO3CHiAyBaHb MDKHAPOAHUX  MEPEX  3JIOYMHIIB
BUKOPUCTOBY€ThCSl He Brepmie. Y 2002 pori MepexxeBuil aHaii3 OyB BUKOPUCTAHHUM st
JOCITIJDKEHHS MEPEKi TEPOPHUCTIB, siKi 3aiiicHmm ataky B CLLA y Bepecni 2001 poky (Krebs,
2002). Julei (2014) BuBYaB MepeKy TEPOPUCTUIHUX opraHizaiiii y CxiqHnomy Typkecrani. Y
2013 pomi Bright Ta Delaney (2013) Bukopuctanu MepekeBHii aHami3 JIJIs aHAITi3y €BOJIOIIT
Mepesx Toprisii HapkoTukamu y 1991-1998 pokax B ABcTpatii.

[Ipote moci HAyKOBIII HE 3aCTOCOBYBAIW 1€ METON JJIsl aHaji3y IHIIOrO THUITY
37I0YMHY — 00XOy MI>KHAPOJHUX CaHKIIH. TakuM 4YMHOM, 1€ € MPOTaJTUHOI0 Y JTOCITIKEHH1
MDKHApOAHUX CaHKIM Ta Mepex, skl HamararoTbcs ix ooxomutu. Came TOMYy s CTaBIIIO
aHAJITHYHE MUTAHHS TAKUM YHHOM: «SIKMMH XapaKTEPUCTUKAMH BOJIOJIIFOTh MEPEXKI, 1110
00XO0ASITh MDDKHAPO/IHI CAaHKIIII?.

Metonosoriunuii iHAMBiAYya i3M € OCHOBHOIO PaMKOIO Ii€l poOOTH, aKe Y LUX
Mepekax poJib OCHOBHUX OpraHi3aTopiB MEpeX BiAIrparoTh caMe OKpeMi IHIUBIIM Ta
KOMIaHii, MOBeAiHKa SKUX (OpMye CTPYKTYypH Ta XapaKTEPUCTUKUA LHUX MEpEK.
JlocmiKyBaTh CaHKIIIHI peKUMH MOXHA 1 3 TOUYKH 30pY CTPYKTYPHOTO (yHKIIOHATI3MY,
dokycyrounch 0e3MmocepeIHbO Ha OpraHax BJIAJd, SKI 3aMPOBAKYIOTh CAHKIII, Ta iXHIN
B3aeMoJlii MK coboro. Lleit miaxia Mo)ke TOTOMOTTH MOSCHUTH CTPYKTYpPY MIKHApOIHHX
CaHKI[IMHUX PEeKUMIB 3aranoM. [IpoTe HOCTiHKEHHS OKpEMUX MEPEK JIOJIel Ta KOMITaHii
MOBMHHO (JOKYCYBaTHUCh caMe€ Ha MisfX JIIOJIeH, a He 1HCTUTYIlIH, Ta iXHbOMY BIUIMBI Ha
¢yHKIioHyBaHHA Mepek. Came TOMY METOI0JIOTIYHHH 1HAUBIAyani3M OyB 0OpaHuil 1is i€l
poOoTu.

A oOuparo mNOMIYKOBHH AM3aWH JOCTIIKEHHSI, aJKe XOouy JOCITIAUTH
XapaKTEePUCTUKUA MEPEXK, M0 O0XOISATh MIKHAPOIHI CAHKIII Ha MPUKIAAl OKPEMHUX KEHCiB

4



Mepex. HaykoBa muckycis 1oci He Jajia BIATOBIZEH Ha MUATaHHS, SKUM YMHOM BJIAIITOBaHI
Mepexi, 0 00XO0IATh MIXKHAPO/IHI CaHKIIIT, 1 HE 3aMpoIOHyBaja YITKUX TIIOTE3, SIKI MOYKHA
Oyno 6 nepeBiputu. Came TOMy MU MOKEMO (DOPMYJTIOBATH JIUIIIE TEOPETHUYHI OUIKYBaHHS B
paMKax came IMOITYKOBOTO JU3aliHy.



OorJjisi1 JITEPATYPHU

[ToHATTS «caHKID» MOXe MaTH pi3HI BHU3HAueHHA. Hampukiaa, caHKIii MOXYTh
03HAYaTH MMOKapaHHs 3a MOPYIIEHHS MEBHUX MPABWII, KOJIU MOHOMOJIS Jep>KaBU HA HACHILIS
Ta TIOKapaHHS MMEPEHOCHUTHCS Y JIOTIKY MIXKHAPOJIHUX BITHOCHH, JI€ IepKaBa MOXE TIOKapaTu
3a mopylleHHs mpaBui inmry gepkaBy (Ruys, 2017). V 1poMy BHIIagKy «CaHKIIiI»
BHUCTYIAIOTh CHHOHIMOM [I0 CJIOBA «IOKapaHHs» abo «peakuis». Y JIUCKYyCil mpo
e(EeKTUBHICTh CAHKI[I TaKke BU3HAUYCHHS] MOXHA BIAHECTH JI0 MIJXO01Y CAHKIIINA K CUTHAIY.
Konu ypsian ogHuX KpaiH BBOASATH HE Tyke e(DEeKTHUBHI OOMEXEHHS 3 METOI0 He MOKapaTu
pealbHUMU OOMEKEHHSIM, a JaTH CUTHaJI Tpo CBOK mo3umio. CaHKIi TakoX MOXHA
copuiiMaTu K Mepeiik I MDKHAPOJHMX OpraHi3auliid, sIKi BOHM MOXKYTh BUMHHMTH I10
BIJTHOIICHHIO JI0 CBOiX 4ICHIB 3a MopyIlueHHS npaBui opranizamiii (Ruys, 2017). Take
BU3HAYCHHS TAKOXK ITIIXOJUTh 10 BU3HAUCHHS CAHKIIIN K peakilii Ha MeBHI Jii.

[Ipore y Hamomy BUIAAKy MIEThCA MPO «nIOXIO, 8I0OMUL V' MeOopii MIHCHAPOOHUX
BIOHOCUH, AKUU BU3HAYAE CAHKYIL 30 MUNOM 8HCUMUX 3AX00I8 | MAYMAYUMDb X AK NOCUNLAHHS
HA eKOHOMIYHI CAHKYii, MaKi K IMNOPMHI Ma eKCNOPMHI 0OMeHCeHHsL W00 NeGHUX KPAiH
abo 3aMOpONCYBAHHS AKMUBIE, CHPAMOBAHUX NPOMU KOHKPEMHUX OCIO YU Op2aHizayiily
(Ruys, 2017, c. 1). Came neii Tun caskiiiii BukopuctoByoTs €C Ta CIIA, xomu GopMyrOThH
CIIUCKH TOBapiB, 3a00pOHEHMX Ha ekcrnoptT 10 Pocii, a Takok cnucku ocid Ta KOMIaHiH, 3
SKUMH 3aX1THOMY Oi3HeCcy 3a00pOHEHO MaTH TOpriBelibHI Ta (piHAHCOBI Omeparii.

VY miteparypi Takuii MiaxXija i€ Ha3UBAIOTh «CMapT» CAaHKIISIMH 200 «TapreTOBAHUMM
cankiismu (Tostensen & Bull, 2002). Bin nossirae Tomy, 1o CaHKITiiiHI 00OMeXCHHS TOBUHHI
cTocyBaTucs 0e3MocepeIHbO TUX, XTO BIANOBIAAIbHUN 3a IEBHY MOJITUKY Jep>KaBU-1LILIL, IKY
CaHKIIi MparHyTh 3MIHWUTH, @ HE BCHOTO HACENEHHS MEeBHOI KpaiHnu. YacTo WaeThcs mpo
¢diHaHCOBI CaHKIIi NPOTHM KOMIMAaHI Ta 3a00pOHM Ha mepecyBaHHS (PI3UYHUM ocolOaMm
(Felbermayr et al., 2021). Felbermayr Ta iHImIi 3ayBaxyrTh, 0 y 1950 «cmapT caHKIIii»
CTOCYBAJIMCh OJIHI€1 TPETUHU yCiX MIXKHAPOIHUX CAHKIIIH, TO1 K y 2016 — OinibIiIe MoJIOBUHU
Bcix cankmin (2021, p.8.)

Came M «cMapT» MiAX0A0M 10 CaHKIiH micis 2022 poKy KOPUCTYEThCS, HATPUKIIA,
€Bporneiicekuit Coro3, 3a00pOHAIOUN TOPTIBIL a00 3 OKpeMHMH OcoOamu, ab0 TOBapaMu
«BHCOKOI MPIOPUTETHOCTI» AJIsl POCIHCHKOTO BICHKOBO - IPOMKCIOBOTO KOMILIEKCY.

HayxkoBux myO:ikarii, mpucBsiueHuX o0xoaam Pociero MiXKHapOTHUX CaHKIIIH, HE TaK
6arato. [Ipotu cepes THX poOiT, IKi HAMArarOThCS POKPUTH 1[I0 TEMY, OJIHIEIO 13 OCHOBHHUX
XapaKTEePUCTUKU MEPEeX, Ki 00XOIATh CaHKIIIH, € peecTpalis KOMIaHii Y1 BUKOPHUCTAHHS
KOMIIAHIA 3 Tak 3BaHUX «TpeTiX KpaiH». TpeTi KpaiHu — e KpaiHW, [KI HE € aHl
oprasizaropamu, aHi «iinsMm» caakiiii (Allison, 2023, ¢.5). Jlo kpaiHn caHKIiHHOT KoaiIii
HarionanbHe areHTCTBO i3 3amoOiranHs kopymmii YKpainu, siki Beae NpOoQUIbHUN CalT
«Biiina Ta cankiii», BHocuTh kpainu-unenu €C, CIIA, Kanany, Snoniro, Bennkoopura#ito,
ABcrpaiito Ta HoBy 3enanniro («ba3a manux caHkiii, 3acTocoBaHux micis Hamaxy Pocii Ha
VYkpainy»). Ilpore HaBiTh caHKIii IHMX KpaiH-MAPTHEPIB HE CHIBNAAAIOTh y Oararbox
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acreKTax, TOMY HEMOXJIHBO JaTH OUIbII TOYHE BHU3HAYECHHS MOHSTTIO «TPETI Kpainy,
OCKUIBKH y KO)KHOMY KOHKPETHOMY Kelcl 00X0y CaHKIIH «TPEThOI0» MOXKe OyTH Oyab-sSKa
KpaiHa, fKa HE 3acTOoCyBajla KOHKpPETHY caHKUiiHy HopMy («Cankuii mogo BIIK Pocii —
HETIOCIII0BHI», 2023).

HaroMmicTh nmOCHITHUKH BUAUISIOTH KOHKPETHI KpaiHW, SKi HAHOLIBII aKTUBHO
BUKOPHUCTOBYIOThCS U1 00X0/y 3aX1AHUX caHKI1H. Tak, y 3BiTI KHiBChKOI KON EKOHOMIKH
ocobnuBy yBary npuainstors Kuraro, Typeuunni ta OAE (Bilousova et al., 2024).

«Ilocepennukm» — 1€ mIe OJHA KIIOYOBA XapaKTEPHCTHKA MPOIECYy 00Xomy
MDKHapoaHUX caHkIid. Came mocepeaHUKH (POPMYIOTh MeEpexy O00XOay CaHKIH 1
JO3BOJIAIOTH TOBOPUTH MPO III MPOLECH caMe sSK MPO Mepexi. Y COIaJIbHUX HayKax
JOCTI/DKCHHSI MEPEXK BHOKPEMITIOETBCS Yy UITUH METOI Ta BUKOPUCTOBYETHCS IS
JOCII/DKCHDh PI3HUX HaIlpsAMKiB. MepekeBuil aHaii3 y TMOJMITHYHUX HayKax 30Kpema
BUKOPUCTOBYETHCS Il JOCIHIDKEHHS Tepopu3My Ta momituanoro Hacwuis (Perliger &
Pedahzur, 2011). CtumynoMm [uist pO3BUTKY IIbOT'O HANPSIMKY CTaB TEPOPHCTUYHMNA akT 11
BepecHs 2001 poky, KoM TepopuUCTHYHA oprasizauis «Anb-Kaiga» 3aiiicHuna aTaky Ha
BcecBiTHiii ToproBeneHuii meHTp B Hblo-Mopky. Hampukman, Krebs —(2002),
BUKOPHUCTOBYIOUH MyOJIIYHI JJaHI ra3eT, BUSHAYHB MEPEXKY TEPOPHUCTIB, SIK1 3MIHCHUIIN aTaKy
11 BepecHs.

OkpiM 1BOTrO JOCHITHUKH HPUIUISIOTH YBary pOCIHCBKOMY TI'pPOMAISHCTBY SIK
(dakTopy, Ha KU 3BEPTAIOTH YBary Iij 4ac qociipkeHHs ooxony cankiiit (Allison, 2023).
Mnetbes npo Gi3HecH, BIACHUKAMM SIKHX € POCISHH, a, 0OCOGIMBO, PO KOMIAHii, ki OyIiu
CTBOPEHI y TPETiX KpaiHax MICJs MoYaTKy MoBHOMAcIITaOHOro BTOprHeHHs Pocii B Ykpainy.
Tak, y 2022 poui cyTTeBO 30UIBIIMIACH KUIBKICTh KOMITaHIM, sika Oylia 3apeecTpoBaHa
pocissHamu y Typeuunni, Kazaxcrani, ['py3ii, OAE, Cep6ii (Allison, 2023, p.19). bezymHoBO,
HAasBHICTh POCIMCHKOTO TPOMAJSIHCTBA HE MOXKE OYTH €IUHUM PHU3UK-(DAKTOPOM Jis
BU3HAYCHHS KOMIIaHii, ika 00XOIUTh CaHKIIii, MPOTE 1€ MOKe Oy TH OJTHIET 13 XapaKTePUCTUKU
TaKUX MEPEXK.

Kommanii, siki MOXyTh OOXODUTH CaHKIIl, € “aHOHIMHUMU MA HOMIHANbHUMU
kopnopamuenumu cmpykmypamu” (Allison, 2023, p.25). I1po 1e Takok WIAETHCS Y 3aCTOPO3i
Ui (piHAHCOBHUX IHCTUTYLIN CBITY PO MOXKIIUBI CIIPOOH 00XOAM KOMITaHISIMU €KCITIOPTHOTO
KOHTPOJIIO, CIIPSMOBAHOTO HA MOCJIa0leHHs BiiicbKOBUX MOTy»KHOcTe Pocii Ta binopyci,
omy0uikoBaHoro y 2022 poui AreHtcTBoM 60poThbdu 3 pinancoBumu 31o0unHamu (FinCEN)
ta bropo npomuciioBocri Ta 0e3neku (BIS) Minicrepcrsa dinancie CIIA («FinCEN and the
U.S. Department of Commerce’s Bureau..», 2022). 3okpema, y JOKyMEHTI 3a3HA4€HO, 110
O3HaKaM# (IKTUBHOCTI KOMITaHIH MOXXYTh OYTH BIJICYTHICTH iH(pOpMAIi MpO KOMIAHIIO
OHJIAIH a00 BIJCYTHICTH (PI3NYHOT a/ipecH.

VY wiit ke 3acTpo3i mepeniyueHi ¥ 1HII XapaKTePUCTUKH, SIKUMU MOXYTh BOJIOAITH
MEpexi, MO O0XOAATh CaHKIi. [ mpukiamgy, Taki KOMMIaHii MOXYTh MaTH 3B SI3KH 3
MiJCAaHKIIHHUMHA ~ 0CcO0aMH, POCIMCHKUMHU JICP)KABHUMHU  KOMIAHISIMU, BIHCHKOBUMU
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kiHeBuMH KopuctyBadamu ta @CBb. [Ipo Taki cami XapaKTepUCTUKH HIAEThCA W B 3aCTOPO31
VYupaBaiHHS 3 NUTaHh BUKOHAHHS (iHAHCOBHMX caHKIii BemmkoOpuranii («Red Alert.
Exporting High Risk Goods», 2023).

JlocnipKeHHsT BUKOPUCTAHHSI MEPEKEBOI0 aHaAI3y Y PO3CIITyBaHHAX MI)KHAPOJIHUX
3JIOUMHHUX MEpEX He HOBE, X0ua 1€l METO He CTaB MOIMYJISPHUM JJIs AOCTIIPKEHHS MEPEX,
AK1 00X0Th MbkHaApOIHI caHkiii. Y 2002 pori aHali3 Mepex 3aCTOCOBYBAaBCA JJIs aHAIII3Y
Mepexi TepOpHUCTIB, o crosuta 3a Tepaktamu y CIIIA y Bepecni 2001 poky (Krebs, 2002).
Bueni ckopuctanmcs iHdopmalii€lo 3 ra3eT Ta Ipec-permi3iB, Mmo0 HagaTH Bi3yalli3alliio
Mepexki TEpOPUCTIB, BiJ0Opaxarouu Te, K 1 Mepexa OyJia mpeicTaBieHa B 3aco0ax MacoBOi
iH(popmanii. Y IOCHIKEHHI BOHM BU3HAUWIM CTYIIHb LIEHTpati3auii Mepexi, IIUIbHICTh
MepeXi Ta CTYIIHb IIEHTPAIBHOCTI KOKHOTO 13 TEPOPHUCTIB. Lli KpOKH JOMOMOTIIH MOKa3aTH,
10 MEpeka TEPOPHUCTIB OyJiia po3rayly’KeHa 1 He MaJia SKCKpaBO BUPAKEHUX IIEHTPIB.

VY cBoto yepry Julei (2014) BuBUaB Mepexy TEPOPUCTUUHUX oprasizauiii y CxiiHoMy
Typkectani. Ha ocHOBI JaHWUX 3 BIAKPUTHX JDKEpPENT MPO MEPEeki TEPOPHUCTIB, a TAKOXK
TepopuUCTHYHI ataku y 1949-2012 pokax, AociaiaHuKu NoOyAyBaiu Trpadiku Mepex
TEPOPHUCTIB, BUZHAYMIIA CTYIIHb [ICHTPAIBHOCTI BY3JIiB MEPEXK.

Bright (2013) mocnijkyBaB TUHAMIKy PO3BHTKY MEpEX, SKi 3aliMallUCsl TOPTIBJICIO
HapKOTHKaMHU. 30KpeMa BiH Ha OCHOBI JJaHUX 3 MOJIIl MPOTIroM § POKIB BU3HAYMB POJIi
arofel, siki Oynu 3ajydyeHi A0 MpOLECIB TOPTiBJI 30KpeMa 3a JIONOMOIOI0 MiIpaxyHKY
LHEHTPATBLHOCTI LIUX BY3JIIB.

Takox MepexeBUW aHami3 3aCTOCOBYBaBCS IS BHSBJICHHS TpPaHCHAIIOHATHHUX
KpuMiHaIbHUX Mepex. Y 2016 pori JochipKeHHsI BiJl aMEpUKAHCHKOTO aHATITHYHOTO
nentpy Centre for Advanced Defence Studies posrisaano BrumB rio0anizaiiii Ha PO3BUTOK
TPaHCHAIIOHATBHOI 3JIOYMHHOCTI, a TAaKOX BHUKOPUCTAHHS BIJKPUTUX ITAaHUX Ta CYYaCHHX
nporpam Jyisl aHami3y JaHuX JJIs monryKy 3nounHHuX Mepex (Vira et al., 2016).

OckiIbKM TeMa CaHKIM Ta EKCIOPTHOTO KOHTPOJI TIOB's3aHAa 3 TOPTIBICIO,
MEPEKEBHI aHAJI3 TAKOXK BHKOPUCTOBYETHCS IS JOCHIPKCHHS TOPTOBENIBHHUX 3B'S3KIB. Y
JOCIIHPKEHHI MEPEek MOCTaYaTbHUKIB aBTOP BUKOPUCTOBYE XapaKTEPUCTUKH IIEHTPATHHOCTI
JUTS. BU3HAYCHHS HAaHCHITBHIIIIMX MEPEX, 1K1 TOPryrOTh MeBHUMH THaMu mpoaykitii (Nuss et

al., 2016).

VY nocnimkeHHAX eEeKTUBHOCTI CAaHKIIHHOT TOJIITHKH, SIK BXXe OyJI0 3a3HaYEHO BHIIIE,
OMUCYIOTHh POOJIeMy 00XOAy CaHKIIIH, pOJIb TPETIX KpaiH Ta MOCEPEeTHHUKIB, BU3HAYAIOThCS
JeSIKI  XapaKTEpPUCTUKU Mepex, sIKIi 0OXOIATh MIKHApOJHI CaHKIi, MpOTe BOHU HE €
BUYCPIHUMH. 30KpeMa, IIiJ] 4Yac aHaji3y He BUKOPHCTOBYIOTbCA TaKi MOHATTS SK
[EHTPAIBHICTh MEPEXKi, X0Ua caMe I1e TIOHATTS MOXKe OyTH KIFOYOBUM JUTsI aHAITI3Y MEPEXK,
SK TIOKa3ylTh NPUKIAIN JOCTI[HKCHb MEPEX TEPOPHCTIB, TOPTOBIIB HAPKOTUKAMU Ta
TPaHCHAI[IOHATBHUX 37TOYUHINB. TOX SKMMHU XapaKTePUCTUKAMU BOJIOIIIOTH MEPEXKi JTroAeH
Ta KOMIIaH1|, M0 00X0ATh MIXKHAPO/IHI aHTUPOCIMCHKI caHKINi? Hackinbku Mepexi roaei



Ta KOMIIaHi#, 10 00XOIATh MI>KHAPOIHI aHTHPOCIHCHKI CaHKII1, 00’ €aHaH1 JOBKOJIA OJHIET
JIFOUHU 200 KOMITaH1i?

BiamoBiai Ha 111 TUTaHHS JOTIOMOXYTh C(DOPMYBATH CTPYKTYPH TII00aTbHUX MEPEK,
K1l 00XOJATh MIKHApOIHI CAHKLIi 1 HECYTh 3arpo3y s Hal[lOHAJbHOI O€3NeKU KpaiH
CaHKIIIHHO1 Koauiii, 30kpeMa, CIIIA. Amke came ®enepanbhe 0ropo posciaigyBans CIIA €
OJIHUM 13 HalyCIHIIIHIIIKX OPTaHiB 13 pO3CiiyBaHHs NOPYIIEHb €KCIOPTHOTO KOHTPOJIIO Ta
caHkIiiHuX pexxumiB CIHIA.

OxpiM TOrO, IiJ] Yac MOBHOMACIITA0HOTO BTOPTHEHH: Pocii B YkpaiHy po3ciiayBaHHs
MOPYIIEHbh MDKHAPOAHUX CAHKIIHHUX PEKUMIB CTAIO OJHHM 13 cep mpoTumii pociichKoi
arpecii MpOTH LMBUII30BAHOIO CBITY, a BUSBJIEHHS 3JIOUMHIIIB — IMPIOPUTETOM Y cdepl
MDKHApOJHHUX CaHKI[IH. 37I0YHHII MOKYTh BIIKPUTH COTHI MiJCTAaBHUX KOMIIaHIi, caMe TOMY
dboKyc CaHIIIHHOI MONITHKHU JISKUTh Y BU3HAYCHHI CaMUX 3JIOYMHIIIB Ta MIPUTATHEHHS iX J10
BIIIIOB1IAIBHOCTI.



AHAJIITUYHA PAMKA JOCJIIAKEHHSA

OCHOBHHMM TIOHATTSM IIHOTO JOCITI/DKCHHS € Mepeka, a caM MiAXiJl poOOTH MOKHA
BIIHECTH 70 JOCIIKEHb, SK1 1eHTU(]IKYIOTh (paKkTOpH, 0 BILNIMBAIOTH Ha €(EKTHUBHICTH
cankiiii.  Allison el al (2023) BuokpemiTIOIOTH IEeW MigXiA BiJ IHIIMX JBOX THIIB
JOCIIDKCHHsI CaHKIIK: mepii JOoCHipkeHHs caHkmii y 1970-Tmx pokax Ha OCHOBI
0oOMeXEeHUX MepeNiKiB KEeWCIB CaHKLIA Ta BUKIOYHO KUIBKICHOTO aHali3y €(eKTUBHOCTI
caHkIii. O0xiJ caHKIiM € OHUM 13 (AKTOPIB, SIK1 BIUIMBAIOTh HA €(PEKTUBHICTh CAHKIIMHOI
MOJIITHKHU, & MEPEXK1 — CUCTEMA, SIKA € OCHOBOIO 00XO/y CaHKIIIN.

AJxe o0X17 CaHKIIM ToJiArae y ToMy, o0 CTBOPHTH MEPEKy KOMITaHIN Ta JIIOIeH,
iK1, (JAaKTUYHO, CTBOPIOIOTh BUJIUMICTh MOCTABOK MEBHUX TOBAPIB JI0 MIACTABHUX KIHIIEBUX
KOpUCTyBadiB. TakuM YHMHOM Mepeka KOMIMaHii OOMaHIOE HaBiTh THUX BHUPOOHHUKIB UM
JTUCTPUO IOTOPIB, K1 HE XOUYTh NOPYIIYBATH CAaHKLIHHI PEKUMH.

Mepexi, ki OOXOIATh AHTHUPOCIMCHKI CaHKINI, SK 1 Oyab-faKi 1HII Mepexi
CKJIQJAIOThCS 13 aKTOPIB Ta BIJHOCHH MK LIUMU aKTOpaMu. Y TepMiHaxX aHaJi3y COIlaJIbHUX
mepex (social network analysis) akropamu € By3mu (nodes), a 38’s13ku Mixk By3namu (edges)
03HAYalOTh NIEBHY KOMYHIKaIlil0. Y KOHTEKCTI MEpEX, sIKI OepyTh y4acTb B 00XO/1 CaHKLIH,
HUAeTbCcsl PO KOMYHIKAIll0 MK KOMIAHIsIMU Ta (i3udHMMH ocobamu. Ilpu npomy us
KOMYHIKAIliI MOKe OyTH BiOOpakeHa y CyMax TOPrOBEJIbHHX OIlepalliid, 3B’S3Kax Y
COIIAJIbHUX MEpeXkKax, CIIJIKyBaHHS TeIe(OHOM UM Yepe3 OHJIaiH-MeCeHIKEePH TOIIO.

3 METO BHU3HAYUTU XapaKTEePUCTUK Mepex, fAKI OepyTh ydacTb B 00X0.1l
AHTUPOCINCHKHUX CaHKIL1M, HeOOX1JHO BUSHAUYUTH MEPIL 32 BCE CaMi MEPExIi.

Mepexi, siki 6epyTh ydacTh B 00X0/11 aHTUPOCIMCHKUX CAHKIIIH, — I1€ TPYIU KOMIaHii
Ta oci0, sKi OynM 3aJ0KyMEHTOBaHI OpraHaMH TWPABOMOPSAKY abo KypHalTicTaMH-
po3ciigyBayaMu B 00X0/1 aHTHPOCIMCBKMX caHkIid y 2022-2024 pokax. MixHapoH1
cankuii mpotu Pocii € kimouoBuM Gokycom KpaiH CaHKIIHHOT KOAIIi M Yac BTOPTHEHHS
Pocii B Ykpainy, came ToMy 111 CaHKLIi € HAHOUIbII aKTyaJbHUM MPUKIIAIOM MDKHAPOAHHUX
CaHKIIHHUX PEKHUMIB Ta CIIOCOOIB X 00X0Ty.

VY cBOIO uepry MiKHApOAHHMM CaHKUIMHUKA pexxuMm mnpoTu Pocii — cankuii KpaiH
caHKIiiHO1 Koamimii y 2022-2024 pokax. B Mekax 1boro J0CTiKEHHS HASThCS eIl 32 BCe
npo excnoptHuii KoHTpoib CIIA cTOCOBHO 3a00OpOHM €KCHOPTY TOBapiB MOJBIHHOTO Ta
BificekoBoro npusHayeHHs 3 CLIIA mo Pocii, a Takox peekcrnopTy IIMX TOBapiB 3 TPETIX KpaiH
1o Pociti.

BaxxmuBUM MOMEHTOM  JIOCHIJKCHHS JIAHITIOTIB TIOCTAYaHHS € BU3HAYCHHS
HAWBaXXJIMBIIIOTO OpraHi3aTopa CXeMHU. AJDKE TOIPH JISCATKH aHOHIMHUX Ta HOMIHAJIBHHX
KOMIIaHI/ 3aBXKIM € OCHOBHA JIfOJIMHA a00 KOMIIaHisl, siKa CTOITh 3a OpraHi3alli€r0 BCiX
npoueciB. Y MepeXeBOMY aHalli3l 3a BU3HAYEHHS Takoi JIOAWMHMU (By3Jia) BiANOBITAIOTH
napaMeTpu CTYIiHb IeHTpanbHOCTI (degree Centrality) Ta cryminp mentpanizamii (degree
centralization).
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entpanbHicTh (centrality) Mmepex “gixcye nomenyitinuti docmyn ocobu 0o pecypcie”
(according to Wasserman and Faust (1994), as cited in Ten Kate et al., 2010, ¢.23). [amumu
CIIOBaMH, IEHTPANBHICTh MEpPEX — IE «KOOPOUHAYIUHUU YeHmp CRIIKYBAHHA» MEPEexi
(Freeman, 1979, c. 220). JlocmigHMKH BHKOPHUCTOBYIOTH IMapaMeTp ICHTPAIbHOCTI IS
BHU3HAYCHHS OCHOBHMX BYy3IiB Mepex. s mpukiamy, Krebs (2002) BukopucTtoBye Iieit
napameTp JUIs aHalizy Mepexu Tepopuctis, Bright ta Delaney (2013) nns ananizy mepexu
HapKOTOProBiliB, a Nuss (2016) st aHamizy TOpriBeIbHUX MepeX. B aHami3i comalbHUX
MEpEX ICHYIOTh HalOUIbII NOMIMPEH] XapaKTEPUCTUKH ILEHTPAIbHOCTI — CTYIIHb
neHTpaibHOCTI By3ma (degree centrality), crymins neHTpamzanmii Mepexi (degree
centralization), nentpanpHicTh mocepennuka (betweenness centrality) ta 1eHTpanbHICTD
omuspkocTi (closeness centrality):

- CTymiHb UeHTpaibHOCTI (degree centrality) BHU3HAYa€THCS KUIBKICTIO
3B'SI3KIB By3Jla B MEPEXKi, MOKa3ye, HACKUIbKU IEHTPATBLHUM € BY30JI Y MEpexi 3a
KUIBKICTIO 3B'SI3KiB 3 1HIIIMMU BY3JIaMH;

- CTymiHb ueHTpamnizamii mepexi (degree centralization) Bka3dye Ha Te,
HACKUTBKH PIBHOMIPHO PO3IOAUICHI 3B'SI3KM MIJK yCIMa BY3J1aMHU Y MEPEKi, OIIHIOE,
HACKUTBKU OJIMH BY30J (200 JeKiIbKa BY3JiB) € IEHTPAIbHUMU MOPIBHSIHO 3 yCiMa
IHIIMMH BY3JIaMH;

- IeHTpajJbHICTHh Tmocepenuuka (betweenness centrality) Bu3Hadae,
HACKUIbKM BY30J B&)XJIMBUM JUISl CIIOJNYYEHHS 1HIIMX BY3JIB Y MEpPEXi, BUMIPIOE
KUTBKICTh HAMKOPOTIIUX IIJISXIB MiXK yCiMa By3JIlaMH, SIKi POXOJIATH Yepe3 By30IT;

- IeHTpaibHICTh Onm3bKocTi (closeness centrality) BuzHauae, HaCKUTBKH
HIBUKO BY30J MOKE AOCATTH 1HIIHUX BY3JIB y MEpEXKi, BAMIPIOE CEPEHIO BiJICTaHb
BiJl By3Ja JI0 BCiX 1HIIUX BY3JIIB Y MEPEKI.

3aramoM, BCi BOHM BH3HAUYalOTh T€, HACKUIBKH 0araTo 3B’S3KiB 30CEPEIKYIOETHCS B
OJIHOMY BY3Ili MEpExXi.

Mepexi po3pi3HSIOTh Ha JIeKiJbKa THIIB: 3ipka, koo Tomio (Goyal, 2007). Yum Buina
LEHTpaJIi3allisi Mepexi, TUM OLIbIIE Mepexka CX0Ka Ha THII «31pKy», KOJIM BC1 BY3JIH 3’ €/IHaH1
JIMIIIE 3 OJHUM IIEHTPAIbHUM By3i10M. Ha mpoTuBary «3ipiii» iCHyI0Th MEPEX1 THITY «KOJIOY,
KOJIM KOXXCH BY30JI 3’€HAHWW JIMINE 3 JBOMA IHIIUMH BY3JIaMH, a IICHTPAJIBLHOTO BY3Ja
B3araJii He icHye. UnuM Oijbllle Mepeska cXoxa Ha «31pKy», THM BHUILUH CTYIIHb IEHTpajTizalii
(degree centralization). Mepexa-3ipka Mae CTymiHb HeHTparnizamii «1», Toai sk Oyab-ska
3BuyaitHa Mepexa — «0» (Goyal, 2007, p.16).

[Tonpu nmonynsipHICTH BUKOPUCTAHHS Ta CBOI MepeBaru, NapaMeTpu LEeHTPaIbHOCTI Ta
[EHTpai3amii MaloTh HU3KY OOMEXeHb Ta pu3uKiB. OJHUM 13 HEIOJIKIB € OpaK JaHUX MPO
TISIIBHICTh MEPEK. AJDKE Y )KOJTHOMY JKEpesil JaHUX, OKPIM OCHOBHHMX OPraHi3aToOpPiB CXEM,
Hemae iHdopMalii Mpo BCl MOXKIIMBI BY3JIM MEpEX, iXHI 3B’SI3KM Ta BCl €Mi30AH 00XOAy
cankuiil. [lpobnema momnsirae y ToMy, IO «BUABLEHHA HOB020 3MOBHUKA PA3OM I3 HOBUMU
36 ’A3Kamu abo UAGNIEHH 36 A3KY MIJC ICHYIOUUMU 8Y31AMU MOICE 3SMIHUMU PO3MAULYBANHSL
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monosux eysznie» (Krebs, 2002, c.47). ToOTo BUKOpHUCTaHHS HEMOBHUX JaHHUX MOXKE
CIIOTBOPHUTH peaibHy CXEMY B3aEMOJIN y MEpEexI.

Cgoro crienriKy BHOCUTB TaKOK OMYJISIPHE JHKEPENo TaHuX Y Iii cepi — maTepianm
KpUMIHAJIbHUX CIpPaB, CyIOBI JOKYMEHTH. AJDKE LI JaHl B)KE€ OIpalbOBaHI OpraHaMu
MPaBOMOPSIKY, BUKIaACHI y Tik (hopmi, sika HEoOX1THA MPABOOXOPOHIISM ISl TOBEJICHHS
BUHU 3JIOYMHIB. TOMI SIK HE3aJNS)KHHA OCHITHUK, SKHH OTPHUMYE JOCTYN [0 IHX
JIOKYMEHTIB, HallpUKJIa, 13 BIAKPUTHUX JIKEPEN, HE 3Ha€, sKa 1H(opmarlis Oyia mporylieHa B
X MaTepiajiax, HEJOCTaTHbO 3aJ0KyMEHTOBaHO. MOKJIMBO, OpraHU MPaBOMOPSIKY
apellTyBalid OJHOTO 3JI0YMHIIS, 00 MIBUIIE 3aKPUTH CIIPABY, 3aMICTh TOTO, 11100 HAJIEKHO
3aJIOKYMEHTYBAaTH pOOOTY IIIJIOT MEPEKi.

Jlessiki  AOCHITHUKM TaKOX BBaXKAOTh, IO IMMAPAXyHOK IIEHTPATBHOCTI BY3JiB
(hOKyCY€EThCS JINIIIE HA OCHOBHHUX BYy3J1aX, TOJII IK B MEPEIKax BaKJIIMBO MOHITOPHTH KOXEH 13
BY3JIIB. «MU CMBEPONCYEMO, WO BCI AKMOPU 8 MEPEHCE € «KAHUOBUMUY», MOOMO 6Ci 60HU
Mmaromes 6ymu oonaxogo npomonimopeniy (Basu, 2021, c.45).

TuM He MeHII, AOCHITHUKH MEpPEX TEPOPUCTIB YU HAPKOTOPIOBIIB TaKOXK
nepeOyBaroTh y CX0XKIM CUTYyalli 13 IpoOJIEMHUM JOCTYIIOM /10 AaHUX, IPOTE 1€ HE 3aBa)Kae
JOCHIPKYBaTH 11 MEpeXi Ha OCHOBI HasBHOI iH(popmarii. CamMe TOMYy BaXXJIMBO
BUKOPHCTOBYBAaTH JaHl 3 BIIKPUTHX JDKEpEN IS JOCTIHKEHHS MisUTBHOCTI MEPEkK, SKi
00XO0AATh MIDKHAPO/IHI CAaHKIIII.

Ha BinMiHy BiJl MepeX TEpOPUCTIB Ta HAPKOTOPIOBIIB, MEpeki, 100 00XOASThH
MDKHApOAHI CaHKIlli, MOXyTh MaTH OJIMH BY30J, KU 30cepe/kye Ha co0i OUIBIIICTh
KOOpJMHAIIT MEPEXKi, BOJIOJIE MOBHOI iH(OpMaIliero mpo cxemy. AJpKe y IIUX Mepekax
NEBHI BY3JIM CB1IOMO BHUKOPHMCTOBYIOTH IIIJICTAaBHI KOMIIaHIi JJi MPOBEJIEHHS CXeM:
PEECTPYIOTh ab0 KyNyHOTh TakKi KOMITaHii B OMIIOPHUX IOPUCIUKINAX, BiJIKPHBAIOTH
0aHKIBCbK1 paXyHKH Ha MIACTaBHUX OC10, M1POOIIOI0Th TOKYMEHTH PO BapTICTh, KIHIIEBOTO
KOpHCTyBaya Ta KpaiHy npu3HayeHHs npoaykuii. {1 kpoku ckiIaaHOo BOpPOBAKYBaTH, KOJIU
OKpeMI BY3JIM MepeXi He 3HAIOTh PO poOOTY 1HIIKX BY3IIB.

VY neBHUX BHIIaJKaxX KOMIMaHIi 3a Mexxamu Pocii MOXyTh OyTH MOB’si3aHi pOJAMHHUMHU
abo mpodeciitHuMU 3B’s13KaMu 3 KomnaHisiMu B Pocii, siki 3aMOBJISIIOTh MEBHY MPOAYKIIIIO
(TonimreBcrka et al., 2023). e Tak camo o3Ha4ae, 1110 3aKOPAOHI TOCTAYATEHIUKH PO3yMIOTh,
KOJIM BOHH HAYTh HA MOPYIIEHHS TUX YW 1HIIUX CAHKIIHHUX OOMEXKEHb.

ba 6inpiie, poboTy Takux Mepex y Bumaaky Pocii MOXyTh HaBiTb KOOPAMHYBAaTH
POCIHCBKI CTIETICTYKO0H, SKi 3alliKaBJIeH] y HaJaro/KeHHI oCTaBOK B Pocito mifcaHKiiitHOT
3ax1IHOT IPOAYKLII ISl HApOIlyBaHHS BUPOOHMIITBA BIICHKOBO - TPOMHUCIIOBOTO KOMILJIEKCY .
3acobu macoBoi iHQopMaIlii Ta OpraHd MPaBOIMOPIAKY HEOJHOPA30BO TMOBIIOMIISIIH, IIIO
Cny>x6a 30BHIIIHBOI po3BinkH Pocii, ['onoBHE po3BigyBanbHe ynpaiiHHsA Ta PepepanbHa
ciyx0a 6e3neku Pocii 3amydeni 1o oprasizariii cxem odxony caskiiii («Lithuanian firms
involved...», 2024). MinictepctBo toctuiii CIIIA HaBiTh my0iikyBajao ¢poto arenta y Gopmi
®CB, sikuii OyB 3anydyeHud a0 OfHiel i3 cxem oOxomy cankuid (domarok 2). YV mpomy
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BUITAJIKy BCSI CX€Ma IOCTaBOK MOXKE KOOPAMHYBATHCS 3 OJHOTO IIEHTPY 1 3aB’si3aHa Ha
OJIHOMY YH JICKIJTbKOX BY3JIaX MEPExi.

TakuMm YWHOM, BpaxoBYHOUHM crenudiky poOOTH IMX MEpeX, MOKHa 3pOOUTH
TEOPETUYH] OYIKYBaHHS MpO Te€, IO MEPEXi, Kl OepyTh y4acTb B 00XOJ1 MIKHApOIHHUX
CaHKI[i{, MalOTh OJTHOT'O OCHOBHOT'O OpraHizatopa abo HEBEJIMKY TPYIly OpraHi3aTopiB, SKi
BIJINOBIJAJIbHI 32 HAJIArOJKEHHS OUIBIIOCTI 3B’A3KIB Yy MEpEXl, TaKUX SK CTBOPEHHS
M1JCTABHUX KOMITIaHii, OTPUMaHHS 3aMOBJICHHS BiJ KIHIICBUX KOPUCTYBayiB IiJICAHKIIHHOI
OPOAYKIIi, OIJIaTy MIACAHKIIMHOI TPOAYKIi, JIOTICTUKY IMIJICAHKIIMHOI MPOIYKIIi TOILIO.

Teoperunune ovikyBanHsi 1. mepexi, Ski OepyTh y4acTh B 00X0/1 MIDKHApPOJTHHUX
CaHKI[ii, MalOTh BUCOKHI CTYIiHb IicHTpami3alii (degree centralization).

TeopeTnuHe ovikyBaHHS 2: EKIJIbKA BY3J11B MEPEXKI MalOTh CYTTEBO BULIUI CTYMIHb
neHrpanbHocTi (degree centrality) 3a inrm By3au Mepesxi.
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METOJOJIOI'TYHUN JU3AVH

OCHOBHHMM TOHSATTSAM ITHOTO JOCITIDKCHHS € Mepexka. Came TOMy y Iiii poOOTi A
MIPOMOHYIO 3aCTOCYBATH IMIXOAN MepPesKeBOro aHaJi3y Il IMOIIYKY IEHTPaIbHUX BY3JIiB
PI3HUX MEpEX JII0AEH Ta KOMIIaH1|, sIKI 00X0ATh MI)KHApOIH1 CaHKL1i. MepexeBuil aHami3
Jla€ MOXKJITUBICTh OXapaKTepU3yBaTH CTPYKTYPH MOB’sI3aHUX M1 COOO0I0 BY3JIiB Ta MTOPIBHATH
pi3H1 Mepexi Mix co00ro.

MepexeBuii aHali3z KOMIaHii Ta 0ci0, siki 00XOATh CaHKIII1, MAa€ CXO0XKI1 MPOOJIeMH 13
MEPEKEBUM aHAII30M, SIKUH BUKOPUCTOBYETHCA JIUISl aHAI3y KPUMIHAIBHUX IPyIl. 30KpeMa,
HIEThCS TIPO HEMOBHOTY JIaHMX — aJKE JIOCIITHUK HIKOJIM HE BOJIOJIIE€ BCIEO 1HPOPMAITIEIO
PO MEPEXKY; HEPO3YMIHHS, KOTO BapTO BKJIIOYATH JI0 MEPEXIi, a XTO HE BIJIrPa€ BaXKIUBOI
poJIi; AWHAMIKY 3MIH MEpPEX — JOCTIAHUK 3aBXKIW BOJOMIE ICTOPUYHHMH JaHHMHU IIPO
MEpeXxy, a TUM 4acOM BOHA MPOIOBKYE 3MiHtoBaTHCs (Sparrow, 1991).

S He cTaBIIIO 3a METY IIOTO JOCIPKCHHSI CTBOPUTH y3arajibHEHI BUCHOBKH IIPO BCi
Mepexi, Kl 00X0oAaTh caHkIlii. HaToMicTh s cTaBiio nmepen co60r0 3aBAaHHs ONMUCATH MEBHI
MIPOIIECH BCEPEANHI KOHKPETHUX MEPEXK, a POJIb IICHTPATBLHUX BY3JIIB Y TAKHX Mepexkax, iXHi
3aBJaHHA Ta 3B’S3KH 3 1HIIMMH, MEHII BOXJIUBUM By3laMu. [ BUKOHAHHSA II€l 3a/1aul s
oOupato gocaizkeHHs1 KeMciB. Lleil MmeTon nonoMoske 3arinOUTHCS y MEXaHI3MU B3a€EMO/I1T
B MEKaX KOHKPETHUX MEPEK.

JlocmiJKeHHS. OKpEMHX MEpEeX HE MOYKHA Ha3BaTH penpe3eHTaTuBHUM. [Ipote MeTon
Kec CcTajll 1 He CTaBUTh 3a METY pernpe3eHTaTUBHICTh. HaBmaku, AOCHIIKEHH KOHKPETHUX
BUIAJIKIB JIa€ 3MOTY IPOIPAIIOBATH JETalli, MEXaHI3MH Ta 3pO3yMITH TPOIECH OKPEMHX
Mepex. Y CUTyallii, KOJIu MEepPEeKEeBHI aHaII3 HE 3aCOBYETHCS] aKTHBHO JJIs aHAITI3Y ITUX TUIIIB
MEpEeK, Taka PO3BiJKa MOKE OYTH MEPIIUM KPOKOM JI0 JOCHIIKEHHS.

Sk BUnaAKuM A5 aHai3y 1 o0paB HU3KY MEPEK, 5Kl 00XOIATh aHTUPOCIHCHKI CaHKIII1,
Ta OMUCaHi B HU3MI KpuMiHainbHUX cipaB y CIIIA npo He3aKOHHI TOCTaBKU KOMITOHEHTIB JIJIst
pOCIiChbKUX BIMCHKOBUX KIHIEBUX KopucTyBauiB y 2022-2024 pokax. [Ins gopmyBaHHS
BUOIPKHM s 3/IMCHUB TONIYK 3a KIIOYOBHUMHU clioBaMH «Pocis», «caHKID», «EeKCIOPTHUM
KOHTPOJIb» Ha caiiTi MinicTepcTBa roctuiii CIIA, Ha sKOMy MyOIiKYIOTh Mpec-peiizu Mpo
00BHHYBaueHHS 0Ci0 y MOPYIIEHHS €KCIIOPTHOTO KOHTPOJTIO.

Takum yuHOM y BHOIpKY nmoTpanuiu crpasu 2022-2024 poky, Kl BOAJIOCh 3HAUTH
TaKUM CITIOCOOOM Ha I[bOMY PECYpCIB, a came:

- Opnep Ha apemt Hikonas ['ombreBa, Camimmkona HacpimninoBa Ta
Kpicrinu [Ty3uproBoi ([Joaarok 2).

- O6BunyBanbHuii akT Kupuny BysHoscbkomy Ta [[yriacy PoGeprcony
(domatoxk 2).

- ITo3oB npotu Makcima Mapuenka ([JomaTtok 2).
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- OOBuHyBanbHUH akT €Breny ['puniny, Onekcito InmomitoBy, bopucy
JliBmuny, Ceitiani CxkBoproBiid, Bagumy Konomenky, Omnekcito bpaiimany,
Bagumy €pmonenky (oxarok 2).

- Opnep na apemr Iuni Kana (Jlogatok 2).

- IlozoB mpotu Aptypa Ilerposa ([Jomarok 2).

Xoua aeski kpainu-wieHn €C TakoK po3CIiIyI0Th CX0XI1 CIIpaBH, AJIs aHaII3y B
Mexax 1i€i pobotu st 06paB cupasu y CIIIA uepe3 HU3KY IPUUUH:

- CHIA OinbInl akTUBHO PO3CHIAYIOTH CHOpaBU OOXOAM CaHKIIM, a
MOPYITHUKH HECYTh KPHUMIHAJIBHY BIJMOBIIANBHICTh 3a MOPYIICHHS €KCIIOPTHOTO
KOHTPOJIIO;

- CIHIJA myOmikyrTh MaTepiajd CHpaBH, Y SKHX MOXHA BCTAaHOBHUTH
3B’SI3KH MIDK 0COOaMU Ta KOMIIaHISIMH.

I3 KOXHOT cnpaBU s BU3HAYUB BY3JIM Ta 3B’SI3KM MK BY3JIaMH Ha OCHOBI JIaHUX,
ONMMCAHUX B KpUMIHANBHIN crpaBi. By3nn MoxyTh OyTH sIK KOMIIaHIi, Tak 1 JroAu. A 3a
OCHOBY 3B’A3KIB MK By3JlaMU 51 Oepy HACTYIIHI JaHi:

- TIOCTaBKH TOBapiB BiJ KOMIMaHIi 10 KOMIIaHii,

- TepecuJIaHHs KOIITIB B1J KOMIIaHIi 10 KOMITaHii;

- OpraHizallio mocTaBoK KOHKPETHUMHU 0CO0aMU;

- TEpenuCKH MiX JIOJbMHU PO OPTraHi3allito MOCTaBOK;
- CIIBHI aIpecy KOMIIaHIi Ta JII0IeH;

- CHUIbHI HOMepH TenedOHIB KOMIaHI| Ta JII0IEH.

3B’SI3KM MK BY3JIaMH HE € CIIPSIMOBAaHMUMU Ta HE MAIOTh KUIBKICHUX XapaKTEPUCTUK
cwu 3B’ s13kiB (Value), amke e morpedye po3poOKH OKpeMoi METOI0JIOTIT Ta HE € 3aBJIaHHAM
JOCHIJIKEHHS.

JJiss BU3HAYCHHS XapaKTEPUCTHK MEPEXK I BAKOPUCTOBYIO MEPEKEBUI aHaI3, a came
napaMeTpu CTYMiHb IEHTPaIbHOCTI By3miB (Oegree centrality) Ta CTymiHb HEHTpasi3arii
Mmepexi (degree centralization).

Ha ocHoBi chopmoBanux TaOnauIp 3B’SI3KIB y MeEpekax s pPO3paxyBaB CTYITiHb
neHTpaibHOCTI By3miB  (degree centrality), crymins ueHTpamzaimii Mmepex (degree
centralization) B mporpamMHOMYy CEpeIOBHIIN JUIsl CTaTHCTHYHHX oOuucieHb “R”. 3a
JIOTIOMOT OO TAPaXyHKY CTaHAapTHOTO BIIXWJICHHS 5 BU3BHAYUB BY3JIM Y KOKHINA MEPExKI, sIK1
MaloTh HaHOUIBIINI CTYMIHb LIEGHTPAIBHOCTI B MEpEkKax.

Oxpim 1poro s moOyayBaB rpagu KOXKHOI 13 MEpeX 3a JONOMOIOI0 IMPOrpaMu
«Flourish.Studio». Ha ocHOBI gaHuX mpo CTYMiHb IIEHTPATBHOCTI BY3JIiB 1 BU3HAUUB CHITY
KOXHOTO 13 BY3JIiB, 1110 /1a€ MOXKJIMBICTh [TOKa3aTH POJIb OKPEMUX BY3JIIB HA rpadi — By3JH 13
HaOIIBIIOI KUIBKICTIO 3B’S3KiB MalOTh OUIBIIMK PO3MIp 32 BY3JIH 3 MEHIIOI KIIBKICTIO
3B’S3KIB.
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JOCJIIIAKEHHSA 1 PE3YJBTATHU

[Tix yac mocaimkeHHsT MEHI BAAJIOCh MpoaHaIi3yBaTH 6 KEMCIB Mepek, sKi 00X0auIn
MDKHApO/IHI aHTUPOCIMCHKI CaHKIIIT 1 OyIu 3BMHYBadeH1 y opyieHHs 3akoHogaBcTea CIIA
y Tairy3i eKCIIOPTHOTO KOHTPOJTIO.

Bcei Mepexi 3akynoByBanu enekTpoHiky 3 CIIIA micns moyaTky nmoBHOMAacIITaOHOTO
BTOprHeHHs Pocii B YkpaiHy, xoua Aeski 3 0coOM Ta KOMITaHil ocTadaiy eIeKTPOHIKY 10
Pocii 1 panime. ¥V mux keiicax ocid 3BUHYBauyylOTh B OpraHi3alli TAEMHUX CXEM IOCTaBOK
€JIEKTPOHIKH, sIKa Mignagae mia excnopTtHuid koHTposb y CHIA. bropo mpomucioBocTi Ta
oesneku CIIA B iHTepecax HaIlOHAJIBHOI Oe3MekW KpaiHu 3a00pOHSE EKCIOpPTYyBaTH
HNPOAYKIIO, KA MOKe OyTH BUKOpUCTaHa y BINChKOBHX LUIAX. OOMexxeHHs bropo nponucani
B [IpaBunax ekcrnoptHoro koHTposito (EAR) Ta 3anexaTs Bii TEXHIYHHUX XapaKTEPHUCTUK,
INYHKTY IpPU3HAUYEHHS, KIHIIEBOIO KOpHCTyBauya Ta NpU3HA4YeHHS mnpoaykuii. Hai6inbin
Ba)KJIMBA MPOAYKIlis BU3HaUeHa y ToproBomy koHTpoibHOMY criucky (Commerce Control
List). Exciopt Takoi mpoaykiii 3abopoHenuit 1o Pocii.

PoscimimyBaHHsIM ITMX 3J710YMHIB 3aiMaeThcsi MIHICTEpCTBO HaIllOHAIBHOI O€3MeKu
CILIA, ®enepanpHe 610pO pO3CIiTyBaHb.

Keric 1.

Mepeska kelicy ckiagaetbes i3 18 By, siki gisua Ha Teputopii CIIA, Kuraro, Pocii,
['onkonry ta Typeuunnu. CTyniHb HEeHTpali3alii Mepexi craHoBuTh 0.52, a By3nu «Hikonai
[CosbieB»(18) Ta SH Brothers Group(15) Bimpi3HAIOTHCS BijJl CEPEIHBOTO 3HAYCHHS CTYIICHS
LHEHTPAJIBLHOCTI BYy37iB Mepexi (3.7) OuIbll HIK Ha JBa CTaHAAapTHUX BiaxuieHHs. Lle
CBITYUTH IIPO BUCOKY POJIb LIUX BY3JIIB B OpraHizallii MEpesKi Ta B3a€MO/I1 3 IHILIMMHU BY3JIaMH.

Ta6aunus 1. CTynine HeHTpaabHOCTI By3JiB Mepexi 1.

By3soan Cryninb
LHEHTPAJIbHOCTI By3J1a

Hikoumaii ["onbres 18
SH Brothers Group 15
Canimmxon Hacpinninos
Testkomplekt
CniB3MOBHUK 2

[E=Y
[E=Y

Kpuctuna [ly3upsosa

CriB3MOBHUK 1

CriB3MOBHUK 3

CriB3MOBHUK 4
Robotronix Semcionductors LTD
Suntronic F.Z.E.

T'oHKOHIrCchKa KoMmaHis 1

Typeurka xoMmnanis 1
SN Electronics
Pectopan Hacpimninosa
Komtech

WWW W ww h~rldbddPd oo
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Hpyxwnna Hacpigminosa

Kuraiicbka KoMmaHist

Jama

Electronic Network
EKB-Neva

CriB3MOBHUK 4 ciBpoOiTHHK

TexacbKkui UCTPHUO FOTOP CICKTPOHIKH

Typeubka KOMIIaHisI-OCEPEAHUK

Hupextop 'onkoHTrchK01 KOMMaHii |

3acHoBHUK i aupekTop Komtech

Texacpka koMmaHis 1
State Corporation Rostec
Radioavtomatika
Petersburg Intelligent Transport Logistics 1

[TpumiTka: BIacHi po3paxyHKH Ta OCHOBI JaHWX KPUMiHAIBHOI cripaBu ([logarok 2)

RlRrlRr PR RPN NN NN

Came Hikonaii ['onblieB € OCHOBHUM OOBHHYBAau€HUM Y Il crpaBi, a kommadis SH
Brothers Group BucTymanza OCHOBHOIO KOMIIAHI€I0, Yepe3 Ky 3J0YMHII 3aKyNOBYBaJlu
CJICKTPOHIKY, IepeKazyBaiu KOmTH Toino. Hikonaii ['onb1ieB 3aKynoByBaB B aMepUKaHCHKUX
JTUCTPUO FOTOPIB €IEKTPOHIKY Ta eKcropTyBaB ii q0 Pocii yepe3 kommanii B TypeuunHi,
Kurai Ta ['oHkoHry. [leski TUIM €JIEKTPOHHHUX KOMITOHEHTIB, SKi TaKOXX EKCIIOpPTYBaB
Hikomaii ['onblieB, Oynn 3HaieH] Y 3aXOIUICHUX POCIHCHKUX BEpTOIBOTAX, TaHKax, bITJIA
Ha TepuTopii YKpaiHu.

Hikonait TonbueB wmaB TpuBami 3B’A3KM 3 POCIMCHKUMHU KOMIIAHISIMH, SIKi
3aKyNOBYBaJM €JIEKTPOHIKY. 30KpeMa, BIH CHIBOpaloBaB 3 PaaioaBTOMaTHKOIO,
TecTKOMIUIEKTOM Ta IHIMUMHU MiAnpueMcTBaMu mnpotsrom 12 pokis. Illo miarBepmxye
BaxxuBicTh Hikonast ['onblieBa y Mepexi 3aKymiBenb B 1HTepecax pOoCiHChKUX KOMIaHIN B
00Xi7] aMepUKaHCHKUX CAHKITiH.

Cxema 1. Mepexa 1.

Mepexa 1

Country @ China @ Russia @ US Hong Kong Turkey
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[MpumiTka: nani kpuminaapHOI cripaBu ([Jomatok 2)
Keric 2.

Mepexa keicy ckiaagaeThes 13 13 By3miB, ski aisui Ha Teputopii CIIA, Pocii, OAE,
Himeuunnu ta Bipmenii. Ctymiae neHTpaiizaiii Mepexi cranoBuTh 0.58, a By3on KanRus
Trading Company Inc. (12) BiApI3HAIOTECA Bl CEPEIHBOTO 3HAYEHHS CTYIEHS
[EHTPaTbHOCTI Mepexi (4.9) OiIbII HIXK Ha JIBa CTAaHAAPTHHUX BiAXwiIeHHS. Lle cBiquuTh TIpo
BHCOKY POJIb IILOTO By3Jla B OpraHi3allii Mepesxi Ta B3a€MOJi1 3 IHIIUMH BYy3JIaMHU.

Ta6auus 2. CTyniHb HEHTPAJIbHOCTI BY3JIiB Mepe:xki 2.

By3zoa Cryninb
LHeHTPaJIbHOCTI By3J1a
KanRus Trading Company Inc. 12

Kupwuio I'puropiit bystHoBchkHiA

Hyrnac Enyapn PoGeprcon
Oco6a-3
Bipmencrka Kommnanis-1

Pociiicrka Kommanis-1
Ocoba-1

Pociiiceka Kommnanis-3
Kommnanis OAE-1
Pociiicrka Kommanis-4

Himenrska Kommanis-1

NW WA AROIOI|OO|OO|OO|O®

Pociiiceka Komnanis-2
Ocob6a-2

[IpumiTKa: BIacH1 po3paxyHKH Ta OCHOBI IaHUX KpUMiHaNbHOI cripaBu (Joxatok 2)

N

Komnanis KanRus Trading Company Inc. 6yna ocHOBHOIO KOMIaHi€r0, Yepe3 SIKy
3MIMCHIOBAIM 3aKyIiBII €JIEKTPOHIKH, 3MIHIOBAIM KIHIIEBUX KOPUCTYBadyiB, I[IHY Ta MICIIE
MPU3HAYCHHS €KCIIOPTHOI npoayKiii. CaMe 111 KOMIaHisi € OCHOBHOIO y CTBOPEHHI CXEMU Y
uiit crpasi. Kommnanis O0yna ctBopeHa bysHoBcbkuMm Ta PoOGepTcoHOM, sIKi 1 € OCHOBHUMU
dirypanTamu crpaBd IO €KCIIOPTY CKJIQJHOTO aBioHiYHOro oOmamHanHs 3 CIIIA
KOPHCTYBayaMH POCIHCHKHX MOBITPSHUX CYJIEH.
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MaunwoHok 2. Mepexa 2.

Mepexa 2

Country @ US @ Russia @ UAE @ Germany @ Armenia

[Tpumitka: gaHi kKpuMmiHanbHOI crpaBu (JlogaTox 2)
Keiic 3.

Mepexa keiicy cknanaerscs 13 12 By3miB, siki aisimm Ha tepurtopii CHIA, Pocii,
lonkonry. Crymine meHtpamizamii Mepexi craHoBuTh 0.50, a cepeaHe 3HaueHHS
HEeHTpaJbHOCTI By31iB — 3.8, a By3on «Makcum Mapuenko» (11 ) Biapi3HS€ThCS Bij
CEPeHbOTO 3HAYCHHSI CTYIICHS IIEHTpaIbHOCTI Mepexi (3.1) Oibin HiXk Ha JBa CTaHIAPTHUX
BigxwieHHs. L{e cBiquuTh npo BHCOKY poiab Makcuma MapueHka B oprasizaiiii Mepexi Ta
B3a€MO/II1 3 IHIITMMH BY3JIaMH.

Tabanus 3. CTyniHb HEeHTPATbHOCTI By3JIiB Mepe:xi 3.

By3soan Cryninb
IEHTPAJTbHOCTI By3J1a

Makcum Mapdenko 11
Alice Components

CC-1

RG Solutions

SSPLTD

Namfleg

CC-2

NPO Electronic Systems
NPC Topaz

Kommnanis-1

Radiofid Systems

MEC LLC

Neway Technologies Limited
Infotechnika

NPC Granat

[TpumiTka: BIacHi po3paxyHKH Ta OCHOBI JaHHX KpuUMiHaIbHOI cripaBH (JlogaTok 2)

RPOIWNINOO ORI AN WINWW

19



Came Makcum MapdeHKO € OCHOBHMM OOBHHYBAaYe€HHUMH Y 111l cripaBi. Bin 3aliMaBcs
BIJIMMBAHHSM KOIIITIB Ta KOHTpabaH 1010 Mikpo-auciiieiB 3 CIIA mo Pocii, ski MOXXYTh MaTH
BIMICbKOBE MMPU3HAYEHHS Y IpUOOpax HIYHOro Oa4eHHsl, ONTHYHUX Npuiax. Pons Makcuma
MapueHka Tmonsirajia y CTBOPEHHI MIiACTaBHUX KOMITaHii B [OHKOHry, sKi OynH
TPAHCIIOPTHUMU XabaMu JJis TOJIalbIIOT0 eKCropTy ToBapy 1o Pocii, amke cam Mapuenko
npoxuBae y I'onkonry. Ilpm npomy MapueHKO aKTHMBHO CHUIKYBaBCS 13 POCIHCHKUMU
3aMOBHUKAMHU JJIs MPUWMAaHHI 3aMOBJICHb Ta OIJIATH KOIITIB 3a MPOIYKIIiIO.

Mamwonok 3. Mepe:xa 3.

Mepexa 3

Country @ Russia @ US @ Hong Kong

[MpumiTka: nani kpuminaabHOT cnpasu ([loaarok 2)
Keric 4.

Mepexka keiicy cknamaetscs i3 25 BysmiB, siki mismu Ha teputopii CIIA, Pocii,
Benukoi bpuranii. Ctyniab neHTpanizaunii Mmepesxi cranoBUTh 0.5, a By3o1 «bopuc JliBmuib»
(16) BiOpi3HAIOTHCS BiJl CEPEIHBOTO 3HAUYEHHS CTYINEHS LHEHTPadbHOCTI Mepexi (3.1) Oubi
HDK Ha JIBa CTaHIApTHUX BiaxwieHHs. Lle cBigunTh mpo Bucoky poib bopuca JliBmums B
oprasizaiii Mepesi Ta B3a€MOZII 3 IHIIUMU BY3JIaMHU.

Ta6auus 4. CTyniHb LeHTPaJbHOCTI BY3J1iB Mepexi 4.

Byzoa Cryninb
HEeHTPAJLHOCTI By3J1a

Bopuc JliBmmie 16

Ounekciit InmosiToB

Ceitnana CkBopiioBa

€pred [ punin
Strandway LLC
Bagum €pmonenko

Wbl NN

Onexciit bpaiiman

20



Serniya Engineering

Sertal

Photon Pro LLP

SVR

Advanced Web Services LLC
Bagum Konomenok

Strand Networks LLC
Trailgate Systems LLC
Crossgate LLC

Crosswell LLC

Divatek Trading Inc

Fennica Networks LLC

FF Networks LLC

Palmira Networks

FIAN

Majory LLP

Invention Bridge SL

Moscow Engineering Prysics Institute

Rl R R RN NN || w|w

[ER

[TpumiTKa: BIacHi po3paxyHKH Ta OCHOBI JJAHUX KpUMIHAIBHOI cripaBu (J{omaTok 2)

bopuc JliBminp € OogHUM 13 OCHOBHUX OOBHHYBAaYeHHX Y Iii cmpari. JIiBHIUIE
3aKyTNOBYBaB TOBapH B aMEPHKAHCHKHX KOMIIAHISX, CTBOPUB Ta KOHTPOJIOBAB KiJbKa
(GIKTMBHMX KOMIAHiHM i 3B'S3aHMX 3 HHMH OaHKIBCbKHMX paxyHKiB y Hpro-Mopky. Lli
CTPYKTYpU BHUKOPUCTOBYBAJIHMCS JUIsl OpraHizaiii MOCTaBOK Ta CKJIAgHUX (IHAHCOBUX
orepariiii cxemu.
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MaunwHok 4. Mepexa 4.

Mepexa 4
Country @ Russia @Us @ UK @Spain
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[MpumiTka: nani kpuminaabHOT cnpasu ([oaarok 2)
Keric 5.

Mepexa keiicy cknanaerscs i3 13 BysmiB, siki mismu Ha teputopii CIHIA, Pocii,
Tonkonry, TaiiBani. CTymiHb neHTpatizanii mepexi craHoButh 0.39, a By3on L Kan (8)
BIJIPI3HSAIOTHCS BiJI CEPEHBOTO 3HAYEHHS CTYIEHS IEHTpambHOCTI Mepexi (3.1) OubIn HiXK
Ha JiBa CTaHAapTHUX BiaxuieHHs. Lle cBiquuTh npo Bucoky poib lmmi Kana B opranizamii
MEpEeKi Ta B3aEMOJII1 3 IHIITUMH BY3JIaMH.

Tabanuns 5. CTyniHb HEeHTPATBHOCTI By3JIiB Mepe:xi S.

By3soan Cryninb
HeHTPAJIbHOCTI By3J1a

Imns Kan 8

Joint Stock Company Research and Development 7

Center Elvees
Taiwan Manufacturer
Sensor Design Association
Senesys Incorporated
Hong Kong Shipper
Hazsanwuii mparmiBauk-1

Haspauwii mpaiiBHUK-2

NN WA DDS

Yien cim'1-1
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Kowmmanis CIIIA-1 1
Ministry of Defense 1
Federal Security Service 1
JSC Rusnano 1

[TpumiTKa: BIacHi po3paxyHKH Ta OCHOBI JJAHUX KpUMIHAIBHOI cripaB (J{omaTok 2)

Came DImns Kan € oOcCHOBHMM OOBMHYBau€HMM Yy IIiii crmpaBi. Bin Bomojie
aMepUKaHCbKMMM KomnaHissMu Senesys Incorporated ta Sensor Design Association,
yhopaBiisie IUMH (pipMaMH, K1 po3poOJIAIOTh MporpamMHe 3abe3nedeHHs Juisl Oe3NeKu Ta
BUNMPOOYBaHHS KPEMHIEBUX IUTACTHH, IO BHKOPHCTOBYIOTHCA Y BIMCHKOBIM aBiallii Ta
KocMmiuHuX TexHomorisx. [Ipu npomy Kan gk minimym 3 2012 poxy 3aiiMaBcsi TOCTa4aHHAM
nigcaHkiiiaux TexHosorid 3 CIIIA 10 pociiichbKOro KiHIIEBOTO KOpPHUCTyBaya KOMIMaHii
«Elveesy, sika € BUpOOHMKOM HAIMIBPOBIIHUKIB, a cepell KIi€HTIB KommaHii — denepanbHa
ciyx0a 6e3neku Pocii. [Ipu nubomy cam Kan mae nongiitne rpomagsactso CHIA Ta I3painto,
110 CTIPOIIYBaJIO CHiNKyBaHHA KaHa 3 aMeprUKaHCHKHUMH TTOCTaYaIbHUKAMH.

Mamonok 5. Mepe:xa 5.

Mepexa 5

Country @ U.5.-lsracli @ Russia @ Us @ Hong Kong @ Taiwan

[MpumiTka: nani kpuminaabHO1 cnpasu ([Jogarok 2)
Ketic 6.

Mepexa kelicy ckianaeThes 13 13 By3:iB, siki aisuin Ha Teputopii CILA, Pocii, Kinpy.
CryniHp meHTpaizailli Mmepexi ctaHoBUTh 0.4, a cepeHe 3HAYEHHS IEHTPATbHOCTI BY3JIIB —
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4.5. Tlpu 1bOMY XOJEH BY30J HE BIIPI3HAETHCS BiI CEPEAHBOTO 3HAUYEHHS CTYICHS
IEHTPATBHOCTI MepeXi OUIbII HIXK Ha JIBa CTAaHIAPTHUX BIAXUIIEHHS, TIPOTE BY30J1 ApPTYyp
[TerpoB Ta komnanig «LLC Electrocom VPK» matoTe Ounblie 3B’sI3KiB 3a BCi 1HILI BY3JIH.
Came 11 BY3JIM € OCHOBHMMH OpTaHi3aTOpaMU CXEMH, uepe3 sKy BiOyBalHCh MOCTAaBKU
€JIEKTPOHIKU.

Tadanuns 6. CTyniHb HEeHTPaTbHOCTI BY3JIiB Mepexi 6.

By3zoa Cryninb
LHeHTPAaJIbHOCTI By3J1a

APTVYP IIETPOB 9

LLC Electrocom VPK

CC-1

CC-2

Jlorictnuna xommanis-1

Astrafteros Technokosmos LTD

Huctpub'torop CHLIA-2

Kowmrmanis-1

Huctput'rotop CIIA-1

RFID Company-1

Kowmranis-2

TRV-Engineering 1
[TpumiTKa: BIacHi po3paxyHKH Ta OCHOBI JJAHUX KpUMIiHAIBHOI cripaBu (JJomaTok 2)

NININ W WA~ AN ©O

Aptyp IlerpoB € ocHOBHUM OOBMHYBadeHMM Yy Iiii cmpaBi. [leTpoB Hamaronus
eKCIIOPT MIJCAHKLIMHOI MIKPOENEKTPOHIKK JI0 POCIHCHKOro KIHIEBOI'O KOpHCTyBaua
KOMITaHi1 «Electrocom», mocTadaibHuKa pociiickkoi apmii. [ns mporo Iletpos
BUKOPUCTOBYBaB KIMPChKI KOMIMaHit0 «Astrafterosy», sSKy y4YyacCHUKHM CXEMH 3a3Hadalld
KIHI[EBUM KOPHUCTyBauyeM aMEPHKAHCHhKOI MPOAYKIlli, XO04Ya HACMHpaBAl MNPOAYKIA Aaii
notparuisiiia 1o Pocii.
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MaunwoHok 6. Mepexa 6.

Mepexa 6
Country @ Russia @ Cyprus @ US

X,

=

N

ARTHUR RETROV

[MpumiTka: nani kpuMiHaabHOT cripaBu ([Jomatoxk 2)
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JIMCKYCISA TA IHTEPIIPETALI

TakuM yrHOM TeopeTH4He OYiKyBaHHA 1 MiATBEpPHKYIOTHCS HA MPUKIIAJl 6 KEWCiB
Mepex, 110 00XOIMITH aMepUKaHChKI CaHKIII1, Ta €KCIIOPTYBAJIY MiACAaHKIIHHY MPOAYKIIIIO J0
Pocii. Ha mpuknanax 6 keiciB y 1iil poO0TI MOXHa NOOAYUTH, SIKUM YNHOM (DYHKLIOHYIOTh
Il Mepeki Ta SKUM YHHOM IICHTPAJIbHI BY3JIM MEpEXi MO€THAHI $K, HAMpPUKIAd, 3
aMEpPUKAaHCBKMMM [OCTAa4aJIbHUKaMH, TaK 1 3 poCiiicbKMMU 3amMoOBHHKaMu. CTyIliHb
neHTpatizamii mepex konuBaeThes Bia 0.39 no 0.58, 1m0 CBITUUTH PO HAOIMKEHICTh IHX
MEpEeX /10 TUITY MEPEXK «31pKay, sika Mae cTymiHb HeHTpam3anii 1 (Tabmuis 7).

Ta6auns 7. Ctyninb nenrpaJjizauii mepex 1-6.

Keiic 1 Keiic 2 Keiic 3 Keiic 4 Keiic 5 Keiic 6
Cryminb 0.52 0.58 0.50 0.53 0.39 0.40
LeHTpai3arii
MEpex

B ycix Mepexxax MU moOauuiIu SICKpaBO BUPAKEHUX OPraHi3aTOPIB MEPEXI, K1 Malu
TpUBaNI 3B’A3KM 3 POCINCHKUMHU 3aMOBHHKaMH, TIpaliOBaJd 3 aMEPUKAHCHKUMU
MOCTaYaIbHUKAMH Ta TIJCTABHUMHU KOMIIAHIIMH Y TpPETiX KpaiHax. Takum dYHHOM
TeopeTHYHe OYiKyBaHHS 2 TaKOX MIATBEP/KYIOTHCS Ha MpHUKIaAl 5 keiici 13 6. Tak, 513 6
Mepeka MaroTh YiTKO BHPaKEHI IEHTPH MEPEX Y BUIIIAAL 0Ci0 ab0o KOoMmMaHii 3 BUCOKHUM
3HAYCHHSIM CTYTICHS IIEHTPAIbHOCTI Y IMOPIBHSHI 3 IHIIUMH By31aMu Mepexi (Tabmuis 8).

Ta6auus 8. CTynine HeHTPaJIbHOCTI By3.1iB Mepex 1-6.

Keiic 1 Ketic 2 Ketic 3 Ketic 4 Ketic 5 Ketic 6
Cryminp 3.7 4.9 3.1 3.1 3.1 4.5
LEHTPaTbHOCTI

BY3JIiB,
cepeHe
3HAYCHHS
Mepexi

Cryminp Hikonait KanRus Maxkcum Bopuc Inns Kan BiJICYTHI
[EHTPAILHOCTI TonbiieB Trading Mapuenko JliBIMIE (8)
By3/Ma,  SIKUH (18) Company (11) (16)
BIJIPI3HSIETHCS Inc. (12)
BiJL SH Brothers
CepeHbOTO Group (15)
3HAYCHHS
CTyIEHS
LEHTPaIbHOCTI
Mepexi OLbII
HDK Ha JBa
CTaHIapPTHUX

BIJIXWJICHHS.

[i Mepexi MalOTh SICKPABO BUPAKEHUX OPraHi3aTopiB, Kl € LIEHTPOM CBOIX MEpEX.
Hikonaii 'onbueB y mepexi 1 3akynoByBas enektponiky B CIIIA Ta excrioptyBas ii g0 Pocii
yepe3 TypenbKi KOMIIaHii, MpU IOMY CHIBIPALIOIYN 13 POCIMCHKUMH 3aMOBHHUKAMHU
mpotrsiroM 12  pokiB. Kommanis KanRus Trading Company Inc. y wmepexi 2
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BUKOPUCTOBYBajach Ak ocHoBHa jaHka M CIIIA ta Pociero. Makcum MapueHko y mepexi
3 3aiiMaBcs BIIMHBaHHSM KOUITIB Ta CTBOPEHHSM IIIJICTABHUX KOMMaHii B ['OHKOHTY, a
TAaKOXk CHUIKYBaBCA 13 pPOCIMCBKUMHU 3aMOBHMKamMu. bopuc JliBmmne y Mepexi 4
KOHTPOJIIOBAaB Kilbka (IKTUBHUX Ta OaHKIBCbKMX paxyHKiB y Hpro-Hopky, ki
BUKOPUCTOBYBaJIM JuIsl Oaratbox mocraBok a0 Pocii. st Kan 3akynoByBaB moctadaHHs
nifcaHkuiiHuX ToBapiB 10 Pocii 3 2012 poky, BOJONIIOYM HHU3KOK aMEPHUKAHCBKHX
KOMITaHIH.

BinpmiicTh y9acHUKIB MEpEX CIUIKYBAIMCH caMme 3 IIMMH JIFOJIbMH a00 MpaIoBaid 3
iXHIMU KOMITaHISIMM, 1 caMe Il JIIOJ € OCHOBHUMH OOBHHYBAY€HUMH 332 BUMHEHI 3JI0YMHH 3
nopyIueHHs ekcropTHoro koutposto CIIA. HasBHICTh TaKuX SICKpaBO BUPAKEHHUX LIEHTPIB
MEpEX CIPOITYIOTh MPOIeC KOOpAWHAIll BCEpEeIUHI MEpPEeXi, MiIBHUINYIOTh PIBEHb JIOBIpH
BCIX YYaCHHMKIB MEPEXi 0 OCHOBHOI'O OpraHizaTropa. ¥ JABOX BHIQJKax TaK0X BIJOMO, IO
OCHOBHI OpraHi3aTOpy CIHIBIpAIOBAIN 13 KIHIIEBUMH POCIHCHKHUMH KOPHUCTyBauyaMH
JNECATUITTAMH, 10 CBIAYUTH MPO BAKIUBICTH TPUBAJIOTO 3B’SI3Ky OpraHizaTopa CXeMu i3
3aMOBHUKaMHU.

OKpiM TOTO HasBHICTh LIEHTPAJIBLHOIO OpraHi3aTopa MOXke OyTH HaC1KOM BiIHOCHO
HEBEJIMKOI KIJIBKOCTI BY3JIiB y Mepexax. Y keicax 1-6 HaliMeHIlIa Mepexa CKIaiaeThes 13 12
BY3JiB, a HailOLIbIIa — 13 25 By31iB. ToAil Ik MEpeki TEpOPUCTIB a00 HAPKOTOPIOBIIIB MOXKYTh
CKJIaJIaTHCA 13 COTEHB JIFOACH. AJKe /711 00X01y CaHKIIIM He ToTpiOHO OyayBaTH KapTeni abo
3aXOIUTIOBATH TEPUTOPIi — MOCTATHHO BIJKPUTH JIEKUIbKA MiJICTABHUX KOMMAHINA y TPeTix
KpaiHaXx 1 paxyHOK B aMepuKaHCbKoMy OaHky. Taka cnenugika 1Iporo THIY 3JI0YHHIB
JI03BOJISIE KOOPJAMHYBATH AISUIbHICTD BCi€T MEpeXki 3 OJTHOTO LIEHTPY.

3 1HII01 CTOPOHU, MOYKHA CTABUTHUCS J0 BCIX MEPEXK, SIK1 00OXOAATH CAaHKIIII B iHTepecax
KOHKpETHOI KpaiHM, SIK 10 OJHOI BEJIMKOI Mepexki. Ake KoxkHa 13 Mepex 1-6 BUKOHyBala
3aBJaHHS B 1HTepecax, Mepll 3a Bce, BIMCHKOBO-NPOMUCIOBOr0 komruiekcy Pocii. 3
BIJIKPUTHUX JIKEpeT HEBIOMO, MO0 IIi IIiCTh MEPEX KOOPAMHYBAJIHUCS BCl 3 OJHOTO MTa0y
POCIHCBKUX CHEICTY>0, MpOoTe TaKWil MOTEHIIIWHUN CLIeHapiii He BapTO BiAKuAaTH. Taka
KOHIIETITyasi3allisl Ja€ MOXJIMBICTh MOJUBHUTHUCS Ha BCl Il KEHCH K HAa OKpPEMi YaCTUHU
BEJIMKOT MEpeXi, siIka MaTHUME 30BCIM 1HIII XapaKTepUCTUKH, HI)K KOKHA MAaJICHbKa Mepexka
cama 1o co01. [Ipote cranom Ha 3apa3 Hemae (akTiB, iK1 O CBIAUMIIM PO MOBHY KOOPAUHAIIIIO
IUX MepexX, TOMY BCE TaKH BapTO pO3MIAAaTH POOOTH IUX MEpPexX SAK He3aJeKHe
00CIyroByBaHHS OKPEMHX POCIHCHKMX KOMIIaHIi YU 3aBOJIB.

HasiBHiCTh TakuX SICKpaBO BUPAKEHUX IIEHTPIB MOKE OyTH YHIKAIBHOIO PUCOI0 MEPEXK
3JI0YMHIIIB Y 1iil cdepi, mpoTe i MiATBEpKEHHS L1€1 Te3U MOTPIOHO MPOBECTH MOPIBHSIIbHI
JOCHIDKCHHSI MEPeX, II0 0O0XOIATh CaHKIIi, i3 MepeXaMH HapKOTOPTOBIIIB, TEPOPUCTIB
TOILLO.

Take mocmikeHHS 6 KEHCIB HE Ja€ MOMJIMBOCTI IeHepasizyBaTH BHUCHOBKHM Ha BCI
Mepexi, siki 00X0a9Th MbKHApOAH1 caHKIii. TuM He MeHII, y myOaiYHOMY JOCTYIi BiJCYTHI
iHm fokymentu 2022-2024 pokiB 13 cynoBux cnpas y CIIA, ski 6 onucyBanu cxemu 00X0o1y
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CaHKIIIM 13 KpUMIHAJIBHUX crpaB. TOOTO MOXKHa CTBEpIKyBaTH, IO Opak JaHUX MPO IIi
Mepexki € HEeJOJIIKOM HE TUIbKH I1i€] KOHKPETHOI poOoTH, aje 1 miei chepu 3arajioM, amxe
HIEThCS PO TAEMHI MEPEXKI.

Cepen 1HIIMX 0OMEXEHb TAKOTO MiIX0y MOXHA BUOKPEMUTH Opak Ta HEHAIIWHICTh
JaHuX Tpo pobory Takux TaemHHx Mepex (Krebs, 2002). A Ttakox HEOOXiAHICTDH
(doxycyBaTucs HE TIIbKU Ha KJIFOUOBUX aKTOPAX Mepexkax, ajie 1 Ha BCiX 1HIIUX By3nax (Basu,
2021). 1106 o6iiiTu i 0OMeXeHHS, HEOOX1THO PO3IIUPUTH METOOJIOTIIO TOCTIIHKEHHS, 110
MO>K€E CTATH OCHOBOIO JIJII MAaOYTHIX JTOCITIKEHB MEPEX, IK1 00XOAATh MIXKHAPOIHI CAHKIII].
Jlns mpukiaxy, MOXHA paxyBaTH pI3HI THINM HapaMeTpy LEHTPAIbHOCTI, [apaMeTp
IIUIBHOCTI YM TPAH3UTUBHOCTI, a TAKOXK MPOAHATI3yBaTU AMHAMIKY 3MIH MEPEX MPOTIrOM
POKIB.

OxkpiM 1IILOTO BapTO PO3MIMPUTH BUOIPKY KPUMIHAIBHHUX CIpaB Ta MEpexk, SKi
00X0JIATh MI)KHAPOIHI CAaHKIIIi, 382 paXyHOK BUKOPHUCTAaHHS MaTepiaiiB KpUMiHAIBHUX CIIPaB
He Tutbku B CIA, ane 1 B kpaiHax €C a6o BenukoOpuTanii. A TakoX MOKHa BUKOPUCTATH
1H(popMalliio PO MEPEKI, K1 00XOIATh HE TUIbKH aHTUPOCIMCHKI CaHKIIIi, aje 1 MI>KHapOIH1
CaHKLIi IpoTH 1IHIKUX KpaiH — Ipany, Kurato, binopyci Tomo. Taka po3mmupena Bubipka 1actb
MOJKJIUBICTh BU3HAUHMTH y3arajJlbHEH1 XapaKTEPUCTUKU MEPEeXk, 110 OOXOIATh MIXHAPOIHI
CaHKIIii, Ta 3p0OUTH BUCHOBOK MPO e€(PEKTHUBHICTh MI>KHAPOTHUX CAHKIIIH Per Se.

[Toganpin JOCHIKEHHS MEPEkK, $KI OO0XOAiATh MIDKHAPOJHI CaHKIli, MOXYTb
JOTIOMOTTH  3arajioM 3pO3YyMITH XapakTep MEpeX TPaHCHAI[IOHATBHUX 3JIOYMHIIB 1
TEPOPUCTIB. AJKe JTIOIU, SKI MOPYIIYIOTh CaHKIi, SK MU mobaumnm y keicax 1-6, €
CIPaBXHIMH TpPaHCHAIIOHAJIBHUMH 3JIOYUHIIIMU, SKi MOXXYTh OTPUMATH TIOKapaHHS Y
BUIJISII T030aBIIEHHS BOJII HA NecATWIITTS. [Ipu 11boMy MiXKHApOJIHI CaHKIIIi 3aCTOCOBYIOTh
HE TUIbKH /10 O13HECY oirapxiB, KOMIaHii BiiiICbKOBO - MPOMKCIOBOTO KOMIUIEKCY, aie i 10
TepopucTiB. TOMYy JOCHIIDKEHHSI MEpex, H0 OOXOASATh MIDKHAPOJHI CaHKIli, MOXYTh
3aMpONOHYBAaTH KOPUCHI BUCHOBKHU 1 1JIsl AOCTIAHUKIB TEPOPUCTUUHUX MEPEK.

JlocniKeHHsT Mepexk, Kl 00XOsTh MIXKHAPO/IHI CaHKIIi1, MOTPeOyIOTh 3aHyPEHHS Y
poboTy MX Mepex. AHali3 EHTPATBLHOCTI BY3JiB y MEpeXax € OJHUM 13 HalBaKJIMBIIITUX
3aBJaHb, aJyKe, HA BIAMIHY BiJl TEPOPUCTHYHUX TPYyI, SIKI JIIOTh BIAOKPEMIIEHO, MEPEXKi
00XOMy CaHKIIii 9acTO MAarOTh OJTHOTO KOHKPETHOTO OpraHizatopa abo rpyIy HEeHTpaIbHUX
JIOJIeH, 10 TPAIOIOTh HAaJl CTBOPEHHsI BCI€l CXEMH, BIAKPHUTTS IiJICTABHUX KOMIIAHIM,
0aHKIBCHKMX paxyHKax y pIi3HHX KpaiHaxX CBiTy. Y MEBHHMX BUMAJAKaX LI IPYMH MOXYTh
KOOP/JAMHYBATHCA HABITh CHELCIYKOaMU THX M IHIIMX KPaiH.
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PEKOMEHJAIIIT

Cank1iifHa TIOJIITHKA CTaJla OJHUM 13 IHCTPYMEHTIB TPOTHII1 pOCIMCHKIM arpecii mpoTu
VYkpainu Ta npoOJIeMHUM MTUTAHHAM He TUTBKH JJ1 Y KpaiHu, sika 6e3mocepeIHbo Bee BiiiHY,
ajle 1 AN KpaiH CaHKUIMHOI Koamilli, fKI BHKOPUCTOBYIOTh MIKHAapOJHI CaHKII $K
IHCTpYMEHT TUCKY Ha Pociro. EKCOpTHHMIT KOHTpPOJIb € OJHHM i3 OCHOBHHX 3a00pOH, fKi
peaJIbHO BIUIMBAIOTH HA 3[aTHICTH Pocii KylyBaTH TOBapH, HEOOX1/IHI AJis BEACHHS BIMHU —
akOu Pocist Moria KynmyBaTH €JIEKTPOHIKY JJisl pakeT Ta JIPOHIB Oe3MmocepeHbO B 3aX1THUX
BUPOOHMKIB, 1€ 3HAYHO CIIPOIIYBajo O i TOTICTHYHI BUTPATH Ta CTPOKH MOCTaBOK MPOIYKIITii.
Came TOMy cxemMH 00Xoay HHMX 3a00pOH € KPUTHUYHOK MpOOJIEMOI0, 3 SIKOKO KpaiHU
CaHKLIMHOI Koamiuli MatoTh 0opotucsd. ONHUM 13 BapiaHTIB OOpPOTHOM € 1IeHTU(IKALisI Ta
MepeCITiIyBaHHsI MEPEX JIFOJIEH Ta KOMIIaHiH, sIKi OPraHi30BYIOTh Il CXEMH.

OCHOBHHMMM CTEHKXOJIIEpaMH, sIKi JOTHYHI 10 (OpMYBaHHS Ta peati3allii CaHKIIHHOT
NOJIITUKK € OpraHu, sKi (OpPMYIOTh CaHKIIHHY MOMITUKY (YIpaBiiHHS 3 KOHTPOJIO 32
iHozemuumu aktuBamu (CIHIA), MinictepctBo Toprieii CIIIA, bropo mpomucioBocTi Ta
oesnexku (CIIA), €sponeiicbka Kowmicigs (€C), ['eHepanbHHMil aupekTopar 3 NUTaHb
¢diHaHCcOBOi CTaOUTBLHOCTI, (DIHAHCOBUX MOCIYT Ta COIO3Yy puHKIB Kamitany (€C) Tomo) ta
OpraHu, sIKi PO3CIIAYIOTh MOPYIICHHS CAHKIIHHOI MOMITUKH (MiHICTEpCTBO HAIIOHAIBHOL
oesneku CIIA, ®enepanbue Oopo posciigyBanb (CIIA), opranu mpaBomopsAKy KpaiH-
yireHiB €C To11o).

Ha ocHOBI 11i€1 poO0TH MOXHA 3aNPONOHYBATH HACTYMHI PEKOMEHIAIIIT 1711 OpPTaHiB
BIQJM KpaiH CaHKI[IHHOI Koamilii, sSKi NpalloTh HaA PO3CIIAYBAHHIMH TOPYIIECHb
€KCIIOPTHOTO KOHTPOJIO, CAHKI[IHHUX PEXKUMIB, a TAKOXK OpraHaM BJaJaH, sIKI POPMYIIOIOTh
CaHKLIMHY TOJITUKY IIUX KpaiH.

1. [lin wac posciimyBaHHsS O0OXOJIB MDKHAPOJHUX CAHKIM [IyKaTH
OCHOBHHUX OPraHi3aTopiB CXEM 3aMiCTh TOT0, 11100 (hOKYyCyBaTHCh JIMILIE HA M1ACTABHUX
KOMITaHIsX.

2. [Ticns  imenTudikamii oprasizatopa cxeMu iIeHTU(]IKyBaTH Bci
O0aHKIBCbKI pPaxyHKH, KOMIIaHIi, 3aCHOBaHl OpraHizatopoM, Oi3Hec-apTHEpPIB —
OpraHi3aTop CXeMH MOKE MaTH JOCTYII J0 BCIX €TaliB CXEMHU.

3. [Tix gac poscmigyBanHs 00X0/iB MI>KHAPOJHHUX CAHKIIHM NIyKaTtu ocio,
Kl paHille CHIBOPAIlOBAIM 3 TOTSHIIMHUMHU KIHIIEBUMH KOPUCTyBadyaMu
MiJICAaHKIIMHOT TPOAYKLii — caMeé BOHH MOXYTh OyTH OpraHi3aTOpaMu CXeM
3aKOpPJIOHOM B IHTEpecax KIHIIEBUX KOPUCTYBAUiB.

4, [lin vac po3sciigyBaHHS 00XOJIB MIXKHAPOJHUX CAHKUIA MEpeBipsITH
3B 30K MEpEXi, M0 OOXOIUTh CaHKIi, 13 POCINCHKUMHU CIEICIYX0aMH 3 METOI0
nomyky ¢akriB, ki © Janu MOXIIMBICTH CTBEP/UKYBAaTH, IIO BCl Taki Mepexi
KOOPJAMHYIOTHCS 3 OHOTO IICHTPY 1 MOXKYTh CIPUAMATHCS K OJTHA BEJTMKA MEpexka.

S. [loBimomnaTu mpuBatHi Oi3HECH NMPO pPOOOTY MeEpex, SIKi 00XOAAThH
MDKHApOJIHI CaHKI[IHI PEXUMHU, CTBOPIOIOYM TI1JCTAaBHI KOMIIaHii Ta MiApOOIIOI0YH
JOKYMEHTH PO KIHLEBE PU3HAYEHHS MPOAYKIIIi.
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JTOJATKH

Jooamok 1. By3nu ma 36’°a3ku mepesc 1-6.

By3nu mepexi 1.
Nikolay Goltsev Russian and
Canadian
Salimdzhon Nasriddinov Russian and
Tajikistan
Nasriddinov's wife
Kristina Puzyreva Russian and
Canadian
Co-conspirator 1 Russian
Co-conspirator 2 Russian
Co-conspirator 3 Russian
Co-conspirator 4 Russian
Robotronix
Semcionductors LTD
Electronic Network Canada
SH Brothers Group US
SN Electronics us
Suntronic F.Z.E. UAE
Testkomplekt Russia
EKB-Neva Russia
Radioavtomatika Russia
Komtech Russia
State Corporation Rostec Russia
3B’s3Kku mepexi 1.
Texas-based electronics Nikolay Goltsev
distributor
SH Brothers Group Co-conspirator 3
Turkish intermediary Co-conspirator 3
company
Nikolay Goltsev SH Brothers Group
Salimdzhon Nasriddinov | SH Brothers Group
Kristina Puzyreva SH Brothers Group
Nikolay Goltsev Electronic Network
SH Brothers Group Co-conspirator 1
SH Brothers Group Suntronic F.Z.E.
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Suntronic F.Z.E.

Petersburg Intelligent Transport
Logistics

SH Brothers Group

Testkomplekt

SH Brothers Group

Hong Kong Company 1

Hong Kong Company 1

Testkomplekt

Nikolay Goltsev

Co-conspirator 2

Co-conspirator 2

Hong Kong Company 1

Hong Kong Company 1's
principal

Nikolay Goltsev

SH Brothers Group

Co-conspirator 4

SH Brothers Group Komtech
Turkish company 1 Komtech
SH Brothers Group Turkish company 1

Komtech's founder and
director

Co-conspirator 4

Texas company 1

SH Brothers Group

Turkish company 1

Salimdzhon Nasriddinov

Nikolay Goltsev

Co-conspirator 1

Chinese company

Nikolay Goltsev

Chinese company

Co-conspirator 1

SN Electronics

Nikolay Goltsev

SN Electronics

Salimdzhon Nasriddinov

Nasriddinov's restaurant

SN Electronics

Nasriddinov's restaurant

Salimdzhon Nasriddinov

Robotronix Nasriddinov's restaurant
Semcionductors LTD

Robotronix Salimdzhon Nasriddinov
Semcionductors LTD

Robotronix Testkomplekt

Semcionductors LTD

Dasha

Co-conspirator 2

Dasha

Nikolay Goltsev

Kristina Puzyreva

Salimdzhon Nasriddinov

Kristina Puzyreva

SH Brothers Group

By3nu mepexi 2.

CYRIL GREGORY
BUYANOVSKY

usS
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DOUGLAS EDWARD us

ROBERTSON

KanRus Trading uUs

Company Inc.

Russian Company-1 Russia

Individual-1 Russia

Russian Company-2 Russia

Individual-2 Russia

Russian Company-3 Russia

Individual-3 Russia

Russian Company-4 Russia

Individual-4 Russia

UAE Company-1 UAE

German Company-1 Germany

Armenian Company-1 Armenia

3B’s13KkH Mepexi 2.

Source Target

CYRIL GREGORY KanRus Trading

BUYANOVSKY Company Inc.

DOUGLAS EDWARD CYRIL GREGORY

ROBERTSON BUYANOVSKY

DOUGLAS EDWARD KanRus Trading

ROBERTSON Company Inc.

Russian Company-1 Individual-1

Russian Company-2 Individual-2

Russian Company-3 Individual-3

Individual-3 KanRus Trading
Company Inc.

Individual-3 CYRIL GREGORY
BUYANOVSKY

Individual-3 DOUGLAS EDWARD
ROBERTSON

Russian Company-4 Individual-3

Russian Company-3 KanRus Trading
Company Inc.

Russian Company-4 KanRus Trading
Company Inc.

UAE Company-1 KanRus Trading
Company Inc.
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UAE Company-1

Russian Company-3

German Company-1

Russian Company-3

German Company-1

KanRus Trading
Company Inc.

Armenian Company-1

Russian Company-1

Individual-2 CYRIL GREGORY
BUYANOVSKY

Russian Company-2 KanRus Trading
Company Inc.

German Company-1

UAE Company-1

UAE Company-1

KanRus Trading

Company Inc.
Individual-1 CYRIL GREGORY
BUYANOVSKY
Russian Company-1 KanRus Trading
Company Inc.
Russian Company-1 DOUGLAS EDWARD
ROBERTSON
Individual-3 Russian Company-4
Individual-1 KanRus Trading
Company Inc.
Individual-1 DOUGLAS EDWARD
ROBERTSON
Armenian Company-1 CYRIL GREGORY
BUYANOVSKY
Armenian Company-1 DOUGLAS EDWARD
ROBERTSON
Armenian Company-1 Russian Company-1
Armenian Company-1 Individual-1
Armenian Company-1 KanRus Trading
Company Inc.
By3iau mepeaxi 3.
Maxim Marchenko Russia
CC-1 Russia
CC-2 Russia
Company-1 UusS
Alice Components Hong
Kong

36




RG Solutions Hong

Kong
Infotechnika Russia
NPO Electronic Russia
Systems
NPC Topaz Russia
SSPLTD Hong

Kong
NPC Granat Russia
Namfleg Hong

Kong
Neway Technologies | Hong
Limited Kong
Radiofid Systems Russia
MEC LLC Russia
3B’s13Kku Mepeki 3.
Source Target
Maxim Marchenko CC-1
Maxim Marchenko CC-2
Alice Components Company-1
CC-1 Company-1
RG Solutions Company-1
RG Solutions Alice Components
Maxim Marchenko RG Solutions
RG Solutions NPC Topaz
Maxim Marchenko Infotechnika
RG Solutions Infotechnika
SSPLTD Infotechnika
RG Solutions NPC Topaz
Namfleg Maxim Marchenko
CC-2 NPC Granat
CC-2 SSPLTD
CC-2 NPC Topaz

Maxim Marchenko

Neway Technologies
Limited

CC-1

Infotechnika

NPO Electronic Systems

Infotechnika

NPC Topaz

Infotechnika
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Company-1

Neway Technologies
Limited

Radiofid Systems

Company-1

Radiofid Systems

Maxim Marchenko

Alice Components

Maxim Marchenko

SSPLTD Maxim Marchenko
MEC LLC Maxim Marchenko
MEC LLC RG Solutions
Maxim Marchenko NPC Topaz
Neway Technologies Namfleg
Limited

Bysau mepexi 4.

Yevgeniy Grinin Russia
Aleksey Ippolitov Russia
Boris Livshits Russia
Svetlana Skvortsova Russia
Vadim Konoschenok Russia
Alexey Brayman

Vadim Yermolenko us
Serniya Engineering Russia
Moscow Engineering Prysics | Russia
Institute

Sertal Russia
VNIIA Russia
Majory LLP UK
Photon Pro LLP UK
Invention Bridge SL Spain
Strandway LLC us
FIAN Russia
Advanced Web Services us

LLC

Crossgate LLC usS
Crosswell LLC us
Divatek Trading Inc us
Fennica Networks LLC UsS

FF Networks LLC us
Palmira Networks UsS
Strand Networks LLC us
Trailgate Systems LLC US
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3B’sa3Kku Mepexi 4.

Source

Target

Boris Livshits

Alexey Brayman

Aleksey Ippolitov

Yevgeniy Grinin

Aleksey Ippolitov

Svetlana Skvortsova

Svetlana Skvortsova

Yevgeniy Grinin

Aleksey Ippolitov

Serniya Engineering

Aleksey Ippolitov

Sertal

Yevgeniy Grinin

Serniya Engineering

Yevgeniy Grinin

Serniya Engineering

Svetlana Skvortsova

Sertal

Svetlana Skvortsova

Sertal

Yevgeniy Grinin

Boris Livshits

Svetlana Skvortsova

Boris Livshits

Strandway LLC

Boris Livshits

Aleksey Ippolitov

FIAN

Vadim Yermolenko

Boris Livshits

Alexey Brayman

Vadim Konoschenok

Advanced Web
Services LLC

Boris Livshits

Crossgate LLC

Boris Livshits

Crosswell LLC

Boris Livshits

Divatek Trading Inc

Boris Livshits

Fennica Networks
LLC

Boris Livshits

FF Networks LLC

Boris Livshits

Palmira Networks

Boris Livshits

Vadim Yermolenko

Strand Networks LLC

Vadim Yermolenko

Trailgate Systems LLC

Boris Livshits

Strand Networks LLC

Boris Livshits

Trailgate Systems LLC

Vadim Yermolenko

Alexey Brayman

Strandway LLC

Advanced Web Services
LLC

Strandway LLC

Majory LLP

Strandway LLC

Photon Pro LLP

Strandway LLC

Invention Bridge SL

Boris Livshits

Vadim Konoschenok
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Aleksey Ippolitov

Moscow Engineering Prysics

Institute
Yevgeniy Grinin SVR
Aleksey Ippolitov SVR
Svetlana Skvortsova | SVR

Boris Livshits

Photon Pro LLP

Svetlana Skvortsova

Photon Pro LLP

By3nu mepexi 5.

ILYA KAHN U.S.-
Israeli

Joint Stock Company Research and Russia

Development Center ELVEES

Ministry of Defense Russia

Federal Security Service Russia

Senesys Incorporated usS

Sensor Design Association UsS

Family Member-1

JSC Rusnano Russia

Hong Kong Shipper Hong
Kong

U.S. Company-1 (ON

Named Employee-1

Named Employee-2

Taiwan Manufacturer Taiwan

3B’s13KkH Mepexi 5.

Source Target

ILYA KAHN Joint Stock Company Research and

Development Center ELVEES

Joint Stock Company Research and
Development Center ELVEES

Ministry of Defense

Joint Stock Company Research and
Development Center ELVEES

Federal Security Service

ILYA KAHN

Senesys Incorporated

ILYA KAHN

Sensor Design Association

ILYA KAHN

Family Member-1

Joint Stock Company Research and
Development Center ELVEES

JSC Rusnano

ILYA KAHN

Hong Kong Shipper
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U.S. Company-1

Senesys Incorporated

Joint Stock Company Research and
Development Center ELVEES

Sensor Design Association

Named Employee-1

Joint Stock Company Research and
Development Center ELVEES

Named Employee-1

Hong Kong Shipper

Named Employee-1 ILYA KAHN
Named Employee-2 Hong Kong Shipper
Named Employee-2 ILYA KAHN
Taiwan Manufacturer ILYA KAHN

Taiwan Manufacturer

Joint Stock Company Research and
Development Center ELVEES

Taiwan Manufacturer

Senesys Incorporated

Taiwan Manufacturer

Sensor Design Association

Sensor Design Association

Hong Kong Shipper

Family Member-1

Senesys Incorporated

By3iu mepexi 6.

ARTHUR PETROV Russia
CC-1 Russia
CC-2 Russia
LLC Electrocom VPK | Russia
Astrafteros Cyprus
Technokosmos LTD

Company-1

Company-2

TRV-Engineering Russia
U.S. Distributor-1 us
Logistics Company-1 Russia
RFID Company-1 Russia
U.S. Distributor-2 us
Aviasystems Russia

3B’s13KkH Mepexi 6.

Source Target

ARTHUR PETROV LLC Electrocom VPK
CC-1 LLC Electrocom VPK
CC-2 LLC Electrocom VPK

ARTHUR PETROV

Astrafteros
Technokosmos LTD
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ARTHUR PETROV CC-1

ARTHUR PETROV CC-2

CC-1 CC-2

ARTHUR PETROV Company-1

CC-1 Company-1
ARTHUR PETROV Company-2

CC-2 Company-2

CC-1 LLC Electrocom VPK
CC-2 LLC Electrocom VPK
CC-2 LLC Electrocom VPK

TRV-Engineering

LLC Electrocom VPK

U.S. Distributor-1

ARTHUR PETROV

U.S. Distributor-1

Astrafteros
Technokosmos LTD

Logistics Company-1

CC-1

ARTHUR PETROV

Logistics Company-1

Logistics Company-1

Astrafteros
Technokosmos LTD

Logistics Company-1

LLC Electrocom VPK

RFID Company-1

LLC Electrocom VPK

RFID Company-1 CC-1

U.S. Distributor-2 ARTHUR PETROV

U.S. Distributor-2 Astrafteros
Technokosmos LTD

U.S. Distributor-2 Company-1

CC-2 CC-1

Jlooamoxk 2. Mamepianu kpuminansnux cnpag Keiicie 1-6.
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DMP:JAM/EHS
F. #2019R01707

UNITED STATES DISTRICT COURT
EASTERN DISTRICT OF NEW YORK

___________________________ X
UNITED STATES OF AMERICA

- against -
NIKOLAY GOLTSEV,
SALIMDZHON NASRIDDINOYV and
KRISTINA PUZYREVA

Defendants.

___________________________ X

EASTERN DISTRICT OF NEW YORK, SS:

AFFIDAVIT AND
COMPLAINT IN SUPPORT
OF AN APPLICATION FOR
ARREST WARRANTS

(T. 18, U.S.C., §§ 554, 1349 and 2; T. 50,
U.S.C,, §§ 4819(a)(1), 4819(a)(2)(A)-(G)
and 4819(b))

No. 23-M-956

Yevgeny Gershman, being duly sworn, deposes and states that he is a Special

Agent with the United States Department of Homeland Security, Homeland Security

Investigations, duly appointed according to law and acting as such:

Wire Fraud Conspiracy

In or about and between January 2022 and October 2023, both dates being

approximate and inclusive, within the Eastern District of New York and elsewhere, the

defendants NIKOLAY GOLTSEV, SALIMDZHON NASRIDDINOV and KRISTINA

PUZYREVA, together with others, did knowingly and intentionally conspire to devise a

scheme and artifice to defraud one or more U.S. companies by means of materially false and

fraudulent pretenses, representations and promises, and for the purpose of executing such

scheme and artifice, to transmit and cause to be transmitted by means of wire communication

in interstate and foreign commerce, writings, signs, signals, pictures and sounds, to wit:
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electronic communications, emails and other online communications and monetary transfers
in and through the Eastern District of New York and elsewhere, contrary to Title 18, United
States Code, Section 1343.

(Title 18, United States Code, Section 1349)

Smuggling Goods from the United States

In or about and between January 2022 and October 2023, both dates being
approximate and inclusive, within the Eastern District of New York and elsewhere, the
defendants NIKOLAY GOLTSEV, SALIMDZHON NASRIDDINOV and KRISTINA
PUZYREVA, together with others, did knowingly and fraudulently export and send from the
United States, merchandise, articles and objects, to wit: items on the Commerce Control List
set forth in Title 15, Code of Federal Regulations, part 774, Supplement Number 1, and items
on the Common High Priority List set forth in Title 15, Code of Federal Regulations, part
746, supplement number 4, contrary to United States laws and regulations, to wit: Title 50,
United States Code, Sections 4819(a)(1), 4819(a)(2)(A)-(G) and 4819(b) and Title 15, Code
of Federal Regulations, Sections 736.2, 746.5(a)(1)(ii) and 746.8(a)(1), and did fraudulently
and knowingly receive, conceal and facilitate the transportation and concealment of such
merchandise, articles and objects, prior to exportation, knowing the same to be intended for
exportation contrary to such United States laws and regulations.

(Title 18, United States Code, Sections 554(a) and 2)

Conspiracy to Violate the Export Control Reform Act (“ECRA™)

In or about and between January 2022 and October 2023, both dates being
approximate and inclusive, within the Eastern District of New York and elsewhere, the

defendants NIKOLAY GOLTSEV, SALIMDZHON NASRIDDINOV and KRISTINA
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PUZYREVA, together with others, did knowingly and willfully conspire to violate and to
cause one or more violations of licenses, orders, regulations and prohibitions issued under
the Export Control Reform Act, Title 50, United States Code, Sections 4810 et seq.

It was a part and an object of the conspiracy that the defendants NIKOLAY
GOLTSEV, SALIMDZHON NASRIDDINOV and KRISTINA PUZYREVA, together with
others, would and did agree to export and cause to be exported from the United States to
Russia items on the Commerce Control List, as set forth in Title 15, Code of Federal
Regulations, Part 774, Supplement Number 1, and items on the Common High Priority List,
as set forth in Title 15, Code of Federal Regulations, Part 746, Supplement Number 4,

without having first obtained a license for such export from the U.S. Department of

Commerce.

(Title 50, United States Code, Sections 4819(a)(1), 4819(a)(2)(A)-(G) and
4819(b))

The source of your deponent’s information and the grounds for his belief are
as follows:!

1. I am a Special Agent with the United States Department of Homeland
Security, Homeland Security Investigations and have been since 2016. I am responsible for
conducting and assisting in investigations into the activities of individuals and criminal

groups responsible for unlawful proliferation of sensitive and military technologies, export

! Because the purpose of this complaint is to set forth only those facts necessary to
establish probable cause to arrest, I have not described all the relevant facts and
circumstances of which [ am aware. Communications referenced herein that have been
translated into English are in draft form.
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control violations and espionage by foreign governments and related criminal and
counterintelligence activity. Through my training, education and experience, I am familiar
with the techniques and methods of operation used by individuals involved in intelligence
and criminal activities to conceal their behavior from detection by law enforcement
authorities. I have participated in numerous investigations, during the course of which I
have conducted physical and electronic surveillance, interviewed witnesses, examined
financial records, executed court-authorized search warrants and used other techniques to
secure relevant information.

2. I am familiar with the facts and circumstances set forth below from my
participation in the investigation, my review of documents obtained pursuant to the
investigation and reports of other law enforcement officers involved in the investigation.
When I rely on statements made by others, such statements are set forth only in part and in
substance unless otherwise indicated.

I.  The Export Control Reform Act and Export Administration Regulations

3. On August 13, 2018, the President signed into law the National
Defense Authorization Act of 2019, which included the Export Control Reform Act
(“ECRA™). See 50 U.S.C. § 4801 et seq. ECRA provided permanent statutory authority
for the Export Administration Regulations (“EAR”), Title 15, Code of Federal Regulations,
Parts 730-774.

4. ECRA provided that “the national security and foreign policy of the
United States require that the export, reexport, and in-country transfer of items, and specified
activities of United States persons, wherever located, be controlled.” 50 U.S.C. § 4811.

To that end, ECRA granted the President the authority to “(1) control the export, reexport,
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and in-country transfer of items subject to the jurisdiction of the United States, whether by
United States persons or foreign persons; and (2) the activities of United States persons,
wherever located, relating to” specific categories of items and information. 50 U.S.C.
§ 4812. ECRA granted to the Secretary of Commerce the authority to establish the
applicable regulatory framework. 50 U.S.C. § 4813.

5. Through the EAR, the U.S. Department of Commerce’s Bureau of
Industry and Security (“BIS”) reviewed and controlled the export from the United States to
foreign destinations of certain items. In particular, BIS placed restrictions on the export and
reexport of items that it determined could make a significant contribution to the military
potential or nuclear proliferation of other nations or that could be detrimental to the foreign
policy or national security of the United States. Under the EAR, such restrictions depended
on several factors, including the technical characteristics of the item, the destination country,
the end user and the end use of the item.

6. The most sensitive items subject to EAR controls were identified on the
Commerce Control List (“CCL”) set forth in Title 15, Code of Federal Regulations, Part 774,
Supplement Number 1. Items listed on the CCL were categorized by Export Control
Classification Number (“ECCN”), each of which was subject to export control requirements
depending on destination, end use and end user of the item.

7. Since February 24, 2022, when Russia launched its invasion of
Ukraine, BIS has implemented a series of stringent export controls that restrict Russia’s
access to the technologies and other items that it needs to sustain its attack on Ukraine. As

of April 8, 2022, license requirements for exports, reexports and transfers to or within Russia



Case 1:23-mj-00956-LB Document 1 Filed 10/30/23 Page 6 of 23 PagelD #: 6

were expanded to cover all items on the CCL. See 87 Fed. Reg. 12226 (Mar. 3, 2022); 87
Fed. Reg. 22130 (Apr. 14, 2022); 15 C.F.R. § 746.8.

8. On March 3, 2022, BIS imposed additional license requirements for
exports, reexports and transfers to or within Russia of any items subject to the EAR that were
identified under certain Schedule B or Harmonized Tariff Schedule 6 (“HTS”’) numbers.
See 87 Fed. Reg. 12856 (March 8, 2022); 15 C.F.R. Part 746, Supp. No. 4. HTS codes took
their first six digits from the corresponding Harmonized System (“HS”’) code, which was a
standardized numerical method of classifying traded products that was used by customs
authorities around the world.

0. On September 14, 2023, working in conjunction with the United
Kingdom and European Union, BIS published a “Common High Priority Items List,” which
identified items by their corresponding HS codes that Russia sought to procure for its
weapons programs. See https://www.bis.doc.gov/index.php/all-articles/13-policy-
guidance/country-guidance/2 172-russia-export-controls-list-of-common-high-priority-items.
According to BIS, these priority items posed a heightened risk of being diverted illegally to
Russia because of their importance to Russia’s war efforts.

10.  Through the EAR, BIS also published the Entity List, which identified
certain foreign persons—including businesses, research institutions, government and private
organizations, individuals and other types of legal persons—that were subject to specific
export license requirements and policies, in addition to those found elsewhere in the EAR,
due to a determination that such persons had engaged in activities contrary to U.S. national
security and/or foreign policy interests. See 15 C.F.R. § 744.11; 15 C.F.R. Part 744, Supp.

No. 4 (the Entity List).
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11.  An exporter generally was required to file Electronic Export
Information (“EEI”) through the Automated Export System (“AES”’) where, among other
reasons, an export license was required or the value of the commodity being exported was
more than $2,500. 15 C.F.R. § 758.1. The EEI required an exporter to list, among other
things, the destination country, the ultimate consignee’s name and address, the intermediate
consignee’s name and address, and a description of the commodity to be exported. Failure
to file EEI or providing false or misleading information in EEI was a violation of ECRA
(see, e.g., 50 U.S.C. 4819(a)(2)(F)), the EAR (see 15 C.F.R. Part 758), 13 U.S.C. § 305 and
the Foreign Trade Regulations (see 15 C.F.R. Par 30).

12.  Under ECRA, it was a crime to willfully violate, attempt to violate,
conspire to violate or cause a violation of any regulation, order, license or authorization
issued pursuant to the statute, including the EAR. See 50 U.S.C. § 4819(a)(1).

II. The Defendants and Relevant Entities

13.  O00? Radioavtomatika (“Radioavtomatika”) is a Russian defense
procurement firm based in Moscow, Russia that specializes in procuring foreign items,
including U.S.-origin items, for Russia’s defense industry. On or about March 3, 2022,
following Russia’s invasion of Ukraine, BIS added Radioavtomatika to its Entity List, which
identifies foreign parties that are subject to additional export restrictions and license

requirements. See 87 Fed. Reg. 13141 (Mar. 9, 2022).  Also on or about March 3, 2022,

2 “O00” is the abbreviation for the Russian business entity type, “o0miecTBo ¢

OTpaHHYEHHOM OTBETCTBEHHOCTHI0,” Which means limited private company and is roughly
the equivalent of a limited liability company or LLC in the United States.
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pursuant to Executive Order 14024, the U.S. Department of the Treasury’s Office of Foreign
Assets Control (“OFAC”) added Radioavtomatika to its Specially Designated Nationals and
Blocked Persons (“SDN”) List; U.S. persons are generally prohibited from dealing with
individuals and entities on the SDN List.

14.  OOO Testkomplekt (“Testkomplekt”) is a Moscow-based electronic
components distributor specializing in semiconductors and microelectronics that was
established in or about 2016. Testkomplekt has held a variety of contracts with Russian
military entities, including State Corporation Rostec, a Moscow-based defense conglomerate.
On or about May 19, 2023, pursuant to Executive Order 14024, OFAC added Testkomplekt
to its SDN List.

15. OO0 NEVA-EKB (“EKB-Neva”) is a Moscow-based supplier of
electronic components, including radio components, microcircuits, connectors, resonators,
diodes, capacitators and resistors. On or about May 19, 2023, pursuant to Executive Order
14024, OFAC added EKB-Neva to its SDN List.

16.  The defendant NIKOLAY GOLTSEYV is a dual Russian and Canadian
national who resides in Canada. GOLTSEV served as an account manager and purchasing
coordinator for Electronic Network, Inc. (“Electronic Network™), a company based in
Montreal, Canada. On or about February 24, 2023, BIS added Electronic Network to its
Entity List. See 88 Fed. Reg. 12170 (Feb. 27, 2022).

17.  The defendant SALIMDZHON NASRIDDINOV is a dual national of
Russia and Tajikistan who resides in Brooklyn, New York. NASRIDDINOV is a published
author regarding integrated systems and other electronic technologies. On or about June 11,

2021, NASRIDDINOYV founded SH Brothers Group Inc. (“SH Brothers”), a company with
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listed addresses in Brooklyn, New York. On or about January 30, 2023, NASRIDDINOV
founded SN Electronics, Inc. (“SN Electronics™), a company with listed addresses in
Brooklyn, New York. SN Electronics was registered in NASRIDDINOV’s wife’s name.

18.  The defendant KRISTINA PUZYREVA is a dual Russian and
Canadian national who resides in Canada. PUZYREVA is married to GOLTSEV.

19.  Co-conspirator 1 is a Russian national who resides in Russia. Co-
conspirator 1 conducted procurement operations for multiple Russian entities through
Suntronic F.Z.E. (“Suntronic”), a front company in the United Arab Emirates (“UAE”).

20.  Co-conspirator 2 is a Russian national who resides in Russia and
conducted procurement operations for Testkomplekt.

21.  Co-conspirator 3 is a Russian national who resides in Russia and
conducted procurement operations for EKB-Neva.

22.  Co-conspirator 4 is a Russian national who resides in Russia and served
as the procurement manager for Radioavtomatika. In or about August 2022, Co-conspirator
4 left Radioavtomatika and began working for another Moscow-based electronics distributor,
00O Komtech (“Komtech”).

III.  Overview of the Criminal Scheme

23. As described below, records obtained from court-authorized search
warrants and other evidence, including business records such as invoices, shipping
documents, wire transfers and financial documents, as well as customs records from the U.S.
and foreign countries, have revealed that GOLTSEV, NASRIDDINOV, PUZYREVA and
others have been involved in smuggling U.S.-origin dual-use electronics to Russia. Using

the SH Brothers and SN Electronics corporate entities, the defendants sourced, purchased
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and exported to Russia millions of dollars of dual-use electronics from U.S. manufacturers
and distributors located in the Eastern District of New York and elsewhere. Many of these
items required a license from BIS to be exported to Russia. Even for items that did not
require such a license, the defendants made and caused to be made false and misleading
statements in EEI to conceal the fact that Russia was the ultimate end destination and that
certain entities and individuals in Russia were the ultimate end users. As such, the
defendants and their co-conspirators caused U.S. companies to sell and export electronic
components in violation of ECRA and other U.S. laws and regulations; process and accept
payments in furtherance of such illicit transactions; and file false documents and fail to file
documents with BIS and other U.S. government agencies, including required statements
regarding the ultimate consignee and purchaser. The defendants and their co-conspirators
also caused U.S. financial institutions to process millions of dollars in payments in violation
of U.S. laws and regulations. Many of these transactions were processed through bank
accounts held by SH Brothers and SN Electronics and correspondent accounts at New York
City banks in New York City and within the Eastern District of New York.

24. Specifically, Russian companies that sought to acquire particular parts
or items from the United States were relayed to GOLTSEV. GOLTSEV communicated
directly with U.S. manufacturers and distributors, typically using aliases such as “Nick
Stevens” and “Gio Ross.” In those communications, GOLTSEV misrepresented and
omitted material information, including information about how the items would be used, the
various parties involved in the transactions, and the identities of the ultimate Russian end

users.
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25. GOLTSEV and NASRIDDINOYV then purchased the items, including
electronic components and integrated circuits, from U.S. companies. NASRIDDINOV
received the items at various addresses he controlled in Brooklyn, New York, where he
supervised their repackaging and export. GOLTSEV and NASRIDDINOYV exported these
items from the United States and transshipped them to Russia and Russian end users,
including Radioavtomatika, Komtech, Testkomplekt and EKB-Neva, through a variety of
intermediary companies in Turkey, Hong Kong, China, India, the UAE and elsewhere.
Some of these intermediary companies received U.S. exports solely from SH Brothers,
including Robotronix Semiconductors LTD (“Robotronix’’), which was listed as an
intermediate consignee on approximately 32 shipments valued at more than $600,000,
ostensibly for end users in China. BIS added Robotronix to its Entity List on October 6,
2023. See 88 Fed. Reg. 70352 (Oct. 11, 2023).

26.  Some of the electronic components and integrated circuits sourced,
purchased and exported by the defendants were designated as “Tier 1" items on the Common
High Priority Items List, which, according to BIS, were of the highest concern due to their
critical role in the production of advanced Russian precision-guided weapons systems,
Russia’s lack of domestic production, and limited global manufacturers. Indeed, some of
the same makes, models and part numbers of electronic components exported by the
defendants through SH Brothers were found in seized Russian weapons platforms and signals
intelligence equipment in Ukraine, including the Torn-MDM radio reconnaissance complex,
the RB-301B “Borisoglebsk-2" electronic warfare complex, the Vitebsk L370 airborne
counter missile system, Ka-52 helicopters, the I1zdeliye 305E light multi-purpose guided

missile, Orlan-10 unmanned aerial vehicles (“UAVs”) and T-72B3 battle tanks.
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27.  GOLTSEV and NASRIDDINOV were aware that the electronics being
shipped had potential military applications. In a February 23, 2023 message,
NASRIDDINOV wrote to GOLTSEV, “Happy Defender of the Fatherland,” referring to the
holiday in Russia and parts of the former Soviet Union celebrating those who served in the
armed forces. NASRIDDINOYV attached to the message a screenshot showing activity in an
SH Brothers bank account. GOLTSEV responded, “happy holiday to you too my friend,
we are defending it in the way that we can [smile emoji].”

A. GOLTSEV’s Relationship with Military End Users in Russia

28. Returns from court-authorized search warrants, as well as other
evidence, shows GOLTSEV’s long-standing relationships with Radioavtomatika,
Testkomplekt, EKB-Neva and other Russia-based entities. GOLTSEV has procured
electronic components for such entities for more than 12 years.

29.  Communications involving GOLTSEV and Russian procurement
agents, including Co-conspirator 4 and others, described efforts to evade U.S. export controls
and other laws and the fact that the electronic components were destined for military users in
Russia. For example, in a text message exchange between GOLTSEV and Co-conspirator 4
on or about December 22, 2016, GOLTSEYV advised that he “fully understands that this
[ordered electronic component] is military in nature,” which Co-conspirator 4 directed
GOLTSEYV to “definitely send to Radioavtomatika, like in our agreement.” In another
message exchange between GOLTSEV and Co-conspirator 4 on or about January 17, 2017,
GOLTSEYV stated, “I understand that this is a military end user” and recommended that
Radioavtomatika should test the parts in their laboratory. In a subsequent message, Co-

conspirator 4 advised GOLTSEV that Co-conspirator 4 was waiting for “the military to sign
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the contract” before placing the order. In or about October 2021, Co-conspirator 4 again
advised GOLTSEV that paperwork regarding an order of electronics stated that the items
were destined for Russia. In response, GOLTSEV told Co-conspirator 4, “in that case, bill
to World Jetta”— a reference to World Jetta (H.K.) Logistics Ltd., a Hong Kong company
that BIS added to its Entity List on or about June 28, 2022—but confirmed that he would
nevertheless send it to Radioavtomatika in Russia. In a message exchange on or about
October 31, 2022, Co-conspirator 4’s subordinate employee asked GOLTSEV, “please tell
me do you have these goods, [they are] priceless in Russia,” and listed several different
electronic components, including coaxial switches and capacitors, that were barred from
being shipped to Russia. GOLTSEV responded with price quotes for the items.

30.  Communications between GOLTSEV and Russian procurement agents,
including Co-conspirator 2, reflected a sophisticated understanding of U.S. export controls
and sanctions. For example, on or about December 30, 2022, in a message exchange with
Co-conspirator 2 regarding an order placed through SH Brothers, GOLTSEV requested
“separate invoices . . . the ECCN[s] aren’t very pretty. We’ll ship them piecemeal.” Ina
message on or about February 23, 2023, GOLTSEYV told Co-conspirator 2 that “Elnet
[Electronic Network] got sanctioned . . . do me a favor. If anyone ever asks about me, don’t
tell them who I am, where [ am, etc. ... Elnet’s been in trouble for a long time because
they exported a lot to Russia.” Nevertheless, GOLTSEV confirmed he would be able to
complete sales for “microchips, transistors, [and] circuits” because “we work with China, not
Russia, therefore all is good.” In a subsequent conversation, Co-conspirator 2 again queried
GOLTSEYV about “any other USA companies that don’t mind selling to China.”

GOLTSEYV responded, “we have one for emergencies, but we’re keeping them as a last
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resort.” Based on my training and experience, I assess that the reference to “China” was
intended as a cover for the fact that GOLTSEV was using China as a transshipment location
sending these controlled items to Russia.

31.  GOLTSEYV also received requests from Co-conspirator 3 to obtain
items on the CCL that were controlled for anti-terrorism reasons. For example, on or about
December 16, 2022, in response to a query, GOLTSEV advised Co-conspirator 3 that “76
pcs, you can buy them here with ECCN 3A991c.3.” In message on or about February 1,
2023, Co-conspirator 3 asked GOLTSEV, “ECCN: 5A991.b.4 can you get this?” and
included a screenshot of a product from a Texas-based electronics distributor (“Texas
Company 17). Similarly, in a message on or about February 6, 2023, Co-conspirator 3
asked GOLTSEYV, “can you get this ECCN? 4A9941.” Later, in a message on or about
February 22, 2023, Co-conspirator 3 requested “40 pcs ECCN 5A991.b.1. Can you get
this?” Between November 2022 and February 2023, SH Brothers made nine shipments to
Co-conspirator 3 in Russia through a Turkish intermediary company.

B. The Establishment and Use of SH Brothers

32.  Following the imposition of additional sanctions and export controls in
response to Russia’s invasion of Ukraine in February 2022, GOLTSEV, NASRIDDINOV
and PUZYREVA began using SH Brothers to facilitate illicit exports to Russia.

33.  In a text message exchange between NASRIDDINOV and GOLTSEV
on or about and between June 8, 2022 and June 9, 2022, NASRIDDINOV stated, “I spoke
with the guys, we will set it up through America, I got to Moscow, tomorrow will also have a
meeting, we decided upon logistics, if you have people in Moscow we can also meet and

discuss the scheme so that they would pick up from Moscow.” GOLTSEYV responded that
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he had “many orders,” but that it was “becoming difficult to do business here [in Canada
through Electronic Network], maybe it will be easier to do through the US . . . everything is
loaded from the USA . . . everything that needs to be received, payment place the orders, get
the goods together and unload it in any ‘friendly’ country.”

34.  In or about and between August 2022 and September 2023, U.S.
Customs and other records show that SH Brothers exported more than 250 shipments of
electronic components, valued at more than $7 million, to third-country transshipment
companies; the shipments were then unlawfully diverted to Russia. During this same
period, financial records, including wire transactions through correspondent accounts at New
York City banks and within the Eastern District of New York, reflected millions of dollars in
payments from Russian entities to these transshipment companies.

35.  For example, in or about and between March 2023 and May 2023, SH
Brothers shipped approximately $404,949 worth of integrated circuits and other electronics
to Co-conspirator 1 and his front company Suntronic in the UAE, which were then sent to
Petersburg Intelligent Transport Logistics, a Russian entity that OFAC added to its SDN list
on or about May 19, 2023. Notably, the Internet Protocol (“IP”’) address for Suntronic,
which was used to communicate with GOLTSEV about the orders, corresponded to a
location in St. Petersburg, Russia, rather than the UAE.

C. SH Brothers Shipments to Testkomplekt, Komtech and Suntronic

36.  In or about and between September 2022 and November 2022, customs
and other records show that SH Brothers exported approximately 15 shipments of electronic
components, valued at approximately $352,000, to Testkomplekt in Russia through a Hong

Kong intermediary company (“Hong Kong Company 1”°). These exports included a
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shipment on or about September 8, 2022 of connectors manufactured by a Texas company; a
shipment on or about September 15, 2022 of connectors manufactured by a Pennsylvania and
Switzerland-based company; a shipment on or about September 28, 2022 of computer
modules manufactured by a Minnesota company; and a shipment on or about October 2,
2022 of converters manufactured by a Massachusetts company.

37.  In or about November 2022, U.S. Customs and Border Protection
(“CBP”) detained several shipments made by SH Brothers to Hong Kong Company 1 that
were ultimately destined for Testkomplekt in Russia. In electronic message exchanges, Co-
conspirator 2 repeatedly queried GOLTSEV about the status of these detained shipments and
provided GOLTSEV with false information that GOLTSEV could use to respond to CBP
inquiries. GOLTSEV communicated with CBP using the alias “Nick Stevens” and an SH
Brothers email address with the signature “Procurement Department” and the SH Brothers’s
Brooklyn, New York address. When asked about Hong Kong Company 1’s principal,
GOLTSEYV responded that the person had a Chinese-sounding surname rather than a Russian
one.

38.  In or about August 2022, SH Brothers made a shipment of microchips
to Co-conspirator 4’s company, Komtech, through a Turkish intermediary (“Turkish
Company 1”). These microchips had a Tier I HTS code listed on the Common High
Priority Items List and required a license from BIS to be exported to Russia. Co-
conspirator 4 acted as a go-between with GOLTSEV and Komtech’s founder and director.
Specifically, in a message on or about August 31, 2022, Komtech’s founder and director
requested that Co-conspirator 4 procure 3,000 microchips made by an Arizona-based

manufacturer. Co-conspirator 4 sourced the microchips through GOLTSEV and SH



Case 1:23-mj-00956-LB Document 1 Filed 10/30/23 Page 17 of 23 PagelD #: 17
17

Brothers. SH Brothers received several payments from Turkish Company 1, including an
October 3, 2022 payment for $5,300. The wire details for this payment listed the part
number of the microchips and denoted “QTY 2000.”

39. In amessage exchange on or about April 21, 2023, Co-conspirator 4
and GOLTSEYV discussed shipping the microchips through China or Turkey, ultimately
deciding to make the shipment through Turkish Company 1 to “avoid problems.”
GOLTSEYV provided Co-conspirator 4 with an SH Brothers invoice for 3,000 pieces of the
requested microchip. The invoice listed the applicable HTS codes and payment information
for an SH Brothers bank account in Brooklyn, New York. Shipping records reflected that a
package containing the microchips was mailed to SH Brothers from Texas Company 1 on or
about April 17,2023. Two days later, on or about April 25, 2023, the same items were sent
by NASRIDDINOV to Turkish Company 1 in Turkey.

40.  Between in or about November 2022 and August 2023, SH Brothers
exported approximately 27 shipments, valued at approximately $1,086,058, to Suntronic.
These shipments were then sent to Russian end users including Petersburg Intelligent
Transportation Logistics. One such shipment on or about June 23, 2023 was for
transceivers carrying a Tier 1 HTS code listed on the Common High Priority Items List,
which required a license from BIS to be exported to Russia. These types of transceivers
have been found in Russian UAVs in Ukraine. Notably, Suntronic received approximately
$15 million from Petersburg Intelligent Transportation Logistics in or about and between
October 2022 and February 2023.

41.  GOLTSEV communicated with Co-conspirator 1 to facilitate these

shipments. In a message exchange on or about January 9, 2023, GOLTSEV informed Co-
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conspirator 1 that he needed an “end user declaration,” to which Co-conspirator 1 responded,
“darn.” GOLTSEV replied, “or at least let me know what end user to put in there and then
send it tomorrow, but it needs to match the application.” Co-conspirator 1 responded, “then
lets put the one we used last time,” and the two agreed to falsely list a UAE company as the
end user.

42.  Similarly, in or about February and March 2023, GOLTSEYV and Co-
conspirator 1 also communicated about falsifying the names of end users. In a message in
or about February 2023, GOLTSEV advised Co-conspirator 1 to “write something more
substantial [to the U.S. company] so that there are no more questions.” Co-conspirator 1
responded, “is it better to provide them with a Chinese end user,” to which GOLTSEV
stated, “yes should be ok.” In a message on or about March 3, 2023, Co-conspirator 1
asked GOLTSEYV if it was possible to make one shipment paid “via the Chinese company,”
since “each one separately so expensive, or does it mean extra trouble at customs?”
GOLTSEYV responded, “no sir, more than 50-60 will trigger a lot of interest it’s better to
break it up.”

D. The Establishment of SN Electronics

43, On or about and between November 8, 2022 and November 15, 2022,
GOLTSEV and NASRIDDINOV exchanged a series of messages in which GOLTSEV
commented that shipping to Russia via third countries had become “dangerous” and
discussed a shipment of electronic components that had been detained by U.S. officials at
John F. Kennedy International Airport (“JFK Airport”) in Queens, New York.
NASRIDDINOV responded that “Ukrainians alleged that they’re being bombed from parts

from there [a U.S. company], maybe that’s why they started investigating everything?”’
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GOLTSEY replied, “we need to figure out why they keep holding the package . . . I don’t
really understand how they figured [it] out.” In a subsequent message, on or about
November 9, 2022, GOLTSEV commented that, “in the future we will need to load from
several companies, not to attract attention . . . for now large packages will be dangerous until
we understand what they figured out . . . we will need to think of diversifying the load . . . so
that not everything is moving from the same deck.”

44,  Inresponse to increased scrutiny from U.S. officials, including the
delay or detention of several outbound shipments from SH Brothers at JFK Airport, in or
about January 2023, GOLTSEV and NASRIDDINOV began using SN Electronics to order
and export electronic components. In a text message exchange on or about and between
January 31, 2023 and February 10, 2023, NASRIDDINOV confirmed to GOLTSEV that the
“new company is already functioning . . . Its called SN Electronics.” GOLTSEV
responded, “Wonderful sir. Eagerly waiting for Tax ID sir. We had problems with some
large orders from [Texas Company 1] ... we will reorder later from SN.” NASRIDDINOV
later provided GOLTSEV with SN Electronics’ registered address in Brooklyn, New Y ork,
which was also the address of a restaurant that NASRIDDINOV controlled.

45.  GOLTSEV and NASRIDDINOYV then used SN Electronics to obtain
approximately $36,871 worth of non-reflective switches from Texas Company 1 for Co-
conspirator 2 and Testkomplekt. These non-reflective switches had Tier 1 HTS codes that
were included on the Common High Priority Items List and required a license from BIS to be
exported to Russia.

46. GOLTSEV and NASRIDDINOV initially placed the order for these

non-reflective switches from Texas Company 1 through SH Brothers. In or about January
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2023, Texas Company 1 cancelled the order for SH Brothers and told GOLTSEYV that the
“manufacturer requires that shipments of this product be direct to an END CUSTOMER
from an AUTHORIZED DISTRIBUTOR only.” Subsequently, GOLTSEV placed the
same order through SN Electronics, using the alias “Gio Ross” in his email communications
with Texas Company 1 and falsely claiming in an email on or about February 15, 2023 that
SN Electronics was a “prototype and design manufacturing company.” Texas Company 1
shipped the order to an SN Electronics address in Brooklyn, New York on or about February
21, 2023. Once the shipment was made from Texas Company 1 to the SN Electronics
address in Brooklyn—which, in realty, was NASRIDDINOV’s restaurant—shipping records
revealed that, on or about February 27, 2023, the items were exported by NASRIDDINOV to
Robotronix in Hong Kong, a transshipment company frequently utilized by Testkomplekt.

E. The Defendants Profited from the Criminal Scheme

47.  The defendants and their co-conspirators profited from their criminal
scheme. On or about September 15, 2022, in a text message from NASRIDDINOV to
GOLTSEV, NASRIDDINOYV boasted, “SH [Brothers] is one of the best companies in the
world, it’s time to move forward onto the stock exchange and stock market, capital should be
in the billions, we are working.” GOLTSEYV responded, “pushing components to those who
need it [ can do, everything else you will have to teach me [three smile emojis].”

48.  In a text message exchange on or about January 13, 2023, GOLTSEV
complained to PUZYREVA that a subordinate of Co-conspirator 2 “asked me to make 80
accounts . . . [ am making accounts for 3 mln [i.e., million]. Fingers hurting already from
the laptop.” PUZYREVA responded, “Lot of money? We will get rich.” Later, on or

about January 20, 2023, GOLTSEV messaged PUZYREVA, “Dasha [Co-conspirator 2’s
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employee] paid. 700k.” Notably, financial records revealed wire transfers totaling
approximately $700,000 into an SH Brothers account on or about and between January 18,
2023 and January 26, 2023 from the Hong Kong-based Robotronix in connection with an
order for Testkomplekt.

49.  PUZYREVA utilized numerous bank accounts to make financial
transactions in furtherance of the scheme. For example, PUZYREVA was the signatory on
two New York-based bank accounts, one that listed NASRIDDINOV’s home address in
Brooklyn, New York as the address of record. ~Statements for these accounts reflected large
cash deposits made in Brooklyn that corresponded with trips that PUZYREVA and the
GOLTSEV made from Canada to meet with NASRIDDINOV. Some of these deposits
were in amounts just under $10,000. Notably the Internal Revenue Service (“IRS”)
maintains a transaction reporting requirement providing that any person who, during trade or
business, receives more than $10,000 cash in a single transaction is required report the
transaction to the IRS. For example, on or about December 27, 2022, a $9,800 cash deposit
was made into one of PUZYREVA’s accounts at an automated teller machine (“ATM”) in
Manhattan, New York. On or about May 23, 2022, a cash deposit of $8,700 was made into
one of PUZYREVA’s accounts at an ATM in Manhattan, while a $4,000 deposit was made
on the same day into the same account from an ATM in Brooklyn located near an address
used by NASRIDDINOYV and SH Brothers. On or about March 13, 2023, a cash deposit of
$9,700 was made into one of PUZYREVA’s accounts at an ATM in Manhattan. These
deposits were then transferred to accounts held and used by PUZYREVA and GOLTSEV in

Canada.
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WHEREFORE, your deponent respectfully requests that an arrest warrant be
issued for the defendants NIKOLAY GOLTSEV, SALIMDZHON NASRIDDINOYV and
KRISTINA PUZYREVA, so that they may be dealt with according to law.

IT IS FURTHER REQUESTED that this Court issue an order sealing, until
further order of the Court, all papers submitted in support of this application, including this
Affidavit and any arrest warrants issued, with the exception that the complaint and arrest
warrant can be unsealed for the limited purpose of disclosing the existence of, or
disseminating, the complaint and/or arrest warrant to relevant United States, foreign or
intergovernmental authorities, at the discretion of the United States and in connection with
efforts to prosecute the defendant or to secure the defendant’s arrest, extradition or
expulsion. Based on my training and experience, [ have learned that criminals actively
search for criminal affidavits on the Internet and disseminate them to other criminals as they
deem appropriate, such as by posting them publicly through online forums. Premature
disclosure of the contents of this Affidavit and related documents will seriously jeopardize

the investigation, including by giving targets an opportunity to flee or continue flight from
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prosecution, destroy or tamper with evidence, change patterns of behavior and notify

Yo

Yevgeny Gershman

Special Agent

United States Department of Homeland Security,
Homeland Security Investigations

confederates.

Sworn to before me this
30th day of October, 2023

L ora Blosin

THE HONORABLE LOIS BLOOM
UNITED STATES MAGISTRATE JUDGE
EASTERN DISTRICT OF NEW YORK
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UNITED STATES DISTRICT COURT

District of Kansas
(Kansas City Docket)

UNITED STATES OF AMERICA,

Plaintiff,

V. CASE NO. 23-20010-DDC/TJJ
Filed Under Seal

CYRIL GREGORY BUYANOVSKY,
a.k.a. KIRILL BUYANOVSKY,
and

DOUGLAS EDWARD ROBERTSON,

Defendants.

INDICTMENT

THE GRAND JURY CHARGES:

At all times material to this Indictment:

BACKGROUND

1. Since at least October 2020 to the present, CYRIL GREGORY
BUYANOVSKY, a/k/a Kirill Buyanovsky, and DOUGLAS EDWARD ROBERTSON,

the defendants, conspired to circumvent U.S. export laws and regulations in order to sell,
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repair, and ship from the United States sophisticated avionics equipment to customers
around the world that operate Russian-built aircraft. Avionics are the electronics
installed in aircraft and can include communications, navigation, flight control, and threat
detection systems.

2. In the course of exporting avionics equipment from the United States
through their company, KanRus Trading Company Inc. (“KanRus”), which is located in
the District of Kansas, BUYANOVSKY and ROBERTSON repeatedly concealed and
misstated the true end users, value, and end destinations of their exports by creating false
invoices; submitting false information on export documents; failing to file required
export documents; transshipping items through third-party countries, such as Germany,
the United Arab Emirates (“UAE”), Cyprus, and Armenia; exporting items to
intermediary companies that then reexported the items to the ultimate end destinations;
and receiving payments from foreign bank accounts located in the UAE, Cyprus, Russia,
and Armenia.

3. After the Russian Federation’s unprovoked invasion of Ukraine on
February 24, 2022, and the imposition of additional restrictions on the export of avionics
from the United States to Russia, BUYANOVSKY and ROBERTSON continued to
export avionics to Russia despite knowing that such exports required a license from the
U.S. Department of Commerce, which they neither sought nor obtained.

Individuals and Companies

4, The defendant CYRIL GREGORY BUYANOVSKY, also known as Kirill

Buyanovsky, was a naturalized U.S. citizen who resided in Douglas County, Kansas.

2
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BUYANOVSKY was the president and owner of KanRus. BUYANOVSKY previously
worked at an avionics manufacturer as an engineer.

5. The defendant DOUGLAS EDWARD ROBERTSON was a U.S. citizen
who resided in Johnson County, Kansas. ROBERTSON was a commercial pilot and
operated KanRus with BUYANOVSKY.

6. KanRus was registered in the District of Kansas and supplied Western
avionics equipment, including U.S.-origin equipment, and repair services for Russian-
manufactured aircraft.

7. “Russian Company-1" was located in Moscow, Russia and was a Russian
aircraft parts distributor. “Individual-1,” whose identity is known to the Grand Jury, was
a Russian national and the chief executive officer of Russian Company-1.

8. “Russian Company-2”" was located in Krasnodar, Russia and provided
aerial services using its fleet of helicopters. “Individual-2,” whose identity is known to
the Grand Jury, was an engineer working for Russian Company-2.

9. “Russian Company-3”’ was located in Moscow, Russia and was a Russian
aircraft maintenance, repair, and overhaul company. “Individual-3,” whose identity is
known to the Grand Jury, was an intermediary who negotiated and processed orders from
Russian Company-3 for KanRus, BUYANOVSKY, and ROBERTSON.

10.  “Russian Company-4” was located in Moscow, Russia and was a Russian
aircraft parts distributor. “Individual-3” was an intermediary who negotiated and
processed orders from Russian Company-4 for KanRus, BUYANOVSKY, and

ROBERTSON.
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11. “UAE Company-1" was located in Ajman, UAE and was a trading
company that sent KanRus funds on behalf of Russian Company-3.

12.  “German Company-1~ was located in Schoneck, Germany and was a
logistics company that Russian Company-3 used to send and receive avionics equipment
to and from KanRus in the United States.

13.  “Armenian Company-1~ was located in Yerevan, Armenia and was a
company that Russian Company-1 used to transship avionics equipment to Russia.

The Statutory and Regulatory Background

The Export Control Reform Act and Export Administration Regulations

14.  The Export Administration Regulations (“EAR”), Title 15, Code of Federal
Regulations, Sections 730-774, were promulgated by the United States Department of
Commerce, Bureau of Industry and Security (“BIS”) to regulate the export of goods,
technology, and software from the United States. Under the Export Control Reform Act
(“ECRA”), it was a crime to violate, attempt to violate, conspire to violate, or cause a
violation of any regulation, order, license, or authorization issued pursuant to the statute,
including the EAR, according to Title 50, United States Code, Section 4819(b). Willful
violations of the EAR constituted criminal offenses under the ECRA, as provided in Title
50, United States Code, Section 4819(b).

15.  Through the EAR, BIS reviewed and controlled the export of certain items
from the United States to foreign countries in accord with Title 15, Code of Federal
Regulations, Sections 734.2-3. In particular, BIS placed restrictions on the export and

reexport of items that it determined could make a significant contribution to the military
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potential of other nations or that could be detrimental to the foreign policy or national
security of the United States. Under the EAR, such restrictions depended on several
factors, including the technical characteristics of the item, the destination country, the end
user, and the end use of the item.

16.  The most sensitive items subject to the EAR controls were identified on the
Commerce Control List (“CCL”) set forth in Title 15, Code of Federal Regulations, part
774, Supplement Number 1. Items listed on the CCL were categorized by an Export
Control Classification Number (“ECCN”), each of which was subject to export control
requirements depending on destination, end use, and end user of the item.

17.  On February 24, 2022, in response to the Russian Federation’s unprovoked
invasion of Ukraine, the U.S. Department of Commerce imposed new license
requirements on exports and reexports to Russia. As of February 24, 2022, any item
classified under any ECCN in Categories 3 through 9 of the CCL required a license to be
exported to Russia. See Volume 87, Federal Register, Page 12226 (published Mar. 3,
2022).

The Commerce Control List Items

18. A Traffic Alert and Collision Avoidance System (“TCAS”), or airborne

collision avoidance system, is a family of airborne devices that function independently of

the ground-based air traffic control system and provide collision avoidance protection for

a broad spectrum of aircraft types. A TCAS is composed of many components, including

a computer processor unit, transponders, control and display panels, and antennas.
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19.  During the relevant period, certain components of a TCAS were on the
CCL and classified by BIS under ECCN 7A994 (other navigation direction finding
equipment, airborne communication equipment, all aircraft inertial navigation systems
not controlled under 7A003 or 7A103, and other avionic equipment, including “parts”
and “components”).

20.  During the relevant time period, the following avionics were on the CCL
and classified by BIS under ECCN 7A994 (navigation/communication systems):
Honeywell BendixKing KI-203 installation kit, Honeywell BendixKing KT-74
transponder, and Honeywell BendixKing KA-61 L-Band antenna. As of February 24,
2022, an export license was required from the Department of Commerce to export these
avionics to Russia.

Export and Shipping Records

21.  Pursuant to U.S. law and regulations, exporters or their authorized agents,
such as shippers or freight forwarders, are required to file certain forms and declarations
concerning the export of goods and technology from the United States. Typically, those
documents are filed electronically through the Automated Export System (“AES”), which
is administered by the U.S. Department of Homeland Security, Customs and Border
Protection (“CBP”).

22.  The Electronic Export Information (“EEI”’) (formerly known as the
Shipper’s Export Declaration (“SED”)) is the required documentation submitted to the
U.S. Government through the AES in connection with an export shipment from the

United States. Exporters or their authorized agents are required to file accurate and
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truthful EEI for every export of goods from the United States with a value of $2,500 or
more. An EEI also is required regardless of the value of the goods if the goods require an
export license. Title 15, Code of Federal Regulations, Sections 758.1, 30.2

23. A material part of the EEI and AES, as well as other export filings, is
information concerning the end user and ultimate destination of the export. The identity
of the end user may determine whether the goods: (a) may be exported without any
specific authorization or license from the U.S. Government; (b) may be exported with the
specific authorization or license from the U.S. Government; or (c) may not be exported
from the United States.

24.  Asof June 29, 2020, all exports to Russia of items on the CCL, regardless
of value, required an EEI filing. Title 15, Code of Federal Regulations, Section
758.1(b)(10).

25.  The purpose of these requirements is to strengthen the U.S. Government’s
ability to prevent the export of certain items to unauthorized destinations and end users
because the EEI and AES aid in targeting, identifying, and when necessary, confiscating
suspicious or illegal shipments before exportation. Title 15, Code of Federal
Regulations, Section 30.1(b).

COUNT 1

CONSPIRACY TO COMMIT OFFENSES AGAINST THE UNITED STATES
[18 U.S.C. § 371]

26.  Paragraphs 1 to 25 of the introductory allegations are restated and realleged

as if set forth herein.
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27.  Between at least in or about 2020 and continuing to the present, the exact
dates being unknown to the Grand Jury, in the District of Kansas and elsewhere, the
defendants,

CYRIL BUYANOVSKY, a.k.a. KIRILL BUYANOVSKY,
DOUGLAS EDW?:I(;D ROBERTSON,
did knowingly and willfully combine, conspire, confederate, and agree with each other
and with others known and unknown to the Grand Jury, including individuals associated
with Russian Company-1, Russian Company-2, Russian Company-3, and Russian
Company-4, to commit offenses against the United States, that is:
a. to willfully export and cause the exportation of goods from the

United States to Russia without first having obtained the required licenses from

the Department of Commerce in violation of Title 50, United States Code, Section

4819(a), and Title 15, Code of Federal Regulations, Section 764.2;

b. to knowingly fail to file and submit false and misleading export
information through the EEI and the AES, and cause the same, in violation of Title

13, United States Code, Section 305, and Title 15, Code of Federal Regulations,

Section 30.71; and

C. to fraudulently and knowingly export and send and attempt to export
and send from the United States merchandise, articles, and objects contrary to laws
and regulations of the United States, and receive, conceal, buy, sell, and facilitate
the transportation, concealment, and sale of such merchandise, articles, and

objects, prior to exportation, knowing the same to be intended for exportation
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contrary to laws and regulations of the United States, in violation of Title 18,
United States Code, Section 554.

Objects of the Conspiracy
28.  The objects of the conspiracy were:

a. to acquire avionics equipment that was manufactured and sold in the
United States on behalf of entities that operated Russian-built aircraft in Russia
and other countries;

b. to repair and recertify in the United States avionics equipment that
was used in Russian-built aircraft located and operated outside of the United
States;

C. to export avionics equipment from the United States directly and
indirectly, to Russia and Russian end users located in other countries;

d. to conceal the prohibited activities and transactions from detection

by the U.S. Government so as to avoid penalties and disruption of the illegal

activities;

€. to profit through these illegal activities; and

f. to evade the prohibitions and licensing requirements of the ECRA
and EAR.
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Manner and Means of the Conspiracy
29.  Defendants BUYANOVSKY and ROBERTSON and other co-conspirators
known and unknown to the Grand Jury used the following manner and means, among
others, to accomplish the objects of the conspiracy:

a. BUYANOVSKY, ROBERTSON, and other co-conspirators,
including individuals associated with Russian Company-1, Russian Company-2,
Russian Company-3, and Russian Company-4, used email and other means to
communicate;

b. Individuals associated with Russian Company-1, Russian Company-
2, Russian Company-3, and Russian Company-4 solicited quotes from and
negotiated with BUYANOVSKY and ROBERTSON for the purchase and repair
of U.S. avionics equipment for Russian customers and customers that operated
Russian-built aircraft;

C. BUYANOVSKY and ROBERTSON purchased items from
companies in the United States to fulfill orders from Russian customers, including
by providing false information to the U.S. companies;

d. BUYANOVSKY and ROBERTSON used coded language in their
email communications to conceal their illegal conduct;

e. BUYANOVSKY, ROBERTSON, and other co-conspirators,
including individuals associated with Russian Company-1, Russian Company-2,

and Russian Company-3, arranged for shipment of the U.S. goods from the United
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States to transshipment points in Germany, the UAE, Cyprus, and Armenia to
conceal the true end users and end destinations;

f. BUYANOVSKY and ROBERTSON falsified export and shipping
records regarding shipments from the United States, including by providing false
and misleading information to the shippers and freight forwarders, to conceal the
true value of the goods, the ultimate destination of the goods, and the ultimate end
user of the goods;

g. Individuals associated with Russian Company-1, Russian Company-
2, and Russian Company-3 transferred funds for the purchase and shipment of the
goods through bank accounts in the UAE, Russia, Cyprus, and Armenia to
KanRus’s bank account in the United States; and

h. BUYANOVSKY, ROBERTSON, and other co-conspirators,
including individuals associated with Russian Company-1, caused the U.S. goods
to be exported from the United States to individuals and entities in Russia without
obtaining the required licenses from the Department of Commerce.

Overt Acts in Furtherance of the Conspiracy
30. In furtherance of the conspiracy and to achieve the objects thereof,
Defendant BUYANOVSKY, Defendant ROBERTSON, and others committed and
caused to be committed the following overt acts, among others, in the District of Kansas

and elsewhere:
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February 4, 2021 Export to Russian Company-2 in South Sudan

31.  On or about October 14, 2020, Individual-2, an engineer at the helicopter
company Russian Company-2, sought a quote to repair a computer component of a TCAS
that was located in South Sudan. After BUYANOVSKY advised that the component
could not be imported from or exported to South Sudan, BUYANOVSKY and
Individual-2 agreed to ship the component from and return it to the UAE.

32. On or about November 11, 2020, Individual-2 emailed a draft invoice to
BUYANOVSKY, which BUYANOVSKY then forwarded to ROBERTSON and asked
him to look at before the component was shipped. The invoice listed the customer as a
UAE company, did not mention Russian Company-2 or South Sudan, and falsely listed
the value of the component as $100.

33.  On or about November 11, 2020, BUYANOVSKY emailed the
aforementioned invoice back to Individual-2, along with a separate stamped invoice that
listed the true value of the transaction as $10,950. Individual-2 responded and asked
whether the value of the component could be undervalued on the shipping invoice (i.e.,
the invoice that would accompany the component when it was shipped) to lower the
customs fees at the destination. BUYANOVSKY agreed to lower the value on the
shipping invoice.

34.  On or about November 25, 2020, Russian Company-2 made a payment

from a Cypriot bank account to KanRus’s bank account for this export.
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35.  On or about December 5, 2020, Russian Company-2 shipped the TCAS
computer component from the UAE to KanRus in the District of Kansas. The reported
U.S. customs value on the shipment was $100.

36.  Upon receipt of the TCAS computer component, BUYANOVSKY emailed
a U.S. company to request pricing for the repair. During those communications, the U.S.
company requested that BUYANOVSKY complete an end-use and end-user statement.
BUYANOVSKY forwarded the request to Individual-2, who completed and returned the
statement. BUYANOVSKY then forwarded the end-use and end-user statement to the
U.S. company. The statement claimed, among other things, that Russian Company-2 was
the end user and that the component would be delivered to Russia. The statement failed
to mention South Sudan.

37.  On or about February 4, 2021, BUYANOVSKY and ROBERTSON
exported the repaired TCAS computer component to the address of another UAE
company that Individual-2 had provided to BUYANOVSKY.

38.  On or about February 4, 2021, BUYANOVSKY caused the shipper to fail
to file an EEI in connection with this export.

February 26, 2021 Export to Russian Company-3 in Russia

39.  On or about November 11, 2020, Individual-3 from Russian Company-3
emailed ROBERTSON a list of avionics equipment for KanRus to repair in the United
States, along with a shipping label that showed the equipment being shipped from

German Company-1 to KanRus. Individual-3 also sent ROBERTSON a proforma
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customs invoice that valued the equipment at $380 and listed the shipper as a UAE
company that had the same name as Russian Company-3.

40.  On or about November 20, 2020, ROBERTSON emailed Individual-3 and
described the specific pieces of avionics equipment that he had received from Individual-
3. One of the pieces of equipment was a TCAS computer processor called a TPU.
Regarding the TPU, ROBERTSON wrote, “TPU has a ®Cb [i.e., FSB] sticker on it!!!”
In response, Individual-3 wrote, “Interesting about sticker, you can remove and after stick
on back?” FSB is the acronym for the Federal Security Service of the Russian
Federation, which is the principal intelligence and security agency of the Russian
government.

41.  On or about January 27, 2021, ROBERTSON emailed Individual-3 an
invoice for the repairs with a total value of $28,769. The invoice listed German
Company-1 as the recipient company and UAE Company-1 as the payor company.

42.  On or about February 9, 2021, UAE Company-1 made a payment to
KanRus’s U.S. bank account for this export.

43.  The next day, on or about February 10, 2021, Individual-3 emailed
ROBERTSON a proposed “shipping” invoice that undervalued the repaired goods at
$3,645.

44.  On or about February 25, 2021, ROBERTSON asked Individual-3, “can I

change value to less than $2500? Less paperwork for me.”
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45.  On or about February 26, 2021, ROBERTSON exported some of the
repaired avionics equipment to German Company-1, specifically the TPU processor and a
radar sensor.

46.  On or about February 26, 2021, ROBERTSON sent Individual-3 a copy of
the shipping label and invoice that undervalued the equipment at $2,275.

47.  On or about February 26, 2021, ROBERTSON caused the shipper to fail to
file an EEI in connection with this export.

April 1, 2021 Export of Large Avionics Shipment to Russian Company-3

48.  On or about January 20, 2021, Individual-3 emailed ROBERTSON to ask
for a quote for an order of multiple avionics components, including a TPU processor,
antennas, and transponders. ROBERTSON provided a quote and asked, “When is
[Russian Company-3] wanting to pay?”

49.  On or about January 27, 2021, ROBERTSON emailed Individual-3 a
stamped invoice for the shipment valuing the goods at $159,625. As with the February
26, 2021 export, UAE Company-1 was listed as the payor company and German
Company-1 was listed as the recipient company.

50.  On or about February 8, 2021, UAE Company-1 sent $159,625 to
KanRus’s U.S. bank account. Later that day, BUYANOVSKY emailed ROBERTSON
and told him that the order was “fully funded to the tune of 159625 this morning.”

51.  After on or about February 8, 2021, ROBERTSON and BUYANOVSKY

proceeded to purchase the avionics equipment from U.S. companies.
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52.  On or about March 29, 2021, ROBERTSON emailed a freight forwarder an
invoice for this shipment that listed the value of the goods as $6,118 and the recipient as
Germany Company-1. ROBERTSON also attached a Shipper’s Letter of Instructions
that identified German Company-1 as the ultimate consignee and incorrectly listed the
ECCN for the components as EAR99.

53.  On or about April 1, 2021, ROBERTSON caused the avionics equipment to
be exported.

54.  On or about April 1, 2021, ROBERTSON caused the shipper to file a false
and misleading EEI that listed the value of the export as $6,118 and the ultimate
consignee as Germany Company-1 when, in fact, the avionics shipment was valued at
$159,625 and was destined for Russian Company-3.

February 28, 2022 Attempted Export to Russian Company-1 and Detention

55.  On or about February 7, 2022, Individual-1 placed an order with
BUYANOVSKY to order Honeywell BendixKing KT-74 transponders from a U.S.
company and ship them to Russia. Individual-1 also told BUYANOVSKY that after
BUYANOVKSY received the transponders from the U.S. supplier and received payment
from Individual-1, the transponders needed to be sent to Individual-1 in Russia.

56.  On or about February 10, 2022, Russian Company-1 made a payment from
a Russian bank account to KanRus’s bank account for four KT-74 transponders.

57.  On or about February 18, 2022, Russian Company-1 made a payment from

a Russian bank account to KanRus’s bank account for four more KT-74 transponders.
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58.  On or about February 28, 2022, ROBERTSON attempted to export the
eight KT-74 transponders to Russian Company-1 in Russia, but the shipment was
detained by the U.S. Government, after which BIS directly informed ROBERTSON that
a license was required to export the KT-74 transponders to Russia.

April 29, 2022 Export to Laos for Russian Company-4

59.  On or about January 27, 2022, Individual-3 sent ROBERTSON an invoice
to purchase two Honeywell BendixKing KT-74 transponders, two Honeywell
BendixKing KN-53 navigation receivers, and two Honeywell BendixKing KN-53
installation kits and export them to Russian Company-4 in Russia for $27,806.

60.  On or about January 31, 2022, Russian Company-4 made a payment from
its Russian bank account to KanRus’s U.S. bank account for this export.

61.  On or about March 8, 2022, after Russia’s invasion of Ukraine, the U.S.
Government’s imposition of additional restrictions on exports and reexports to Russia,
and the U.S. Government’s detention of KanRus’s attempted export to Russian
Company-1, ROBERTSON emailed BUYANOVSKY. ROBERTSON attached a
proposed letter to send to Individual-3, which described the current options for shipping
as either shipping within the U.S. or shipping to a company in a neutral country that was
not a logistics company and did not have ties to Russia.

62.  On or about March §, 2022, ROBERTSON emailed the “shipping options”

letter to Individual-3.
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63.  After on or about March 8, 2022, ROBERTSON and Individual-3
exchanged emails discussing possible shipping options, including whether specific
companies in the UAE or Laos would be acceptable recipients.

64.  On or about March 30, 2022, Individual-3 sent ROBERTSON an email that
stated that Russian Company-4 wanted to ship the avionics equipment directly to Laos.

65.  On or about April 27, 2022, ROBERTSON exchanged emails with
Individual-3 in which he stated, among other things, that “things are complicated in
USA,” and that the invoice amount needed to be less than $50,000 because, otherwise,
there would be “more paperwork and visibility” and “This is NOT the right time for
either.”

66. On or about April 29, 2022, ROBERTSON caused the avionics equipment
to be exported to Laos.

May 20, 2022 Export to Russian Company-1 via Cyprus

67.  On or about April 26, 2022, Individual-1, who was the chief executive
officer of Russia Company-1, booked a flight from Russia to Cyprus scheduled to depart
on or about May 14, 2022.

68.  On or about May 16, 2022, BUYANOVSKY ordered seven Honeywell
BendixKing KI-203 installation kits for Individual-1. These kits were on the CCL,
classified by BIS under ECCN 7A994, and required a license from the Commerce
Department to be exported or reexported to Russia.

69.  On or about May 20, 2022, Individual-1 made a payment from a Cypriot

bank account to KanRus’s bank account for this export.
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70.  On or about May 20, 2022, ROBERTSON caused the seven installation kits
to be exported to Individual-1 at a residential address in Cyprus.

71.  On or about May 20, 2022, ROBERTSON caused the shipper to fail to file
an EEI in connection with this export.

72.  On or about May 20, 2022, BUYANOVSKY emailed the invoice and
shipping label for this export to Individual-1.

73. On or about May 26, 2022, Individual-1 received the package of seven KI-
203 installation kits in Cyprus.

74.  On or about May 28, 2022, Individual-1 flew back to Russia from Cyprus.

75.  Atno time did either ROBERTSON or BUYANOVSKY obtain the
required license from the Commerce Department to export or reexport the KI-203
installation kits to Russia.

June 16, 2022 Export to Russian Company-1 via Armenia

76.  On or about June 9, 2022, Armenian Company-1 emailed BUYANOVSKY
and asked for an offer for eight KT-74 transponders to be exported to Yerevan, Armenia.
The eight transponders were the same make and model of the eight transponders that
ROBERTSON and BUYANOVSKY had attempted to export to Individual-1 of Russian
Company-1 in February 2022 as described in paragraphs 55 to 58. BUYANOVSKY then
forwarded the proposed invoice for the shipment to ROBERTSON and wrote that, “The
V [i.e., the first initial of Individual-1’s last name] connection requested an invoice and
for some reason they wanted the transportation cost to Yerevan. . . . Is export department

ok with this?”
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77.  On or about June 16, 2022, ROBERTSON caused the eight KT-74
transponders to be exported to Armenian Company-1. The KT-74 transponders were on
the CCL, classified by BIS under ECCN 7A994, and required a license from the
Commerce Department to be exported or reexported to Russia.

78.  On or about June 16, 2022, ROBERTSON caused the shipper to fail to file
an EEI for this export.

79.  On or about June 28, 2022, Armenian Company-1 reexported the KT-74
transponders from Armenia to Russia.

80.  Atno time did either ROBERTSON or BUYANOVSKY obtain the
required license from the Commerce Department to export or reexport the KT-74
transponders to Russia.

July 18, 2022 Export to Russian Company-1 via Armenia

81.  On or about July 11, 2022, ROBERTSON and BUYANOVSKY emailed
each other about another export to Armenian Company-1. The subject line of the email
exchange was, “V” — the first initial of Individual-1’s last name. BUYANOVSKY told
ROBERTSON that a “somewhat more proper sequence of events can now proceed” and
that “V will pay once they get the invoice.”

82.  Also on or about July 11, 2022, Armenian Company-1 made a payment
from an Armenian bank account to KanRus’s bank account for eight Honeywell
BendixKing KA-61 L-Band antennas.

83.  On or about July 18, 2022, ROBERTSON emailed the shipping documents

for this export to BUYANOVSKY and caused the export of the eight KA-61 antennas to
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Armenian Company-1. The KA-61 antennas were on the CCL, classified by BIS under
ECCN 7A994, and required a license from the Commerce Department to be exported or
reexported to Russia.

84.  On or about July 18, 2022, ROBERTSON caused the shipper to fail to file
an EEI for this export.

85.  On or about July 27, 2022, the Armenian company reexported the eight
KA-61 antennas to Russia.

86.  Atno time did either ROBERTSON or BUYANOVSKY obtain the
required license from the Commerce Department to export or reexport the KA-61
antennas to Russia.

87.  All in violation of Title 18, United States Code, Section 371.

COUNTS 24

UNLAWFUL EXPORT OF U.S.-ORIGIN CONTROLLED GOODS TO RUSSIA
[S0 U.S.C. § 4819]

88.  The factual allegations in paragraphs 1 to 87 are hereby realleged and
incorporated as if set forth in this paragraph.
89.  On or about the dates listed for each count, in the District of Kansas and
elsewhere, the defendants,
CYRIL BUYANOVKSY, a.k.a. KIRILL BUYANOVSKY,

and
DOUGLAS EDWARD ROBERTSON,
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knowingly and willfully exported and attempted to export and caused to be exported from
the United States to Russia the items identified for each count, without first having

obtained the required authorization and license from the Commerce Department:

Count | Approximate Date of Export Exported Items
2 May 20, 2022 Seven (7) KI-203 installation kits
3 June 16, 2022 Eight (8) KT-74 transponders
4 July 18, 2022 Eight (8) KA-61 antennas

in violation of Title 50, United States Code, Section 4819; Title 15, Code of Federal
Regulations, Section 764.2; and Title 18, United States Code, Section 2.

COUNTS 5-7

SUBMITTING FALSE OR MISLEADING EXPORT INFORMATION
[13 U.S.C. § 305]

90.  The factual allegations in paragraphs 1 to 87 are hereby realleged and
incorporated as if set forth in this paragraph.
91.  On or about the dates listed for each count, in the District of Kansas and
elsewhere, the defendants,
CYRIL BUYANOVKSY, a.k.a. KIRILL BUYANOVSKY,
DOUGLAS EDW?&nl({iD ROBERTSON,
knowingly and willfully failed to file and submitted false and misleading information

through the Electronic Export Information and the Automated Export System, and caused

the same, in connection with the exported items identified in each count:

22




Case 2:23-cr-20010-DDC-TJJ Document 1 Filed 03/01/23 Page 23 of 29

Count | Approximate Date of Export Exported Items

5 February 4, 2021 TRC-899 TCAS computer component

6 February 26, 2021 TPU-67A TCAS computer processor;
ART-2100 radar sensor

7 April 1, 2021 TPU-67B TCAS computer processor;
MST-67A transponder; two (2) IVA-81D
TCAS speed indicators; PS-578
transponder; ANT-67A antenna

in violation of Title 13, United States Code, Section 305; Title 15, Code of Federal
Regulations, Section 30.71; and Title 18, United States Code, Section 2.

COUNTS 8-13

SMUGGLING GOODS FROM THE UNITED STATES
[18 U.S.C. § 554]

92.  The factual allegations in paragraphs 1 to 87 are hereby realleged and
incorporated as if set forth in this paragraph.

93.  On or about the dates listed for each count, in the District of Kansas and
elsewhere, the defendants,

CYRIL BUYANOVKSY, a.k.a. KIRILL BUYANOVSKY,
DOUGLAS EDW?&nl({iD ROBERTSON,

fraudulently and knowingly exported and sent and attempted to export and send from the
United States the merchandise, articles, and objects identified in each count, contrary to
the laws and regulations of the United States, to wit, Title 50, United States Code,

Section 4819; Title 15, Code of Federal Regulations, Section 764.2; Title 13, United

States Code, Section 305; and Title 15, Code of Federal Regulations, Section 30.71, and
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fraudulently and knowingly received, concealed, bought, sold, and facilitated the
transportation, concealment, and sale of such merchandise, articles, and objects, prior to
exportation, knowing the same to be intended for export contrary to such laws and

regulations of the United States:

Count | Approximate Date of Export Exported Items
8 February 4, 2021 TRC-899 TCAS computer component
9 February 26, 2021 TPU-67A TCAS computer processor;
ART-2100 radar sensor
10 April 1, 2021 TPU-67B TCAS computer processor;

MST-67A transponder; two (2) IVA-81D
TCAS speed indicators; PS-578
transponder; ANT-67A antenna

11 May 20, 2022 Seven (7) KI-203 installation kits
12 June 16, 2022 Eight (8) KT-74 transponders
13 July 18, 2022 Eight (8) KA-61 antennas

in violation of Title 18, United States Code, Sections 554 and 2.

FORFEITURE NOTICE

94.  The allegations contained in paragraphs 1 to 93 and Counts 1-13 of this
Indictment are hereby realleged and incorporated by reference for the purpose of alleging
forfeiture pursuant to Title 50, United States Code, Section 4819, Title 13, United States
Code, Section 305, Title 18, United States Code, Section 981(a)(1)(C), and Title 28,
United States Code, Section 2461.

95.  Upon conviction of one or more of the offenses set forth in Counts 1-4 of

this Indictment, the defendants shall forfeit to the United States, pursuant to Title 50,
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United States Code, Section 4819, any property: used or intended to be used in any
manner to commit or facilitate the offenses; constituting or traceable to the gross
proceeds taken, obtained, or retained, in connection with or as a result of the violations;
or constituting an item or technology that is exported or intended to be exported in
violation of the offenses. The property to be forfeited includes, but is not limited to, the
following:

A. A forfeiture money judgment against each defendant in an amount equal to the
amount of gross proceeds obtained or derived by that defendant from the commission of
Counts 1-4.

96.  Upon conviction of one or more of the offenses set forth in Counts 5-7 of
this Indictment, the defendants shall forfeit to the United States of America, pursuant to
Title 13, United States Code, Section 305, any interest in, security of, claim against, or
property or contractual rights of any kind in the goods or tangible items that were the
subject of the offenses; any interest in, security of, claim against, or property or
contractual rights of any kind in tangible property that was used in the export or attempt
to export that was the subject of the offenses; and any property constituting, or derived
from, any proceeds obtained directly or indirectly as a result of the offenses.

97.  Upon conviction of one or more of the offenses set forth in Counts 8-13 of
this Indictment, the defendants shall forfeit to the United States of America, pursuant to
Title 18, United States Code, Section 981(a)(1)(C) and Title 28, United States Code,
Section 2461, any property, real or personal, which constitutes or is derived from

proceeds traceable to the offenses. The property to be forfeited includes, but is not

limited to, the following:
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A. A forfeiture money judgment against each defendant in an amount equal to the
amount of gross proceeds obtained or derived by that defendant from the commission of

Counts 8-13.

98.

If any of the property described above, as a result of any act or omission of

the defendants:

A.

B.

cannot be located upon the exercise of due diligence;

has been transferred or sold to, or deposited with, a third party;

has been placed beyond the jurisdiction of the court;

has been substantially diminished in value; or

has been commingled with other property which cannot be divided without

difficulty,

the United States of America shall be entitled to forfeiture of substitute property pursuant

to Title 21, United States Code, Section 853(p).

A TRUE BILL.

March 1, 2023 s/Foreperson

DATE

FOREPERSON OF THE GRAND JURY

DUSTON J. SLINKARD
UNITED STATES ATTORNEY

By:_/s/ Ryan Huschka

RYAN HUSCHKA
Assistant United States Attorney

District of Kansas
500 State Avenue, Suite 360
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Kansas City, Kansas 66101

Ph: (913) 551-6730

Fax: (913) 551-6541

Email: ryan.huschka@usdoj.gov
Ks. S. Ct. No. 23840

By: /s/ Scott C. Rask

SCOTT C. RASK

Assistant United States Attorney
District of Kansas

500 State Avenue, Suite 360
Kansas City, Kansas 66101

Ph: (913) 551-6730

Fax: (913) 551-6541

Email: scott.rask@usdoj.gov
Ks. S. Ct. No. 15643

By: /s/ Adam P. Barry

ADAM P. BARRY

Trial Attorney

National Security Division
U.S. Department of Justice
950 Pennsylvania Avenue, NW
Washington, D.C. 20530

Ph: (202) 233-0788

Fax: (202) 532-4251

Email: adam.barry@usdoj.gov
Cal. Bar No. 294449

IT IS REQUESTED THAT THE TRIAL BE HELD IN KANSAS CITY, KANSAS
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PENALTIES

Count 1, Conspiracy

o Punishable by a term of imprisonment of not more than five. 18 U.S.C. §
371.

o A term of supervised release of not more than three years. 18 U.S.C. §
3583(b)(2).

o A fine not to exceed $250,000. 18 U.S.C. § 3571(b)(3).
o A mandatory special assessment of $100. 18 U.S.C. § 3013(a)(2)(A).

° Forfeiture.

Counts 2-4, Export Goods to Russia

o Punishable by a term of imprisonment of not more than twenty years. 50
U.S.C. § 4819.

J A term of supervised release of not more than three years. 18 U.S.C. §
3583(b)(2).

° A fine not to exceed $1,000,000. 50 U.S.C. § 4819.
o A mandatory special assessment of $100. 18 U.S.C. § 3013(a)(2)(A).

° Forfeiture.

Counts 5-7, False Export Information

o Punishable by a term of imprisonment of not more than five years. 13
U.S.C. § 305 and 15 C.F.R. § 30.71(a).

o A term of supervised release of not more than three years. 18 U.S.C.
§ 3583(b)(2).
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o A fine not to exceed $10,000 per violation. 13 U.S.C. § 305(a), (f); 18
U.S.C. § 3571(e).

o A mandatory special assessment of $100. 18 U.S.C. § 3013(a)(2)(A).

° Forfeiture.

Counts 8-13, Smuggling

o Punishable by a term of imprisonment of not more than ten years. 18
U.S.C. § 554.

J A term of supervised release of not more than three years. 18 U.S.C. §
3583(b)(2).

o A fine not to exceed $250,000. 18 U.S.C. § 3571(b)(3).
o A mandatory special assessment of $100. 18 U.S.C. § 3013(a)(2)(A).

° Forfeiture.
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Approved: /,(//,.;;. C;a}
JENNIEERN. ONgASﬁIVA LOGARAJAH
Assistant United States Attorneys

Before: THE HONORABLE JUDITH C. McCARTHY
United States Magistrate Judge
Southern District of New York

SEALED COMPLAINT

UNITED STATES OF AMERICA
Violations of 18 U.S.C. §§ 371, 554,

V. 1343, 1349, and 1956
MAXIM MARCHENKO, COUNTY OF OFFENSE:
DUTCHESS
Defendant.

SOUTHERN DISTRICT OF NEW YORK, ss.:

JASON WAKE, being duly sworn, deposes and says that he is a Special Agent with the
Federal Bureau of Investigation (“FBI”), and charges as follows:

COUNT ONE
(Conspiracy to Defraud the United States)

1. From at least in or about May 2022, up to and including in or about August 2023,
in the Southern District of New York and elsewhere, MAXIM MARCHENKO, the defendant, and
others known and unknown, knowingly and intentionally combined, conspired, confederated, and
agreed together and with each other to defraud the United States and agencies thereof, by

impairing, impeding, obstructing, and defeating, through deceitful and dishonest means, the lawful
functions of the U.S. Census Bureau, U.S. Department of Commerce, and U.S. Customs and
Border Patrol, agencies of the United States, in the enforcement of export control laws.

2. In furtherance of the conspiracy and to effect the illegal object thereof, MAXIM
MARCHENKUO, the defendant, and others known and unknown, committed the overt acts set forth
in paragraphs 15 through 25 of this Complaint, among others.

(Title 18, United States Code, Section 371.)

COUNT TWO
(Conspiracy to Commit Money Laundering)

3. From at least in or about May 2022, up to and including in or about August 2023,
in the Southern District of New York and elsewhere, MAXIM MARCHENKO, the defendant, and
others known and unknown, knowingly and intentionally combined, conspired, confederated, and



agreed together and with each other to commit money laundering in violation of Title 18, United
States Code, Section 1956(a)(2)(A).

4. It was part and an object of the conspiracy that MAXIM MARCHENKO, the
defendant, and others known and unknown, would and did transport, transmit, and transfer, and
attempt to transport, transmit, and transfer, a monetary instrument and funds to a place in the
United States from and through a place outside the United States, with the intent to promote the
carrying on of specified unlawful activity, to wit, (a) smuggling goods from the United States, in
violation of Title 18, United States Code, Section 554, and (b) wire fraud, in violation of Title 18,
United States Code, Section 1343.

(Title 18, United States Code, Section 1956(h).)

COUNT THREE
(Conspiracy to Smuggle Goods from the United States)

5. From at least in or about May 2022, up to and including in or about August 2023,
in the Southern District of New York and elsewhere, MAXIM MARCHENKO, the defendant, and
others known and unknown, knowingly and intentionally combined, conspired, confederated, and
agreed together and with each other to commit an offense against the United States, to wit,
smuggling goods from the United States, in violation of Title 18, United States Code, Section 554.

6. It was a part and an object of the conspiracy that MAXIM MARCHENKO, the
defendant, and others known and unknown, would and did fraudulently and knowingly export and
send from the United States, attempt to export and send from the United States, and cause to be
exported and sent from the United States, merchandise, articles, and objects, contrary to laws and
regulations of the United States, to wit, MARCHENKO unlawfully caused and attempted to cause
companies in the United States to export OLED micro-displays subject to the Export
Administration Regulations (‘EAR”), Title 15, Code of Federal Regulations, Parts 730-774, from
the United States to the Russian Federation (“Russia”), contrary to Title 50, United States Code,
Section 4819(a)(2)(F).

7. In furtherance of the conspiracy and to effect the illegal objects thereof, MAXIM
MARCHENKO, the defendant, and others known and unknown, committed the overt acts set forth

in paragraphs 15 through 25 of this Complaint, among others.
(Title 18, United States Code, Section 371.)

COUNT FOUR
(Promotional Money Laundering)

8. From at least in or about May 2022, up to and including in or about August 2023,
in the Southern District of New York and elsewhere, MAXIM MARCHENKO, the defendant, and
others known and unknown, transported, transmitted, and transferred, and attempted to transport,
transmit, and transfer, a monetary instrument and funds to a place in the United States from and
through a place outside the United States, with the intent to promote the carrying on of specified
unlawful activity, to wit, (a) smuggling goods from the United States, in violation of Title 18,
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United States Code, Section 554, and (b) wire fraud, in violation of Title 18, United States Code,
Section 1343.

(Title 18, United States Code, Section 1956(a)(2)(A) and 2.)

COUNT FIVE
(Smuggling Goods from the United States)

9. From at least in or about May 2022, up to and including in or about August 2023,
in the Southern District of New York and elsewhere, MAXIM MARCHENKO, the defendant, and
others known and unknown, fraudulently and knowingly exported and sent from the United States,
attempted to export and send from the United States, and caused to be exported and sent from the
United States, merchandise, articles, and objects, contrary to laws and regulations of the United
States, to wit, MARCHENKO unlawfully caused companies in the United States to export OLED
micro-displays subject to the EAR, Title 15, Code of Federal Regulations, Parts 730-744, from
the United States to Russia, contrary to Title 50, United States Code, Section 4819(a)(2)(F).

(Title 18, United States Code, Sections 554(a) and 2.)

COUNT SIX
(Conspiracy to Commit Wire Fraud)

10.  From at least in or about May 2022, up to and including in or about
November 2022, in the Southern District of New York and elsewhere, MAXIM MARCHENKO,
the defendant, and others known and unknown, knowingly and willfully combined, conspired,
confederated, and agreed together and with each other to commit wire fraud in violation of Title
18, United States Code, Section 1343.

11. It was part and an object of the conspiracy that MAXIM MARCHENKO, the
defendant, and others known and unknown, knowingly having devised and intending to devise a
scheme and artifice to defraud, and for obtaining money and property by means of false and
fraudulent pretenses, representations, and promises, would and did transmit and cause to be
transmitted by means of wire, radio, and television communication in interstate and foreign
commerce, writings, signs, signals, pictures, and sounds for the purpose of executing such scheme
and artifice, in violation of Title 18, United States Code, Section 1343, to wit, MARCHENKO and
others known and unknown agreed to make and cause false statements to be made to a U.S.
company in order to fraudulently obtain OLED micro-displays, and to send and receive, and to
cause others to send and receive, emails and other electronic communications to and from the
Southern District of New York and elsewhere in furtherance of that scheme.

(Title 18, United States Code, Section 1349.)

COUNT SEVEN
(Wire Fraud)

12.  From at least in or about May 2022, up to and including in or about November
2022, in the Southern District of New York and elsewhere, MAXIM MARCHENKO, the
defendant, knowingly having devised and intending to devise a scheme and artifice to defraud, and
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for obtaining money and property by means of false and fraudulent pretenses, representations, and
promises, transmitted and caused to be transmitted by means of wire, radio, and television
communication in interstate and foreign commerce, writings, signs, signals, pictures, and sounds,
for the purpose of executing such scheme and artifice, to wit, MARCHENKO engaged in a scheme
to make and cause false statements to be made to a U.S. company in order to fraudulently obtain
OLED micro-displays, and sent and received, and caused others to send and receive, emails and
other electronic communications to and from the Southern District of New York and elsewhere, in
furtherance of that scheme.

(Title 18, United States Code, Sections 1343 and 2.)

The bases for my knowledge and for the foregoing charges are, in part, as follows:

13. I have been an FBI Special Agent since in or about August 2014. I am currently
assigned to the Counterintelligence Division of the FBI’s New York Field Office, which focuses
on cases involving, among other things, sanctions evasion, export control violations, counter-
proliferation, wire fraud, bank fraud, and money laundering. During my time as an FBI Special
Agent, I have become familiar with some of the ways in which criminal actors avoid export
controls, evade sanctions, and smuggle goods and technology from the United States, and I have
participated in numerous investigations involving sanctions evasion, export control violations, and
smuggling.

14.  This affidavit is based upon my participation in the investigation of this matter,
including my conversations with law enforcement agents and other individuals, my review of law
enforcement reports and records, and my review of business records, phone records, email
communications, text messages, and draft summaries and translations of such documents,
communications, and messages. Because this affidavit is being submitted for the limited purpose
of establishing probable cause, it does not include all the facts that I have learned during the course
of my investigation. Where the contents of documents and the actions, statements, and
conversations of others are reported herein, they are reported in substance and in part, except where
otherwise indicated. Where figures, calculations, and dates are set forth herein, they are
approximate, unless stated otherwise.

Overview

15. Based on my participation in this investigation, including my conversations with
other law enforcement agents and other individuals, my review of law enforcement reports and
records, and my review of business records, shipping records, email communications and messages
obtained pursuant to judicially authorized search warrants, and draft summaries and translations
of such documents and communications, I have learned the following, in substance and in part:

a. As set forth in greater detail below, the FBI and the Bureau of Industry and
Security (“BIS”) of the U.S. Department of Commerce (“Department of Commerce”) have been
investigating an illicit procurement network responsible for smuggling sensitive U.S. technologies
out of the United States to Russia (the “Procurement Network™).

b. MAXIM MARCHENKO, the defendant, and two co-conspirators (“CC-1>
and “CC-2”), are Russian nationals who have held primary roles in operating the Procurement
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Network. As set forth in greater detail below, one of the main goals of the Procurement Network
is to fraudulently obtain large quantities of dual-use, military grade micro-electronics, specifically
dual-use OLED micro-displays manufactured by a particular American company based in
Dutchess County, New York (“Company-1,” and the “Micro-Displays™)!, for shipment to Russia.
The Micro-Displays that the Procurement Network have smuggled to Russia have civilian
applications, such as medical and veterinary imaging, digital cameras, and video games, and
military applications, such as rifle scopes, night-vision goggles, thermal optics, and other weapon
systems.

e. As described in more detail below, MARCHENKO’s primary role in the
Procurement Network is and was to maintain front companies based in Hong Kong. The
Procurement Network used MARCHENKO’s front companies to send payments to U.S
distributors, such as Company-1, in an effort to conceal the source of the funds (i.e., Russia).
Additionally, the Procurement Network used MARCHENKO’s front companies as transshipment
points between the U.S. distributors, such as Company-1, and the end users in Russia. At times,
MARCHENKO, acting on behalf of the Procurement Network, also communicated directly with
U.S. distributors on behalf of his front companies.

d. Since Russia’s invasion of Ukraine in February 2022, and the tightening of
U.S. export controls, the Procurement Network has operated with a cover story to conceal the
fact—from U.S. Government agencies and Company-1—that the Micro-Displays are and were
going to Russia. As part of the cover story, members of the Procurement Network falsely stated
to U.S. distributors, e.g., Company-1, that the Micro-Displays were not going to Russia, but instead
going to the People’s Republic of China and other countries for scientific research, knowing that
U.S. distributors like Company-1 were required to provide end user information to government
agencies, such as the U.S. Census Bureau (“Census Bureau”), Department of Commerce, and U.S.
Customs and Border Patrol (“CBP”).

e. To further bolster their cover story, members of the Procurement Network,
including MARCHENKO, arranged for transshipment points to front companies outside of Russia.
To arrange shipments to these various transshipment points, including in Hong Kong, the
Procurement Network utilized the services of a Hong Kong-based freight forwarding company
(the “Freight Forwarder”), which is known to provide freight forwarding services to Russia.

f. The Procurement Network has also used front companies in Hong Kong,
operated principally by MARCHENKO, to conceal the fact that payment for the Micro-Displays
comes from Russia. In total, between in or about May 2022 and in or about August 2023,
MARCHENKO?’s front companies have funneled a total of more than $1.6 million to the United
States in support of the Procurement Network’s efforts to smuggle the Micro-Displays to Russia.

! These Micro-Displays are subject to the Export Administration Regulations (“EAR”) and are
classified as EAR99. The EAR regulate the export of “dual use” items — items that have both a
commercial application and a military or strategic use — which could contribute to the military
potential of other nations or be detrimental to United States foreign policy or national security. See
15 C.F.R. § 730.3.
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g. Finally, over the course of their operations, members of the Procurement
Network sent messages amongst themselves about evading U.S. Government scrutiny, and the
need to “support the legend [cover story] that . . . we know nothing about Russia.”

The Defendant, CC-1, CC-2, and Relevant Entities

16. Based on my participation in this investigation, including my conversations with
other law enforcement agents and other individuals; my review of open-source materials; my
review of a November 2022 nonimmigration visa application submitted by MAXIM
MARCHENKO (the “MARCHENKO Visa Application™), the defendant, to the United States
Citizenship and Immigration Services; my review of business records, email communications and
messages obtained pursuant to judicially authorized search warrants; and draft summaries and
translations of such documents and communications, I have learned the following, in substance
and in part:

a. MARCHENKO is a Russian national who resides in Hong Kong.
MARCHENKO operates Alice Components Co. Ltd. (“Alice Components™), a Hong Kong-based
company, and is the business owner/director of Neway Technologies Limited (“Neway”). Neway
is a Hong Kong-based company that is located at an address on Castle Peak Road in Hong Kong
(the “Castle Peak Address”). MARCHENKO also operates RG Solutions Limited (“RG
Solutions™), which is located at the Castle Peak Address.

b. MARCHENKO listed a phone number ending in 1175 (the “1175 Number™)
and a particular email address (“Email Address-1”) on the MARCHENKO Visa Application.
MARCHENKO uses both the 1175 Number and Email Address-1 to communicate with CC-1.

c. CC-1 is a Russian national who works for Infotechnika, a Russia-based
electronics seller. Between at least in or about April 2019 and at least in or about January 2023,
Infotechnika used the Freight Forwarder to ship goods to Russia. Infotechnika also shared the same
physical address as NPO Electronic Systems, a Russian electronics reseller. In or about March
2022, following the Russian invasion of Ukraine, the BIS imposed further sanctions against Russia
by the addition of entities to the Entity List, including NPO Electronic Systems, for having been

involved in, contributed to, or otherwise supported the Russian security services, military and
defense sectors, and military and/or defense research and development efforts.> Additionally,

Infotechnika shares an IP address and phone number with OOO NPTC Topaz, a/k/a “NPC Topaz,”
another Russia-based company.

d. As part of the cover story engineered by the Procurement Network, CC-1
has masqueraded as an employee for SSP LTD, a Hong Kong-based company located at the Castle
Peak Address where some of MARCHENKO’s other front companies operate, as described above,
and as “Amy Chan”—a purported purchase manager for Alice Components, another one of

2 The Department of Commerce’s Entity List identifies entities for which there is reasonable
cause to believe the entities have been involved, are involved, or pose a significant risk of being
or becoming involved in activities contrary to the national security or foreign policy interests of
the United States. See 15 C.F.R. § 744 Supp. No. 4. A license is required to export any item
regulated under the EAR to an entity on the Entity List. See 15 C.F.R. §§ 744.11, 744.16.
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MARCHENKO’s front companies. I believe that CC-1 and “Amy Chan” are one and the same
for the reasons described infra in paragraph 22(c).

e As part of the Procurement Network’s efforts, CC-1 communicates with
U.S. distributors, masquerades as “Amy Chan,” and works with MARCHENKO and CC-2 to
smuggle the Micro-Displays from the United States through Hong Kong to Russia. CC-1 uses a
phone number ending in 7407 (the “7407 Number”) to communicate with MARCHENKO at the
1175 Number. CC-1 also emails, using an Infotechnika email account, MARCHENKO at Email
Address-1.

f. CC-2 is a Russian national who is a director at NPC Topaz and the
supervisor of CC-1. Additionally, CC-2 is a 25% shareholder of NPC Granat, a Russian company
in the electronics production industry. NPC Granat was placed on the Entity List by the Department
of Commerce in or about September 2016 because NPC Granat was identified as operating in
Russia’s arms or related material sector. See Exec. Order 13661; 81 Fed. Reg. 61595. As part of
the Procurement Network with MARCHENKO and CC-1, CC-2 arranges for payments from
Russian companies to MARCHENKO’s Hong Kong-based front companies. MARCHENKO then
passes along those payments to companies in the United States for, among other things, the Micro-
Displays.

Background on Applicable Export Regulations and Laws

17. Based on my training and experience, review of open-source materials, and
conversations with other law enforcement agents and individuals, I have learned the following:

a. An exporter generally must file an Electronic Export Information (“EEI”)
with the Census Bureau when the value of a commodity being exported classified under each
individual Schedule-B? number is over $2,500 or if a validated export license is required to export
the commodity (regardless of value). 15 C.F.R. § 758.1(b). An EEI “is a statement to the United
States Government that the transaction occurred as described” and includes “basic information
such as the names and addresses of the parties to a transaction.” 15 C.F.R. § 758.1(a).

b. An EEI can be filed by the U.S. Principal Party in Interest (“USPPI”) (e.g.,
the exporter), an authorized agent of the USPPI (e.g., a freight forwarder), or the Foreign Principal

Party in Interest (“FPPI”) (e.g., the ultimate consignee).
c. Typically, the carrier also files the EEI with the CBP.

d. Among other things, the EEI lists the country of the intended destination for
goods being shipped outside the United States, the ultimate consignee’s name and address, the
intermediate consignee’s name and address, and a description of the commodities to be exported.

3 Schedule-B is a U.S.-specific classification code for exporting goods from the United States. It
is administered by the Census Bureau’s Foreign Trade Division, which keeps records of exports
by country as well as the quantity and value in U.S. dollars. The Schedule-B is built upon the
first 6-digits of the international Harmonized System (HS) code, which is administered by the
World Customs Organization, and an additional 4-digits for statistical analysis.
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e. The EEI is used by the Census Bureau to collect trade statistics and by the
BIS of the Department of Commerce for export control purposes.

f. As detailed below, the Procurement Network has ordered and caused
shipments of Micro-Displays to be exported. At all relevant times the shipments of Micro-
Displays were classified under Schedule-B and valued at more than $2,500 and thus required an
EEI for export.

g. Section 4819(a)(1), Title 50, United States Code, provides, in relevant part,
that it is “unlawful for a person to violate, attempt to violate, conspire to violate, or cause a
violation of . . . any of the unlawful acts described in paragraph (2).”

h. Section 4819(a)(2)(F), Title 50, United States Code, in turn, provides, in
relevant part, that “[n]o person may make any false or misleading representation, statement, or
certification, or falsify or conceal any material fact, either directly to the Department of Commerce,
or an official of any other United States agency. . . or indirectly through any other person . . . in
connection with the preparation, submission, issuance, use, or maintenance of any export control
document or any report filed or required to be filed pursuant to the Export Administration
Regulations . . . [or] for the purpose of or in connection with effecting any export, reexport, or in-
country transfer of an item subject to the Export Administration Regulations.”

Background on the Flow of U.S.-Sourced Electronics to Russia

18.  Based on my training and experience, review of open-source materials,
conversations with other law enforcement agents and individuals, and review of and email
communications and messages obtained pursuant to judicially authorized search warrants, and
draft translations and summaries of these communications and messages, I have learned the
following

a. Russia is highly dependent on Western-sourced micro-electronics for its
military’s hardware, including components manufactured or sold in the United States. Russia
relies on third-party transshipment hubs and clandestine procurement and payment networks, such
as the Procurement Network, to secure access to such U.S.-sourced electronics.

b. Russia’s weapons systems and military platforms—including rocket
systems, drones, ballistic missiles, tactical radios, and electronic warfare devices—contain a range
of predominantly Western-sourced components and micro-electronics that are critical to their
functions.

c. On or about December 16, 2022, MAXIM MARCHENKO, the defendant,
sent CC-2 the link to an article titled, “The supply chain that keeps tech flowing to Russia.”* Based
on my review of the article, I know that the article discusses how, despite U.S. export restrictions
against Russia, especially recent restrictions on sensitive technology following Russia’s invasion
of Ukraine, the global supply chain continues to feed Russia with Western computer components
and other electronics by shipping them through other locations like Hong Kong. As described in

+ https://www.reuters.com/investigates/special-report/ukraine-crisis-russia-tech-middlemeny/.
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more detail below, I have learned that MARCHENKO shared this article during the course of the
Procurement Network’s operations.

The Procurement Network’s Operations Prior to February 2022

19.  Based on my training, experience, conversations with other law enforcement agents
and individuals, review of records and email communications maintained by Company-1, and
review of open-source materials, I have learned the following, in substance and in part:

a. In or about October 2014, Radiofid Systems (“Radiofid”), a Russia-based
company, became a customer of Company-1, which is based in Dutchess County, New York. Prior
to purchasing the Micro-Displays, Radiofid submitted a presale questionnaire to Company-1
stating that the Micro-Displays were to be used in rescue kits for Emercom Russia—a Russian
state-owned civil defense organization. Radiofid also submitted an additional presale
questionnaire in or about February 2016 and indicated that the Micro-Displays would be
incorporated into the same end product for the same end use for the same end country—i.e.,
Emercom in Russia. The email address listed on the questionnaire is the same email address as the
one provided on a 2016 nonimmigrant visa application by a computer scientist at NPC Granat.

b. Between in or about November 2017 and in or about June 2021, Radiofid
ordered from Company-1 a total of approximately 868 Micro-Displays, identified with a specific
Company-1 part number (“Part Number-17). At least some of these orders Micro-Displays were
shipped in multiple shipments to Radiofid to the attention of “Maxim” at the Castle Peak Address.
The 1175 Number was listed as the phone number for “Maxim.”

C. Between in or about November 2017 and in or about July 2021, Radiofid
ordered from Company-1 a total of approximately 4,350 Micro-Displays, identified with a specific
Company-1 part number (“Part Number-2"). At least some of these orders Micro-Displays were
shipped in multiple shipments to Radiofid to the attention of “Maxim” at the Castle Peak Address.
The 1175 Number was listed as the phone number for “Maxim.”

d. In internal records, Company-1 categorized Radiofid’s 2020 and 2021
orders of the Micro-Displays as “Military.”

e. In or about October 2021 and in or about December 2021, Neway—one of
the Hong Kong-based front companies associated with MAXIM MARCHENKO, the defendant—
wired a total of approximately $136,630 to Company-1 for some of Radiofid’s prior orders.

f. Because the items identified by Part Number-1 and Part Number-2 listed
above were shipped to a “Maxim™—a reference to the defendant’s first name—at an address and
phone number associated with MARCHENKO, and because payment was remitted by
MARCHENKO?’s front company, Neway, I believe that at least some of the Radiofid orders of
Micro-Displays from Company-1 were shipped to and paid for by MARCHENKO on behalf of
organizations and end users in Russia, i.e., Radiofid and Emercom.

20.  Based on my review of draft translations of messages sent or received by MAXIM
MARCHENKO, the defendant, I have learned that during the time period of the Radiofid orders
MARCHENKO exchanged several messages with CC-1 and CC-2 that referenced Company-1,
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Part Number-1, Part Number-2, payment to Company-1, and tracking information for packages
shipped by Company-1 from Dutchess County, New York. For example:

a. In or about December 2018, MARCHENKO informed CC-2 that Company-
1 had received the payment. A few weeks later, CC-2 sent MARCHENKO the following message:
“[Part Number-2] 1100pcs.” In or about November 2020, CC-2 sent MARCHENKO a message
and referenced 65 Micro-Displays from Company-1.

b. On or about June 16, 2021, CC-1 sent MARCHENKO the following
message: “Hi! [Company-1] has shipped us, I don’t have any documents yet but I have a track -
1ZV671740455295558.” Based on my training, experience, participation in this investigation, and
the fact that the message references shipping and “track,” I believe that the alphanumerical number
provided is a tracking number for a Company-1 shipment.

c. On or about December 6, 2021, MARCHENKO sent the following message
to CC-1, which appears to be a message that MARCHENKO received from the vice president of
a foreign bank: “Dear Maxim, Since the word ‘ELECTRONIC COMPONENTS’ was an entity hit
the sanctions, going forward please avoid using it. You can use the short form ‘Elect Comp’
instead.” Based on my training, experience, and participation in this investigation, I believe the
bank employee is advising MARCHENKO how to avoid sanctions. Two days later,
MARCHENKO told CC-1: “This is [Company-1].”

d. On or about December 24, 2021, CC-1 sent MARCHENKO an invoice
from Company-1 to Radiofid for the purchase of 650 Micro-Displays with Part Number-1.
Approximately one hour later, MARCHENKO sent CC-1 confirmation that Neway wire
transferred approximately $122,955 to Company-1.

e. Based on the above messages between MARCHENKO, CC-1, and CC-2,
including the references to Company-1, the inclusion of Company-1 invoices to Radiofid, and the
inclusion of tracking information for a Company-1 shipment, I believe that the Procurement
Network, specifically, MARCHENKO, CC-1, and CC-2, ordered Micro-Displays from Company-
1 prior to in or about February 2022 on behalf of organizations and end users in Russia, i.e.,
Radiofid and Emercom.

Company-1’s February 2022 Decision to Cease Business with Russian Entities

21. Based on my review of Company-1’s records and communications and my
conversations with other law enforcement agents and individuals, I have learned, in substance and
in part, the following:

a. In or about February 2022, an executive at Company-1 sent an internal
email to other employees notifying them that Company-1 and its board had decided not to sell their
products to Russian customers or to customers who ship their products to Russia. The executive
explained:

Probably more than obvious at this time, but the Company and
Board have decided it is no longer right for us to sell or ship to
Russian customers and risk that our displays will be used in devices
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that could put US or NATO forces in harm’s way, or support
Russia’s unlawful invasion of Ukraine and its human rights abuse.

b. In or about May 2022, a Company-1 employee responded to an email from
a Radiofid representative. In substance and in part, the Company-1 employee explained that
business between the United States and Russia was on hold and, Company-1 needed to wait for
the situation to resolve before it shipped their micro-displays again to Russia.

The Procurement Network Employs a Cover Story to Illicitly Gain Access to the Micro-
Displays

22.  Based on my training, experience, conversations with other law enforcement agents
and individuals, review of records and email communications maintained by Company-1, review
of open-source materials, bank records, and email communications and messages obtained
pursuant to judicially authorized search warrants, and draft summaries and translations of such
documents and communications, I have learned the following, in substance and in part:

a. Alice Components became a new customer of Company-1 shortly after
Company-1 decided it would no longer fulfill orders to Russian customers or customers who
shipped their goods to Russia. As described further below, members of the Procurement
Network—specifically, MAXIM MARCHENKO, the defendant, CC-1, and CC-2—were involved
with Alice Components orders, just as they were with Radiofid. Thus, I believe the Procurement
Network shifted to using Alice Components in an attempt to obtain the Micro-Displays because
Company-1 would no longer do business with Radiofid—a Russian entity.

b. On or about March 24, 2022, “Amy” from Alice Components submitted a
pre-sale questionnaire to Company-1 prior to purchasing the Micro-Displays. In the questionnaire,
“Amy” stated that Alice Components was a wholesale distributor of electronic components and a
contract manufacturer. Additionally, “Amy” stated that the Micro-Displays would be incorporated
into “electron microscopes” for “medical research™ and the end-user countries were listed as
“China, Hong Kong, Malaysia, [and] Europe.” Alice Components expected to purchase 3,000 to
5,000 Micro-Displays annually. “Amy Chan” signed the questionnaire as the purchase manager of

Alice Components and certified that all of the facts in the questionnaire were true and that the
Micro-Displays would not be used “for any purpose or [sent] to any end user contrary to the

representations made.”

g Based on my review of subpoena returns and pen register information from
an Internet Service Provider, I have learned that “Amy Chan” (who sometimes goes by “Amy”)
from Alice Components uses an email address with the same IP address as the phone using the
7407 Number, which is associated with CC-1. Additionally, based on my review of contact
information contained in a cloud-based account belonging to MARCHENKO, 1 have learned that
he saved the 7407 Number in the name of CC-1 at Infotechnika. Finally, after “Amy Chan” began
interacting with an undercover FBI agent, I know that the 7407 Number—used by CC-1—was
often times almost immediately in touch with MARCHENKO. For these reasons, I believe that
“Amy Chan” is a fictious online persona that CC-1 used to help illicitly procure the Micro-
Displays.
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June 2022: Alice Components Orders 500 Micro-Displays from Company-1

d. In or about June 2022, Alice Components ordered 500 Micro-Displays with
Part Number-2 from Company-1 for approximately $292,050 (the “June Order”). The invoice
listed Alice Components as the entity to be billed and the Freight Forwarder as the entity that the
displays should be shipped to. Company-1 shipped the June Order from Dutchess County, New
York to the Freight Forwarder in two shipments on or about June 30, 2022, and on or about August
4,2022. As described further below, MARCHENKO used one of his Hong Kong front companies
(RG Solutions) to mask the fact that payment for the June Order originated in Russia.

e. As set forth above, see supra Y 17(a), an EEI is a mandatory declaration
filed with the Census Bureau, CBP, and Department of Commerce, among other agencies, for all
shipments outside of the United States valued over $2,500. Among other things, the EEI lists the
country of the intended destination for goods being shipped outside the United States. Based on
the information provided to Company-1, see supra  22(d), both EEIs for the June Order (one for
the June 30, 2022 shipment and the other for the August 4, 2022 shipment) listed the destination
for the shipment as Hong Kong and the ultimate consignee as the Freight Forwarder, also in Hong
Kong.

f. As set forth in more detail, see infra 19 22(g) — (J), in or about June 2022
(i.e., when the June Order was placed), MARCHENKO received a contract for RG Solutions to
sell electronic components to MEC LLC (a Russian company); RG Solutions then received a total
of approximately $292,000 (i.e., the cost of the June Order) from NPC Topaz and that wire transfer
referenced the contract between RG Solutions and MEC LLC; and RG Solutions then wired
approximately $183,000 to Company-1. In addition, MARCHENKO sent multiple invoices to CC-
1 (at Infotechnika) from both RG Solutions and SSP LTD that billed either NPC Topaz or MEC
LLC for Micro-Displays. Based on this sequence of events, I believe that the Procurement Network
placed the June Order on behalf of a Russian end user.

g. Around the time that Alice Components placed the June Order,
MARCHENKO received a contract from a Russian company for the sale of electronic components.
Specifically, on or about June 15, 2022, CC-1 emailed a contract (in Russian and English) to

MARCHENKO. The contract was for RG Solutions, represented by MARCHENKO. to sell
“clectronic components™ to MEC LLC, a Russia-based company. The contract was to be paid out

in U.S. dollars and was to be effective until December 29, 2025. The contract contained the
following reference number: “Ne RU/30580500/00055.”

h. MARCHENKO continued to send invoices to CC-1 for the Micro-Displays.
Based on my training, experience, and involvement in this investigation, I have learned that banks
often require customers to provide additional documentation to explain large transfers of money
into or out of an account. Accordingly, I believe these invoices were designed to provide assurance
to inquiring banks for the large money transfers between MARCHENKO’s Hong Kong front
companies and the Russian end users for the products. As an example, on or about June 20, 2022,
MARCHENKO sent CC-1 at Infotechnika an invoice from RG Solutions. The invoice billed NPC
Topaz for 150 pieces of Part Number-2—a version of the Micro-Displays—which was to be
shipped to NPC Topaz at an address located in Russia. As another example, between in or about
June 2022 and in or about November 2022, MARCHENKO sent CC-1 at Infotechnika five
invoices from SSP LTD (one of MARCHENKO’s Hong Kong-based front companies) or RG
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Solutions to MEC LLC for a total of approximately 959 Micro-Displays, identified with Part
Number-2, for approximately $1.9 million.

i. Following the June Order, MARCHENKUO received several messages from
CC-1 and CC-2 that referenced the June Order. For example, on or about June 20, 2022, CC-2
messaged MARCHENKO: “Hi. Today I sent you 58 ( your [sic] orders) and 292 ( to [sic] pay for
displays with RG), I think the bank will pay for the week.” Based on my training, experience, and
participation in this investigation, I believe “292” is a reference to the approximately $292,050
that Alice Components owed Company-1 for the June Order. As another example, a few days later,
CC-1 emailed MARCHENKO an invoice from Company-1 to Alice Components for the June
Order and asked that MARCHENKO pay the invoice. CC-1 also told MARCHENKO: “Be sure
to pay from RG Solutions Limited.”

j- Shortly thereafter, on or about June 23 and 27, 2022, RG Solutions received
two wire transfers totaling $292,000 (each wire was for $146,000) from OOO NPTC TOPAZ,
where CC-2 is a director. The wire transfers listed a Russian address for OOO NPTC TOPAZ. The
wire transfers both contained the following text: “PAYMENT UNDER THE CONTRACT
RU/30580500/00045 OF 20.05.2022,PROFORMA INVOICE RG 201706128 OF 20.06.2022
CONSUMER GOODS.” Based on my participation in this investigation, I know that the contract
reference number in this wire transfer information is nearly identical (but for one digit) to the
reference number for the contract between RG Solutions and MEC LLC described in
paragraph 22(g) above. On or about June 28, 2022, CC-1 messaged MARCHENKO to confirm
that funds had been sent to him to pay Company-1: “The money to pay for [Company-1] has gone
from us.”

k. On or about June 29 and 30, 2022, Company-1 received two wire transfers
to its U.S. bank account from RG Solutions, located in Hong Kong, for a total of approximately
$183,000. On those days, MARCHENKO sent CC-1 wire transfer confirmations of payments from
RG Solutions to Company-1. Based on this sequence of events, and my involvement in this
investigation, I believe the money to pay for the Micro-Displays, which were falsely represented
as not going to Russia, were paid for by CC-1 and CC-2 from Russia.

August 2022: Alice Components Attempts to Order 2,000 More Micro-Displays from
Company-1

1. On or about July 1, 2022, CC-1 (posing as Amy) requested on behalf of
Alice Components that an account manager at Company-1 (the “Account Manager™) provide a
quote for 2,000 Micro-Displays. The Account Manager asked CC-1: “Please confirm this does not
include Russia or Ukraine for end country.” CC-1 replied: “I confirm that this does not include
Russia or Ukraine for end country.”

m. On or about August 26, 2022, Company-1 issued an invoice to Alice
Components for an order of 2,000 Micro-Displays with Part Number-2 for a total of $1,038,400
(the “August Order”). The August Order was to be shipped to the Freight Forwarder. CC-1 later
forwarded this invoice to MARCHENKO and, in substance and in part, asked that he pay the
invoice from RG Solutions.
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n. In or about September 2022, CC-1 sent MARCHENKO the following
messages about the August Order:

CC-1: Can you pay us [Company-1] with RG solution ?
[sic]

CC-1: Hi! On [Company-1] how to start paying - very
waiting for payment . It is obligatory from rg solution
to send them . [sic]

0. Alice Components and CC-1 continued to falsely represent to Company-1
that the end users of the Micro-Displays were not in Russia. For example, on or about September
12, 2022, CC-1 re-submitted a presales questionnaire for Alice Components to Company-1 to
provide information regarding the ultimate consignee, which was listed as the National Health
Commission of the People’s Republic of China. The questionnaire provided the same ultimate
production application information as the March 2022 questionnaire—i.e., that the Micro-Displays
were to be incorporated into electron microscopes for medical research and the end-user countries
were China, Hong Kong, Malaysia, and Europe. As another example, in or about September 2022,
CC-1 and the Account Manager exchanged emails regarding how Alice Components planned to
use the Micro-Displays. In substance and in part, CC-1 explained how the micro-displays would
be used in the microscope and confirmed that Alice Components would be performing the
assembly of the eyepiece board that contained the micro-displays.

p. On or about September 27 and 28, 2022, RG Solutions, located in Hong
Kong, wired a total of approximately $180,000 to Company-1’s bank account in the United States
as a deposit for the August Order.

qg-. On or about November 2, 2022, a Company-1 executive, at the direction of
law enforcement, informed CC-1 that Company-1 would not be able to fulfill Alice Components’s
order for 2,000 Micro-Displays for compliance-related reasons. The executive stated that
Company-1 would return the advance payment it had received and then referred Alice Components

to an undercover company (the “UC Company”)’, which it described as a distributor of Company-
1’s Micro-Displays. In response, CC-1 asked Company-1 to return the prior payment to an account

in the name of RG Solutions.

The Procurement Network Continues Its Efforts to Obtain the Micro-Displays Using
Misrepresentations

23.  Based on my training, experience, and conversations with other law enforcement
agents and individuals, review of records and email communications maintained by Company-1,
review of open-source materials, bank records, and email communications and messages obtained
pursuant to judicially authorized search warrants, and draft summaries and translations of such
documents and communications, I have learned the following, in substance and in part:

> An undercover company is a business or company that an undercover agent purports to exist
and operate when in fact that business does not actually exist and is part of a law enforcement
operation.
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a. On or about November 2, 2022, CC-1 (posing as “Amy Chan) emailed an
undercover FBI agent (the “UC”), who was posing as an employee of the UC Company. In the
email, CC-1 expressed an interest in purchasing 2,500 pieces of Part Number-2 (a version of the
Micro-Displays), noting that Alice Components previously purchased the parts directly from
Company-1. Approximately one week later, CC-1 emailed the UC and stated that the Micro-
Displays would be used in electron microscopes for medical research. Additionally, CC-1 stated
that the end user would be the National Health Commission of the People’s Republic of China.

Alice Components Purchases 50 Micro-Displays from the UC Company

b. On or about November 15, 2022, CC-1 emailed a purchase order form to
the UC for 50 Micro-Displays, with Part Number-2 from Company-1, for $32,500. CC-1 agreed
that Alice Components would purchase 2,450 Micro-Displays in the future. A few days later, CC-
1 emailed MAXIM MARCHENKO, the defendant, and attached an invoice from the UC Company
to Alice Components for 50 Micro-Displays from Company-1 with Part Number-2. The invoice
was for approximately $33,600. CC-1 advised that “it’s better to pay from RG Solution (you
definitely can’t from Neway).” CC-1 also attached the bank account information for the UC
Company. Based on my training, experience, and involvement in this investigation, I believe CC-
1 was telling MARCHENKO not to use “Neway” because Neway was the entity MARCHENKO
used to pay for Russia-based Radiofid purchases from Company-1. In other words, CC-1 was
warning MARCHENKO not to use “Neway” to maintain the cover that the Micro-Displays would
not be going to Russia.

& On or about November 23, 2022, the UC Company received a wire transfer
to its U.S. bank account for approximately $33,600 from Namfleg Limited (“Namfleg”), a Hong
Kong jewelry retailer at the Castle Peak Address. The Namfleg website lists Neway—with the
Castle Peak Address, which is shared by many of MARCHENKO?’s other front companies—as a
point of contact. Thus, because Neway is listed as a point of contact and because MARCHENKO
remitted payment from Namfleg after being requested to by CC-1, I believe Namfleg is another of
MARCHENKO’s Hong Kong front companies.

d. On or about November 28, 2022, CC-1 (posing as “Amy Chan”) emailed
the UC that the 50 Micro-Displays could be sent to the Freight Forwarder if the UC Company had
trouble shipping to the originally provided address.

€. On or about November 30, 2022, the UC Company shipped the 50 Micro-
Displays to the Freight Forwarder (“Shipment-1). The UC then emailed the tracking number to
CC-1 for Shipment-1. Shortly thereafter, an IP address connected to NPC Granat—the Russia-
based electronics company associated with CC-2, see supra § 16(f)—checked the tracking
information for Shipment-1. Over the next approximately three days, multiple IP address
connected to NPC Granat checked the tracking information for Shipment-1. I believe this indicates
that Alice Components was purchasing Micro-Displays, and MARCHENKO was paying for such
Micro-Displays, for provision to a company in Russia, and not the National Health Commission
of the People’s Republic of China.
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Alice Components Orders 2,450 More Micro-Displays from the UC Company

f. On or about December 1, 2022, the UC sent CC-1 an invoice from the UC
Company for 2,450 of Company-1’s Micro-Displays, referencing Part Number-2. The displays
were to be shipped to the Freight Forwarder for a total of approximately $1,594,000. CC-1 later
forwarded this invoice to MARCHENKO. That same day, CC-2 sent the following message to
MARCHENKO: “And on Monday, I’ll start sending $1.6 million to pay [Company-1].”
MARCHENKO and CC-2 then began discussing specifically how CC-2 would pay
MARCHENKO, with CC-2 asking “[h]Jow much can I pay per SSP”—a reference to SSP LTD,
one of MARCHENKO’s Hong Kong front companies. MARCHENKO responded: “up to 300k
usd,” and CC-2 responded, in part, that he was “going down the beaten path: old bank-small
payments.” Based on my training, experience, and involvement in this investigation, I believe CC-
2 was telling MARCHENKO that he (CC-2) would pay MARCHENKO for the Micro-Displays
from his Russian bank accounts like he had previously. See supra § 22(i), (j). Indeed, two weeks
later, CC-2 messaged MARCHENKO that he, in fact, had made a payment of “100k.”

g. Between in or about December 2022 and in or about February 2023, Alice
Components made fourteen separate wire transfers from the Hong Kong-based accounts of several
of MARCHENKO’s front companies—Namfleg, SSP Limited, and RG Solutions—to the UC
Company’s bank account located in Manhattan, New York, as displayed below. In total, Alice
Components transferred approximately $1,333,294.85.

Date Entity Sending Wire Amount
November 25, 2022 Namfleg $33,594.85
December 13, 2022 RG Solutions $99,980.00
December 15, 2022 RG Solutions $99,980.00
December 19, 2022 RG Solutions $99,980.00
December 19, 2022 RG Solutions $99,980.00
December 21, 2022 RG Solutions $99,980.00
December 21, 2022 RG Solutions $99,980.00
December 22, 2022 RG Solutions $99,980.00
December 28, 2022 RG Solutions $99,980.00

January 27,2023 SSP Limited $99,972.00
January 31, 2023 SSP Limited $99,972.00
February 2, 2023 SSP Limited $99,972.00
February 3, 2023 SSP Limited $99,972.00
February 8, 2023 SSP Limited $99.972.00
Total: $1,333,294.85
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h. In addition to attempting to conceal the true source of funds from the UC
Company by using MARCHENKO’s Hong Kong companies to send the payments, just as they
had for the June Order and August Order from Company-1, members of the Procurement Network
continued to make misrepresentations in support of their cover story that the Micro-Displays were
not going to Russia. For example, on or about January 30, 2023, CC-1 (posing as “Amy”)
submitted a “Statement By Ultimate Consignee and Purchaser,” also known as a Form BIS-711.,°
to the UC Company. The Form contained an explicit warning that the “making of any false
statements or concealment of any material fact in connection with [the Form BIS-711] may result
in imprisonment or fine.” CC-1 stated that the Micro-Displays were to be used in ophthalmological
microscopes and “glasses 3D visualization for the microscopes.” The end-user countries were
listed as “China, HK [Hong Kong], Malaysia, Europe”—i.e., not Russia.

i. On or about February 14, 2023, the UC informed CC-1 (posing as “Amy
Chan”) that a shipment containing 700 of the 2,450 remaining Micro-Displays (“Shipment-27) had
been shipped and provided the shipment tracking information. Over the next approximately three
days, IP addresses associated with NPC Granat (the Russian company) checked the tracking
information for Shipment-2. Shortly thereafter, on or about March 2, 2023, CC-1 messaged
MARCHENKO and asked him to send $294,000 to the UC Company.

The Procurement Network Makes Overt Attempts to Evade U.S. Law Enforcement Scrutiny
After Shipment-2 Is Detained

J- On or about March 4, 2023, the UC informed CC-1 (posing as “Amy Chan”)
that the Department of Commerce had detained Shipment-2 because of a concern that it would be
diverted to prohibited end users in Russia. On or about March 6, 2023, CC-1 messaged
MARCHENKO and provided MARCHENKO with the name and phone number for the UC.

k. That day, MARCHENKO, using the 1175 Number, had a recorded phone
conversation with the UC. During that phone call, in substance and in part, MARCHENKO
identified himself as “Maxim” from “Alice Components” and stated that he worked with “Amy”—
a reference to CC-1’s fictitious persona. MARCHENKO then falsely explained that payment for
the Alice Components’ orders was coming from a third party because of a problem with the bank
account and that a lot of accounts were closed. As described above, MARCHENKO knew that this
representation was false: he and other members of the Procurement Network discussed using his
front companies in Hong Kong to obfuscate the fact that payment for the Micro-Displays came
from Russia. See supra 17 20(c), (d); 22(i); 23(c).

1. While Shipment-2 was detained, CC-1 (posing as “Amy Chan”) initially
asked the UC, on or about March 13, 2023, to ship the Micro-Displays to SSP LTD, which was
located at the Castle Peak Address in Hong Kong. Later, CC-1, who expressed frustration to the

® Form BIS-711, also known as a Statement by Ultimate Consignee and Purchaser, provides
information on the foreign importer receiving the U.S. technology and how the technology will
be used. Federal regulations require the ultimate consignee or purchaser to provider either a
statement on company letterhead with certain information or the Form BIS-711. See 15 C.F.R.
§ 748.11(c).
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UC about Shipment-2 being detained, sent an email to the UC, asking the UC Company to issue a
refund to Alice Components and provided the bank account information for SSP LTD.

m. While Shipment-2 was detained, CC-1, CC-2, and MARCHENKO
remained in contact about Shipment-2.

n. In or about July 2023, the UC informed CC-1 (posing as “Amy Chan”) that
the Department of Commerce had released Shipment-2 and that the UC Company was in
possession of it.

0. On or about August 14, 2023, the UC and MARCHENKO exchanged
several messages about the Micro-Displays that Alice Components ordered from the UC
Company:

UC: I still haven’t heard from you. I’'m not sure
where you want to go from here . . .
I’'m going to move the items from my office
to our warehouse for storage until I hear from
you.

MARCHENKO: hi, no one can come to US for pickup

MARCHENKO: can you send low value parcel by USPS

MARCHENKO: make value below 2500usd

ucC: This is over a million dollars worth of
product. Are you sure that is a good idea?

MARCHENKO: less risk

MARCHENKO: do before

MARCHENKO: split for few parcel

UcC: Where do you want me to ship them to? How
many split parcels do you want?

MARCHENKO: how its paked [sic] now?

MARCHENKO: try 100pcs first

UC: I think multiple shipment creates more risk. I
can put a paid invoice in the box for a lower
amount like you said. Who did you put on the
end user form?

MARCHENKO: below 2500usd no need
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MARCHENKO then provided the contact information for Namfleg. Based on my training,
experience, I believe, in instructing the UC to package and send the Micro-Displays in this fashion,
MARCHENKO was trying to circumvent the requirement to provide an EEI (“below 2500usd no
need”) and thus avoid reporting the true destination of these goods (Russia).

Members of the Procurement Network Sought to Avoid U.S. Government Scrutiny and
Maintain Their Cover Story

24.  Based on my training, experience, conversations with other law enforcement agents
and individuals, review of records and email communications maintained by Company-1, review
of open-source materials, bank records, and email communications and messages obtained
pursuant to judicially authorized search warrants, and draft summaries and translations of such
documents and communications, I have learned the following, in substance and in part:

a. Members of the Procurement Network were wary of U.S. Government
scrutiny of their illicit activities and openly discussed the need to maintain their cover story.

b. For instance, on or about June 29, 2022, MARCHENKO and CC-2
exchanged the following messages about actions the United States had taken against Chinese
companies that violated sanctions by supporting the Russian defense apparatus and the need for
the Procurement Network to proceed with care:

MARCHENKO: The White House blacklisted five Chinese
companies for violating sanctions by
supporting Russian military and defense
companies.

This includes Connec Electronic, King Pai
Technology, Sinno Electronics, Winninc
Electronic, and World Jetta (HK) Logistics.

— Today’s action sends a strong message to
businesses and individuals around the world
that if they seek to support Russia, the United
States will take action, — said U.S. Deputy
Secretary of Commerce Alan Esteves.

CC-2: So we’ll be even more careful

C. Similarly, on or about March 14 and 15, 2023, MARCHENKO sent
multiple messages to CC-1 about banks being sanctioned by OFAC. In particular, MARCHENKO

sent a message about an NPC Topaz transaction being returned because it was sent by a sanctioned
bank.

d. Members of the Procurement Network also discussed inventing other
fictitious covers to potentially obtain more goods from Company-1. For instance, on or about
September 30, 2022, CC-1 emailed MARCHENKO and asked him to contact Company-1 about
170 pieces of Part Number-2 (i.e., a specific version of the Micro-Displays). CC-1 instructed
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MARCHENKO to make the request from “a third party company that hasn’t passed before (can’t
be Neway, RG Solution, IRZ).” CC-1 further told MARCHENKO that the application would be a
viewfinder for an action camera and stated that the project would require 5,000 pieces in a year.
Based on my training, experience, and participation in this investigation, I believe that CC-1 asked
MARCHENKO to order more Micro-Displays from Company-1 using another one of
MARCHENKO?’s front companies and creating another false cover story that Company-1 was not
familiar with so as to avoid arousing scrutiny or suspicion for future orders.

e. Finally, on or about March 6, 2023—the day MARCHENKO reached out to the
UC to discuss the Department of Commerce detaining Shipment-2—CC-1 bluntly told
MARCHENKO that: “We support the legend that we are Alice Components and we know nothing
about Russia.” Based on my training, experience, and involvement in this investigation, I believe
CC-1 was reassuring MARCHENKO that CC-1 was committed to the cover story created by the
Procurement Network in light of U.S. Government scrutiny of the Procurement Network’s efforts
to smuggle sensitive technologies to Russia.

25. In summary, based on my training, experience, and participation in this
investigation, including, among other things, the fact that (1) prior to in or about February 2022,
MARCHENKO paid for and received at least some orders from Company-1 on behalf of Radiofid,
whose end user was listed as an entity in Russia; (2) Alice Components became a customer of
Company-1 shortly after Russia invaded Ukraine in or about February 2022 and Company-1
decided it would not sell to Russian customers or customers who shipped their goods to Russia;
(3) Alice Components used third party companies associated with MARCHENKO to pay
Company-1 and the UC Company, and these third party companies often received payment from
Russian companies prior to paying Company-1 or the UC Company; (4) MARCHENKO sent or
received messages about evading sanctions and banks returning certain transactions due to
sanctions; (5) CC-2, who is connected to Russian companies OO0 NPTC Topaz and NPC Granat,
which is on the Department of Commerce’s Entity List, messaged MARCHENKO that payment
(equal to outstanding balances Alice Components owed to Company-1 and the UC Company)
would be sent to MARCHENKO’s front company, RG Solutions; (6) CC-1 often instructed
MARCHENKO to pay Company-1 or the UC Company; (7) CC-1, in a conversation with

MARCHENKO, referred to Alice Components as a “legend”; (8) IP addresses associated with
Russian company NPC Granat checked on the status of Shipment-1 and Shipment-2 shortly after

the tracking information was provided to CC-1; (9) MARCHENKO told the UC to split the Micro-
Displays into multiple parcels and declare that the value of the package was under $2,500, likely
to avoid filing an EEI; and (10) MARCHENKO’s companies sent or received invoices, or had
contracts with, Russia-based companies for Micro-Displays, I believe members of the Procurement
Network, including MARCHENKO, falsely represented to Company-1 and the UC Company that
the Micro-Displays were destined for countries other than Russia with the belief that these false
representations would be passed along to U.S. government agencies.
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WHEREFORE, I respectfully request that a warrant be issued for the arrest of MAXIM
MARCHENKUO, the defendant, and that he be arrested, and imprisoned or bailed, as the case may
be.

,,f//‘ ,'Y//_’.< » ./Ll\ /‘; /“
JASON WAKE
Special Ag{ent
Federal Bureau of Investigation

Sworn to me this 25th day of August, 2023.

(\Zzgwgc‘/}? ("7. 7 (“é » 77(,¢7
THE HONORABLE JUDITH C. McCARTHY
United States Magistrate Judge
Southern District of New York
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U.S. Department of Justice

United States Attorney
Eastern District of New York

271 Cadman Plaza East
Brooklyn, New York 11201

December 13, 2022

By ECF

The Honorable Hector Gonzalez
United States District Judge
Eastern District of New York
225 Cadman Plaza East
Brooklyn, New York 11201

Re:  United States v. Yevgeniy Grinin et al.
Docket No. 22-CR-409 (S-1) (HG)

Dear Judge Gonzalez:

The government writes regarding bail for defendants Alexey Brayman and
Vadim Yermolenko, who have been arrested and charged in the above-referenced superseding
indictment (the “Superseding Indictment”). Defendant Vadim Konoshchenok has also been
taken into custody in Estonia and will undergo extradition proceedings to the United States.

The government respectfully requests that the Court set bail in the amount of
$250,000 for Brayman and $500,000 for Yermolenko, with each secured by real property or
other reliable surety. Both defendants should also be required to surrender their passports. As
described in the Superseding Indictment and herein, the defendants present flight risks and
have significant ties to foreign jurisdictions, including non-extradition countries.!

1. Relevant Background

The Superseding Indictment charges seven defendants with facilitating the
activities of the Serniya procurement network (the “Serniya Network™), which operated under
the direction of Russia’s intelligence services to acquire sensitive military and dual use
technologies for the Russian military, defense sector and research institutions. In or about
March 2022, both the U.S. Department of Commerce and the U.S. Department of the

! Detailed herein is a proffer of the relevant facts and a discussion of the applicable law

pertaining to the pretrial detention of the defendant. See United States v. LaFontaine, 210
F.3d 125, 130-31 (2d Cir. 2000) (government entitled to proceed by proffer in detention
hearings).




Treasury’s Office of Foreign Assets Control (“OFAC”) levied sanctions on several individuals
and entities in the Serniya Network. According to OFAC’s press release, the designation was
part of “its crackdown on the Kremlin’s sanctions evasion networks and technology
companies, which are instrumental to the Russian Federation’s war machine.”

One of the Serniya Network’s primary operatives in the United States was
defendant Boris Livshits, a Russian national who formerly lived in Brooklyn, New York. As
alleged in the Superseding Indictment, Livshits would interface directly with U.S. companies
and purchase export-controlled items requested by the Serniya Network for Russian end users.
In doing so, Livshits would misrepresent and omit material information to companies, banks
and government agencies, including information about how the item would be used, the
various parties involved in the transaction, and the identity of the ultimate end user. Livshits
also utilized dozens of U.S.-based front companies and bank accounts that were used to
obfuscate the role of Russian or sanctioned entities in transactions.

As described in the Superseding Indictment, the defendants Brayman and
Yermolenko worked closely with Livshits in furtherance of the scheme. Both Brayman and
Yermolenko would alter, forge, and destroy shipping documents, invoices and other business
records to unlawfully export items from the United States. Yermolenko also opened numerous
shell companies and bank accounts, made structured deposits and withdrawals, and made
material misrepresentations to U.S. financial institutions in order facilitate the scheme and
avoid detection. Brayman used his residence in New Hampshire as a frequent transshipment
point for items that were unlawfully exported from the U.S. and ultimately destined for Russia.
These shipments continued after the March 2022 sanctions were levied on the Serniya
Network.

In addition to other transshipment points throughout the world, Brayman sent
illicit shipments to Konoshchenok in Estonia, where Konoshchenok would smuggle U.S.-
origin items across the border into Russia. As described in the Superseding Indictment, during
one such attempt on October 27, 2022, Konoshchenok was detained attempting to cross into
Russia from Estonia with approximately 35 different types of semiconductors and electronic
components, including several U.S.-origin and export-controlled items ordered by Livshits.

Konoshchenok has also been repeatedly stopped by Estonian border officials
attempting to smuggle tens of thousands of rounds worth of American-made and export-
controlled ammunition into Russia, including 6.5 mm, 7 mm, .338 and .300 Winchester
Magnum rounds, which are commonly used by snipers, as well as military-grade .223 rounds.
In doing so, Konoshchenok used an Estonian front company called “Stonebridge Resources”
and communicated frequently with Livshits and other coconspirators about sourcing,
transporting and paying for the ammunition. For example, in one message, Konoshchenok
explicitly stated that he will “take the other car [with] the bullets, the shell casings.” In another
message exchange, Konoshchenok is given an order of “6.5 mm 147 gn — 1000 pcs . . . 6.5
mm 156 gn —900 pcs . .. 7 mm 190gn — 400 pcs . . . .284win — 100 pcs . . . The first three are
bullets. The fourth one is casings.” Konoshchenok is clear that his fee is “10%” because he
“can’t do less. Sanctions . . . Sanction item for 10%.” To consummate one transaction, Livshits



advised Konoshchenok to “fabricate” or “draw” the “receipt” and other documents. In another
message, Livshits asked Konoshchenok if he can “send the money to Stonebridge” and
misrepresent the purpose of the payment, “for example for auto parts.”

Konoshchenok is suspected of being an active Russian intelligence operative.
In electronic communications, Konoshchenok explicitly identified himself as a “Colonel” with
Russia’s Federal Security Service (“FSB”), the successor agency to the Soviet KGB, which
oversaw the Serniya Network. In one electronic message exchange, Konoshchenok described
how he just received a new “passport photo” and enclosed a photograph of himself wearing
his FSB uniform:

Incident with Konoshchenok’s arrest on December 6, 2022, Estonian authorities
searched a warehouse held in the name of Konoshchenok’s son and recovered approximately
375 pounds worth of ammunition.

11. Legal Standard

Under the Bail Reform Act, Title 18, United States Code, Section 3141, et seq.,
federal courts are empowered to order a defendant’s detention pending trial upon a
determination that the defendant is either a danger to the community or a risk of flight. See 18
U.S.C. § 3142(e) (a judicial officer “shall” order detention if “no condition or combination of
conditions would reasonably assure the appearance of the person as required and the safety of



any other person and the community”). A finding of risk of flight must be supported by a
preponderance of the evidence. See United States v. Jackson, 823 F.2d 4, 5 (2d Cir. 1987).

In addition, the Bail Reform Act lists the following factors to be considered in
the detention analysis: (1) the nature and circumstances of the offenses charged; (2) the weight
of the evidence against the defendant; (3) the history and characteristics of the defendant; and
(4) the nature and seriousness of the danger to any person or the community that would be
posed by the defendant’s release. See 18 U.S.C. § 3142(g). As discussed below, these factors
weigh against pretrial release and necessitate a sizable bail package.

I11. The Court Should Set Substantial and Securitized Bail

As set forth below, the factors to be considered in the detention analysis show
that the defendants present substantial risks of flight that can only be mitigated by a substantial,
fully secured bond.

The charged offenses are extremely serious. The defendants are charged with
participating in a transnational fraud, money laundering and sanctions evasion scheme
controlled by a foreign power that is actively engaged in armed conflict. While the
investigation is ongoing, the evidence amassed against Brayman and Yermolenko is
substantial, including, inter alia, (1) electronic communications between Brayman,
Yermolenko, Livshits and other coconspirators; (2) invoices, shipping documents and other
business records containing false information, including official forms filed with the
Department of Commerce and other government agencies; (3) bank and tax records reflecting
the establishment and use of shell companies and illicit money movements; and (4) items
recovered from Brayman’s residence during the execution of a court-authorized search
warrant, including documents related to export-controlled items and multiple cell phones of
Chinese or foreign origin. See, e.g., United States v. Fishenko, No. 12-CR-626, 2013 WL
3934174, at *2 (E.D.N.Y. July 30, 2013) (evidence of “pertinent recorded conversations and
email exchanges that reveal [the defendant’s] role in the conspiracy” weighed against release).
The defendants also face a significant term of incarceration should they be convicted, which
provides powerful incentive for them to flee. See, e.g., United States v. Bruno, 89 F. Supp. 3d
425, 431 (E.D.N.Y. 2015) (“When the sentence . . . upon conviction is likely to be long . . . a
defendant has stronger motives to flee.”).

While both Brayman and Yermolenko have strong ties to the United States and
their respective home districts, they both maintain significant connections to foreign countries,
and the government would have limited ability to recapture or extradite them if they were to
flee. Notably, Brayman is an Israeli citizen. While the government acknowledges that
Brayman has been aware of the investigation since the search warrant execution at his home
in October 2022, the fact that he has now been indicted necessarily increases the risk of
potential flight.



V. Conclusion

For all of these reasons, the government respectfully submits that the defendants
represent a serious risk of flight if released on bond. As such, a secured bond of at least
$500,000 for Yermolenko, a secured bond of at least $250,000 for Brayman, and surrender of
their passports and travel documents are necessary to ensure their return to court.

Respectfully submitted,

BREON PEACE
United States Attorney

By:  _/s/ Artie McConnell
Artie McConnell
Assistant U.S. Attorney
(718) 254-7000

cc:  Clerk of Court (by ECF)
Defense Counsel (by email)
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UNITED STATES DISTRICT COURT

for the

Eastern District of New York

United States of America

V. )
YEVGENIY GRININ et al ) Case No. 22-CR-409 (HG)
)
)
)
)
Defendant
ARREST WARRANT
To: Any authorized law enforcement officer

YOU ARE COMMANDED to arrest and bring before a United States magistrate judge without unnecessary delay

(name of person to be arrested)  \/ADIM KONOSHCHENOK ,
who is accused of an offense or violation based on the following document filed with the court:

@ Indictment O Superseding Indictment O Information (O Superseding Information [ Complaint
(0 Probation Violation Petition (O Supervised Release Violation Petition O Violation Notice [ Order of the Court

This offense is briefly described as follows:

Title 18, United States Code, Section 371 (conspiracy to defraud to the United States); Title 50, United States Code,
Section 4819(a) (conspiracy to violate the Export Control Reform Act); and Title 18, United States Code, Section 554(a)
(smuggling goods from the United States);

Date: 12/06/2022

Issuing officer’s signatire 7
City and state: _Brookiyn, New York _— I

Printed name and title _

Return

This warrant was received on (date) , and the person was arrested on (date)
at (city and state)

Date:

Arresting officer's signature

Printed name and title
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UNITED STATES DISTRICT COURT
EASTERN DISTRICT OF NEW YORK

UNITED STATES OF AMERICA
- against -

YEVGENIY GRININ,
ALEKSEY IPPOLITOV,
BORIS LIVSHITS,
SVETLANA SKVORTSOVA,
VADIM KONOSHCHENOK,
ALEXEY BRAYMAN and
VADIM YERMOLENKO,

Defendants.

THE GRAND JURY CHARGES:

INTRODUCTION

[

FILED

IN CLERK'S OFFICE
U.S. DISTRICT COURT E.D.N.Y.

S DECO5 222

BROOKLYN OFFICE

SUPERSEDING
INDICTMENT

Cr. No. 22-409 (S-1) (HG)

(T. 13, U.S.C., § 305(a)(1); T. 18,
U.S.C., §§ 371, 554, 981(a)(1)(C),
982(a)(1), 982(a)(2), 982(b)(1), 1343,
1349, 1956(h), 1957(a), 1957(b),
1957(d)(1), 2 and 3551 et seq.; T. 21,
U.S.C., § 853(p); T. 28, U.S.C.,

§ 2461(c); T. 50, U.S.C., §§ 4819(a)(1),
4819(a)(2)(A)-(G), 4819(b),
4819(d)(1), 4819(d)(2), 1705(a) and
1705(c); T. 15, C.F.R., §§ 736.2(b)(1)
and 746.8(a)(1))

At all times relevant to this Superseding Indictment, unless otherwise

indicated:

1. The Serniva Procurement Network

| 000! Serniya Engineering (“Serniya”) was a wholesale machinery

and equipment company based in Moscow, Russia. Serniya headed an illicit procurement

network operating under the direction of Russia’s intelligence services (collectively, the

. “000” is the abbreviation for the Russian business entity type, “cbmectso ¢

OrpaHHYEHHOM OTBETCTBEHHOCTHIO,” Which means limited private company and is roughly
the equivalent of a limited liability company or LLC in the United States.



“Serniya Network™), which evaded U.S. and Western sanctions to acquire sensitive military

grade and dual use technologies, including advanced semiconductors, for the Russian

military, defense sector and research institutions. The Serniya Network’s clients included
the following Russian companies and entities: State Corporation Rostec, the state-owned
defense conglomerate; State Atomic Energy Corporation Rosatom (“Rosatom”); JSC
Rusnano, the state-owned nanotechnology company; the National Research Nucz&lear
University of the Moscow Engineering Physics Institute; the Ministry of Defens?e; tI'!le
Foreign Intelligence Service (“SVR™); and various components of the Federal S!tacufity
Service (“FSB”), Russia’s principal security agency and the main successor agency to the
Soviet Union’s KGB, including the Department of Military Counterintelligence and the
Directorate for Scientific and Technological Intelligence, commonly known as “Directorate
LR

2. 00O Sertal (“Sertal”) was a wholesale machinery and equipment
company based in Moscow, Russia. As described herein, Sertal operated within the Serniya
Network and in turn utilized a network of front companies, shell entities and bank accounts
throughout the world, including in the United States, to source, purchase and ship export-
controlled items from the U.S. to Russia.

3 Sertal was an FSB-accredited contractor authorized to conduct highly
sensitive and classified procurement activities. In on about August 2020, Sertal obtained a

renewal of its license from the FSB, allowing it to “carry out work related to the use of

information constituting a state secret up to the top-secret level.”? In an August 31, 2020

2 Unless otherwise indicated, all quoted communications contained herein are
translations of written or spoken Russian.



letter to the All-Russian Research Institute of Automation (“VNIIA”), a Rosatom subsidiary
that developed nuclear weapons and their components, Sertal’s General Director confirmed
the reissuance of its FSB license, stating that, “since June 2016, Sertal LL.C has successfully
performed and is performing work using information constituting a state secret . . . we
suggest that you further consider our company as a potential supplier of complex equipment,
devices and components.”

4, On or about March 3, 2022, Serniya and Sertal were added to the U.S.
Department of Commerce (“DOC”) Bureau of Industry and Security (“BIS”) Entity List (the
“Entity List”), found at Title 15, Code of Federal Regulations, part 774, Supplement Number
4. The Entity List imposed additional license requirements and export restrictions due to a
determination that the entities included on the list had engaged in activities contrary to U.S.
national security or foreign policy interests. BIS added Serniya and Sertal to the Entity List
because of their relationship to the Russian government and in response to Russia’s invasion
of Ukraine beginning in February 2022. Specifically, BIS indicated that Serniya, Sertal and
other entities were sanctioned because they “have been involved in, contributed to, or
otherwise supported the Russian security services, military and defense sectors, and military
and/or defense research and development efforts.” 87 Fed. Reg. 13141. BIS adopted a
“policy of denial” with respect to Serniya and Sertal, indicating that BIS would not authorize
a license to export items to Serniya or Sertal.

X On or about March 31, 2022, pursuant to Executive Order 14024, the
U.S. Department of the Treasury’s Office of Foreign Assets Control (*“OFAC”) designated
Serniya, Sertal and several other entities in the Serniya Network and added them to the list of

Specially Designated Nationals and Blocked Persons (the “SDN List”). According to



OFAC’s press release, the designation was part of “its crackdown on the Kremlin’s sanctions
evasion networks and technology companies, which are instrumental to the Russian
Federation’s war machine.” OFAC described Serniya as:

the center of a procurement network engaged in proliferation

activities at the direction of Russian Intelligence Services. This

network operates across multiple countries to obfuscate the

Russian military and intelligence agency end-users that rely on

critical western technology. Serniya and Moscow-based OO0

Sertal work to illicitly procure dual-use equipment and

technology for Russia’s defense sector.

6. OFAC also designated several individuals and corni:aanies operating in
the Serniya Network, including United Kingdom-based Majory LLP, United Kingdom-based
Photon Pro LLP, and Spain-based Invention Bridge SL, among others, identifying them as
“front companies utilized by Serniya to facilitate its procurement of key equipment for the

Government of the Russian Federation.”

I1. The Defendants

7. The defendant YEVGENIY GRININ was a Russian national who
resided in Russia. GRININ worked for Sertal as its Technical Director and was an
executive officer of Photon Pro LLP, a front company used by the Serniya Network. On or
about March 9, 2022, BIS added Photon Pro to the Entity List. On or about March 31, 2022,
pursuant to Executive Order 14024, OFAC added GRININ to its SDN List for “being a
leader, official, senior executive officer, or member of the board of directors of Photon Pro
LEP?

8. The defendant ALEKSEY IPPOLITOV was a Russian national who
resided in Russia. IPPOLITOV was affiliated with the All-Russian Scientific Research

Institute of Electromechanics, a Moscow-based research institute and a subsidiary of



ROSCOSMOS, the Russian state space corporation, which developed satellites and military
spacecraft. IPPOLITOV was also affiliated with the All-Russian Research Institute for
Optical and Physical Measurements (“VNIIOFI”). VNIIOFI was added to the Entity List on
April 7, 2022.

9. The defendant BORIS LIVSHITS was a Russian national who resided
in Russia and previously lived in Brooklyn, New York. LIVSHITS owned and/or controlled
several front companies that operated on behalf of the Serniya Network. These entities
conducted no actual business and were used to obfuscate the role of Russian or sanctioned
entities in transactions.

10.  The defendant SVETLANA SKOVORTSOVA was a Russian national
who resided in Russia. SKOVORTSOVA worked for Sertal as Advisor to the General
Director under the supervision of the defendant YEVGENIY GRININ.

11.  The defendant VADIM KONOSHCHENOK was a Russian national
who resided in Estonia.

12.  The defendant ALEXEY BRAYMAN was a lawful permanent resident
of the United States who resided in New Hampshire.

13.  The defendant VADIM YERMOLENKO was a United States citizen
who resided in New Jersey.

I11. The Statutory and Regulatory Background

A. The International Emergency Economic Powers Act and the
Relevant Sanctions Orders and Regulations Relating to Russia

14.  The International Emergency Economic Powers Act (“IEEPA™),

codified at Title 50, United States Code, Sections 1701 through 1708, conferred upon the



President the authority to deal with unusual and extraordinary threats to the national security
and foreign policy of the United States. Section 1705 provided, in part, that “[i]t shall be
unlawful for a person to violate, attempt to violate, conspire to violate, or cause a violation of
any license, order, regulation, or prohibition issued under this chapter.,” 50 U.S.C.

§ 1705(a).

15.  In 2014, pursuant to his authorities under the IEEPA, the President
issued Executive Order 13660, which declared a national emergency with respect to Russia’s
violation of the sovereignty of Ukraine by asserting authority over the Crimea region. To
address this national emergency, the President blocked all property and interest in property
that were then or thereafter came within the United States or the possession or control of any
United States person, of individuals determined by the Secretary of the Treasury to meet one
or more enumerated criteria. These criteria included, but were not limited to, individuals
determined to be responsible for or complicit in, or who engaged in, actions or policies that
threaten the peace, security, stability, sovereignty or territorial integrity of Ukraine; or who
materially assisted, sponsored or provided financial, material or technological support for, or
goods or services to, individuals or entities engaging in such activities. Executive Order
13660 prohibited, among other things, transferring, paying, exporting, withdrawing and
otherwise dealing in any interest in property in the United States owned by a person whose
property and interests in property were blocked (a “blocked person™), as well as the making
of any contribution or provision of funds, goods or services by a United States person to or
for the benefit of a blocked person and the receipt of any contribution or provision of funds,

goods or services by a United States person from any such blocked person.



16.  The national emergency declared in Executive Order 13660 with
respect to the situation in Ukraine remained in continuous effect since 2014 and was renewed
on March 2, 2022, following Russia’s most recent invasion of Ukraine.

17.  Onmultiple occasions, the President expanded the scope of the national
emergency declared in Executive Order 13660, including through: (1) Executive Order
13661, issued on March 16, 2014, which addressed the actions and policies of the Russian
Federation with respect to Ukraine, including the deployment of Russian Federation military
forces in the Crimea region of Ukraine; and (2) Executive Order 13662, issued on March 20,
2014, which addressed the actions and policies of the Government of the Russian Federation,
including its purported annexation of Crimea and its use of force in Ukraine. Executive
Orders 13660, 13661 and 13662 were .col]ectively referred to as the “Ukraine-Related
Executive Orders.” On February 21, 2022, the President again expanded the scope of the
national emergency, finding that the Russian Federation’s purported recognition of the so-
called Donetsk People’s Republic and Luhansk People’s Republic regions of Ukraine
contradicted Russia’s commitments under the Minsk agreements and threatened the peace,
stability, sovereignty and territorial integrity of Ukraine.

18.  The Ukraine-Related Executive Orders authorized the Secretary of the
Treasury to take such actions, including the promulgation of rules and regulations, and to
employ all powers granted to the President under the IEEPA, as necessary to catry out the
purposes of those orders. The Ukraine-Related Executive Orders further authorized the
Secretary of the Treasury to redelegate any of these functions to other offices and agencies of

the U.S. Government.



19.  To implement the Ukraine-Related Executive Orders, OFAC issued
certain Ukraine-Related Sanctions Regulations. These regulations incorporated by reference
the prohibited transactions set forth in the Ukraine-Related Executive Orders. See 31 C.F.R.
§ 589.201. The regulations also provided that the names of persons designated directly by
the Ukraine-Related Executive Orders, or by OFAC pursuant to the Ukraine-Related
Executive Orders, whose property and interests were therefore blocked, would be published
in the Federal Register and incorporated into the SDN List, published on OFAC’s website.
Id. n.1.

B. The Export Control Reform Act and Export Administration Regulations

20.  The Export Administration Regulations (“EAR”), 15 C.F.R. §§ 730-
774, were promulgated by BIS to regulate the export of goods, technology and software from
the United States. Under. the Export Control Reform Act (“ECRA”), it was a crime to
violate, attempt to violate, conspire to violate or cause a violation of any regulation, order,
license or authorization issued pursuant to the statute, including the EAR. See 50 U.S.C.

§ 4819(a)(1). Willful violations of the EAR constituted criminal offenses under the ECRA,
and carried a 20-year maximum term of imprisonment and up to a $1,000,000 fine. See 50

U.S.C. § 4819(b).

21.  Through the EAR, the BIS reviewed and controlled the export from the
United States to foreign countries of certain U.S. items. See 15 C.F.R. §§ 734.2-3. In
particular, the BIS placed restrictions on the export and re-export of items that it determined
could make a significant contribution to the military potential or nuclear proliferation of

other nations or that could be detrimental to the foreign policy or national security of the

United States. Under the EAR, such restrictions depended on several factors, including the



technical characteristics of the item, the destination country, the end user and the end use of
the item.

22.  The most sensitive items subject to the EAR controls were identified on
the Commerce Control List (“CCL”) set forth in Title 15, Code of Federal Regulations, part
774, Supplement Number 1. Items listed on the CCL were categorized by Export Control
Classification Number (“ECCN™), each of which was subject to export control requirements
depending on destination, end use and end user of the item.

23.  The BIS published the names of certain foreign persons—including
businesses, research institutions, government and private organizations, individuals and other
types of legal persons—that were subject to specific license 1'equirements for the export,
reexport and/or transfer (in-country) of specified items. These persons comprised the Entity
List found at Title 15, Code of Federal Regulations, part 774, Supplement Number 4. The
persons on the Entity List were subject to individual licensing requirements and policies
supplemental to those found elsewhere in the EAR, due to a determination that such persons
had engaged in activities contrary to U.S. national securit); and/or foreign policy interests.

24.  Inresponse to Russia’s 2022 invasion of Ukraine, the DOC imposed
new license requirements on exports to Russia. As of February 24, 2022, any item classified
under any ECCN in Categories 3 through 9 of the CCL required a license to be exported to
Russia. See 87 Fed. Reg. 12226 (Mar. 3, 2022). As of April 8, 2022, the license
requirement for export to Russia was expanded to cover all items on the CCL. See 87 Fed.
Reg. 22130 (Apr. 14, 2022). These rules were codified in Title 15, Code of Federal
Regulations, part 746.8, which stated, “a license is required, excluding deemed exports and

deemed reexports, to export, reexport, or transfer (in-country) to or within Russia or Belarus
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any item subject to the EAR and specified in any Export Control Classification Number

(ECCN) on the CCL.”

25.  Federal law required that any international shipment where a valid
export license is required or where the commodity classified is over $2,500 be logged in the
Automated Export System (“AES”) via an Electronic Export Information (“EEI”) filing.

Failure to make an EEI filing or providing false or misleading information on an EEI filing in

the AES was a violation of 13 U.S.C. § 305.

IV.  Overview of the Criminal Scheme

26.  Since at least 2017, the defendants YEVGENIY GRININ, ALEKSEY
IPPOLITOV, BORIS LIVSHITS, SVETLANA SKVORTSOVA, VADIM
KONOSHCHENOK, ALEXEY BRAYMAN, VADIM YERMOLENKO and their co-
conspirators in the Serniya Network unlawfully sourced, purchased and shipped millions of
dollars in military and sensitive dual-use technologies from U.S. manufacturers a.nd vendors
located in the Eastern District of New York and elsewhere (collectively, the “U.S.
Companies”) for Russian end users, in violation of IEEPA, ECRA and other U.S. criminal
statutes. These items included advanced electronics and sophisticated testing equipment
used in quantum computing, hypersonic and nuclear weapons development and other
military and space-based military applications.

27.  To effectuate the scheme, the defendants YEVGENIY GRININ,
ALEKSEY IPPOLITOV, BORIS LIVSHITS, SVETLANA SKVORTSOVA, VADIM
KONOSHCHENOK, ALEXEY BRAYMAN, VADIM .YERMOLENKO and their co-
conspirators made and caused to be made material misrepresentations and omissions, both

orally and in writing, with respect to invoices, end use statements, financial records and



11

shipping documents, among other items, to conceal the nature of these illicit procurement
transactions. By doing so, the defendants and their co-conspirators caused the U.S.
Companies to sell and export sensitive military and dual-use items in violation of IEEPA,
ECRA, and other U.S. laws and regulations; process and accept payments in furtherance of
such illicit transactions; and fail to file documents with the DOC, BIS and other U.S.
government entities, including license applications and required statements regarding the
ultimate consignee and purchaser. The defendants and their co-conspirators also caused
U.S. financial institutions to process millions of dollar-based payments in violation of
IEEPA, ECRA and other U.S. laws and regulations. Several of these transactions were
processed through correspondent accounts at New York City banks and within the Eastern
District of New York.

28.  To purchase and export items from the U.S. Companies, the defendants
YEVGENIY GRININ, ALEKSEY IPPOLITOV, BORIS LIVSHITS, SVETLANA
SKVORTSOVA, VADIM KONOSHCHENOK, ALEXEY BRAYMAN, VADIM
YERMOLENKO and their co-conspirators in the Serniya Network routed and layered
transactions through a variety of front companies and bank accounts located in jurisdictions
throughout the world. Specifically, items were shipped from the U.S. Companies to various
locations in the United States and Europe that corresponded to fictitious addresses registered
to shell companies controlled by the Serniya Network. Items were repackaged and
reshipped to several intermediate locations in Europe and Asia before arriving in Russia.
Common transshipment points included locations in Estonia, Finland, Germany and Hong
Kong. Payments were also layered, with money being transferred to accounts in the names

of shell companies held at different banks in jurisdictions throughout the world before
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eventually arriving in Russia. Additionally, shipping documents understated the value of
the exports from the U.S. to avoid applicable reporting requirements, thereby avoiding
additional scrutiny. Accordingly, the defendants and their co-conspirators disguised the
audit trail of shipments and payments and concealed the true Russian end users for items
purchased from the U.S. Companies.

V. The Defendants’ Involvement in the Serniya Network

29.  The defendant ALEKSEY IPPOLITOV acted as a liaison between
Serniya and Sertal on the one hand, and Russian end users in the defense and technology
sectors on the other. IPPOLITOV solicited orders from Russian end users who sought to
acquire a particular item or part from the United States. IPPOLITOV then relayed the
request to employees at Sertal and Serniya, including the defendants YEVGENIY GRININ
and SVETLANA SKVORTSOVA, who were tasked with procuring the desired component
from the U.S. Companies. TPPOLITOV oversaw the purchase and shipping of the items
from the U.S. Companies through the Serniya Network’s front companies and bank accounts.

30.  The defendants YEVGENIY GRININ and SVETLANA
SKVORTSOVA decided how to fulfill orders placed by Russian end users, including those
orders placed through the defendant ALEKSEY IPPOLITOV. GRININ and
SKVORTSOVA secured funding and shipping for the transactions, as well as assisted in
preparing documents with false and misleading information in furtherance of the scheme.
The fact that a specific item was subject to U.S. export controls and regulations was often
apparent to the conspirators. For example, in a July 25, 2019 email, a Serniya employee
asked GRININ, “[C]an you help me obtain these items [high-performance pressure

transducers] from the States? These pressure transducers fall under export controls. What
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information will be needed from me?” Similarly, a June 2020 email exchange between
GRININ, SKVORTSOVA and other Serniya and Sertal employees was titled “URGENT:
Important Announcement about US Export Regulation Changes™ and specifically described
the definition of “military end-users.”

31.  The defendants YEVGENIY GRININ and SVETLANA
SKVORTSOVA frequently tasked the defendant BORIS LIVSHITS to interface directly
with the U.S. Companies and purchase items requested by Russian end users. In doing so,
GRININ, SKVORTSOVA and LIVSHITS discussed methods to evade U.S. export controls
and other criminal laws. For example, in an email exchange on or about December 17,
2018, LIVSHITS opined to SKVORTSOVA that “complications with export [of an item
from the U.S.] will not be known until order.” After SKVORTSOVA asked for
clarification, LIVSHITS reéponded, “The same as usual—with export control and finding out
who the buyer and the final user and why it is bought, for what application. . . [a]s it was then
with the [prior transaction involving a part from a U.S. Company], it seemed harmless

»

purchase, [but still] took a month of correspondence with them.” Similarly, in an email on
or about March 15, 2022, after Serniya and Sertal were added to the BIS Entity List,
LIVSHITS wrote to SKVORTSOVA, “When ordering in the USA, the price is significantly
more expensive . . . [as well as] difficulties with export from there—[the item] is subject to
EAR.” In another instance, in response to an inquiry from a U.S. Company, LIVSHITS
asked GRININ to provide an explanation for how a particular item would be used and the
identity of the end user. After GRININ responded with a technical explanation, LIVSHITS

sent an invoice falsely listing the end user as Strandway LLC, a front company controlled by

LIVSHITS, at an address in New York City.
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32.  The defendant BORIS LIVSHITS also counseled breaking up larger
orders to avoid detection by law enforcement. For example, in response to a September 4,
2019 inquiry from the Physics Institute of the Russian Academy of Sciences (“FIAN”), the
defendant ALEXEY IPPOLITOV emailed the defendant YEVGENIY GRININ about

obtaining a “chip set” of 45 advanced semiconductors and other items from a Dallas-based

technology company (“U.S. Company 1”). On September 4, 2019, IPPOLITOV forwarded
a document from FIAN to GRININ titled “Foreign Equipment for FIAN.” GRININ, in turn,
forwarded the document to the defendant SVETLANA SKVORTSOVA, and in a September
6, 2019 email, GRININ proposed tasking the defendant BORIS LIVSHITS with helping
fulfill the order. On September 6, 2019, after GRININ and SKVORTSOVA contacted
LIVSHITS and requested a price quote, GRININ, SKVORTSOVA and LIVSHITS discussed
the requested semiconductors and other comparable items. In one email, LIVSHITS
cautioned that the part required an export license and that “you need to buy such positions
carefully, at 5-10 pieces at a time.”

33.  In another example, in a July 16, 2020 email to the defendant
SVETLANA SKVORTSOVA, LIVSHITS warned that “such a large and expensive order
would draw unwanted attention and suspicion . . . break up the order into smaller orders over
a time period.” LIVSHITS further advised that “the U.S. Department of Commerce Bureau
of Industry and Security can cause problems and deny the shipment,” and suggested that he
could order the parts from his U.S. companies, as well as entities in Estonia and Finland,
over a two- to three-week period.

34.  The defendant BORIS LIVSHITS, who spoke English, communicated

with the U.S. Companies through in-person meetings, telephonic conversations and in email
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and text exchanges. In those communications, LIVSHITS misrepresented and omitted
material information, including information about how the item would be used, the various
parties involved in the transaction, and the identity of the ultimate Russian end user.

35.  For example, the defendant BORIS LIVSHITS often used the alias
“David Wetzky” to communicate with the U.S. Companies to frustrate due diligence efforts
by the U.S. Companies. In or about April and May 2022, after Serniya and Sertal were
added to both the BIS Entity List and the SDN List, LIVSHITS used the alias to contact an
Illinois-based electronics distributor (“U.S. Company 2”) via email and inquire about
purchasing a variety of dual-use oscilloscopes, including models that were controlled by the
DOC under ECCN 3A992.a for reasons of anti-terrorism. In or about April 2022, U.S.
Company 2 sold LIVSHITS one of these oscilloscopes for approximately $25,000; invoices
and other records falsely listed “Strandway LLC” and “David Wetzky” as the purchaser and
end user of the item. The item was shipped to an address in Merrimack, New Hampshire
(the “New Hampshire Residence”), which was the home address of defendant ALEXEY
BRAYMAN. On May 9, 2022, BRAYMAN shipped a package from the New Hampshire
Residence to a location in Hamburg, Germany with the label reading “OSCILLOSCOPE —
USED, NO WARR?” and denoting the same make and model purchased from U.S. Company
2. The value of the item was falsely listed as $2,482.

36.  The defendants ALEXEY BRAYMAN and VADIM YERMOLENKO
assisted the defendant BORIS LIVSHITS in unlawfully exporting dual-use and controlled
items from the United States. Specifically, YERMOLENKO shipped packages to
BRAYMAN at the New Hampshire Residence, which was a frequent transshipment point for

items that were unlawfully exported from the United States to Russia. For example,
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regarding one shipment, LIVSHITS instructed YERMOLENKO, “We need to send DHL to
Germany, to the same company” with the items’ description falsely being listed as “Duffle
bag size L -$300” and “Duffle bag size XL - $550.” YERMOLENKO sent LIVSHITS a
shipping invoice that YERMOLENKO had signed addreésed to the New Hampshire
Residence. LIVSHITS then forwarded the invoice to the defendants YEVGENIY GRININ
and SVETLANA SKVORTSOVA.

37.  Additionally, while acting under the defendant BORIS LIVSHITS’
direction, the defendants ALEXEY BRAYMAN and VADIM YERMOLENKO altered or
destroyed shipping décuments and other business records, as well as facilitated payments in
furtherance of illicit transactions. For example, in a May 23, 2018 email to
YERMOLENKO, LIVSHITS instructed “Before sending, you need to ask your people to
open the box, take a picture and send it to me—the part itself, on both sides and the invoice
that is attached. To be sure that they sent exactly what we ordered. Throw away the
original invoice and DO NOT send it to Germany!” In another message from
YERMOLENKO to LIVSHITS on October 29, 2018, an attached invoice from the U.S.
branch of a Taiwanese technology conglomerate listed YERMOLENKO as the exporter from
a New Jersey address and stated that the item was

céntrolled by the U.S. Government and authorized for export only to

the country of ultimate destination for use by the ultimate consignee or

end-user(s) herein identified. They may not be resold, transferred, or

otherwise disposed of, to any other country or to any person other than

the authorized ultimate consignee or end-user(s), either in their original

form or after being incorporated into other items, without first

obtaining approval from the U.S. government or as otherwise
authorized by U.S. law and regulations.
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38.  Similarly, in a February 12, 2022 message, the defendant BORIS
LIVSHITS asked the defendant ALEXEY BRAYMAN to “take a photo of the contents for
me . .. and if there are financial paper there, remove them.” Later, in a March 10, 2022
communication, BRAYMAN and LIVSHITS discussed sending items to Russia through
Germany “by hook or by crook.” In another communication on May 10, 2022, BRAYMAN
asked LIVSHITS if he needed a “certificate of origin.” LIVSHITS responded, “You have to
get rid of this.” BRAYMAN confirmed, “I’'m throwing it out.” More recently, in an
August 29, 2022 message, LIVSHITS asked BRAYMAN to forge a signature on an invoice,
saying “you have to write Tate Olsen and a squiggle, as if it’s a signature.”

39.  The defendant VADIM KONOSHCHENOK, while acting under the
direction of the defendant BORIS LIVSHITS, shipped or physically smuggled U.S.-origin
items from Estonia to Russia, including dual-use electronics and other export-controlled
items. For example, on September 21, 2022, the defendant ALEXEY BRAYMAN sent a
package from the New Hampshire Residence to “Vadim Konoshchenok” at an address in
Tallinn, Estonia. The invoice described the contents as a “Prototypé Development Board
with Case,” manufactured by a software company in Texas and controlled by the DOC under
ECCN 3A992.a.

VI.  Financial Transactions in Furtherance of the Scheme

40.  The defendant BORIS LIVSHITS established and managed numerous
shell companies in the United States, including entities in the Eastern District of New York.
Specifically, LIVSHITS used agents and nominees to create fictitious corporate entities and
obtain corresponding Employer Identification Numbers (“EIN”) from the Internal Revenue

Service (“IRS™). In this manner, LIVSHITS created the following entities, several of which
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were incorporated with addresses in the Eastern District of New York: Advanced Web
Services LLC; Crossgate LLC; Crosswell LLC; Divatek Trading Inc.; Fennica Networks
LLC; FF Networks LLC; JJ Networks LLC; Palmira Networks LLC; Palmira Systems LLC;
Speedray Solutions LLC; Strand Networks LLC; Strandaway LLC; Streen LLC; Trailgate
Systems LL.C; WebForce Communications LLC; and Windwire Technologies LL.C.

41.  The defendant BORIS LIVSHITS paid agents and nominees to open
bank accounts at U.S. financial institutions in the names of these shell companies (the “U.S.
Bank Accounts™), including in the Eastern District of New York. LIVSHITS retained
control over the shell entities and the corresponding U.S. Bank Accounts for use in the
Serniya Network.

42.  The defendant VADIM YERMOLENKO obtained EINs and opened
numerous U.S. Bank Accounts for multiple shell companies. YERMOLENKO managed the
accounts at the direction of the defendant BORIS LIVSHITS, including the following ways:

(a)  Inorabout 2019, YERMOLENKO provided LIVSHITS with
YERMOLENKO’s spouse’s signature to use on IRS documents for company applications
and applications to open U.S. Bank Accounts.

(b)  Inan August 1, 2019 email to LIVSHITS, YERMOLENKO
stated, “[W]e need docs for all companies, tomorrow I’m going to open accounts.”
LIVSHITS responded by sending a list of IRS, state and other official documents for four
shell entities, including Strand Networks LLC and Trailgate Systems LLC.

(¢)  Inanemail on August 5, 2019, YERMOLENKO provided
LIVSHITS with the account names, electronic logins, passwords and answers to the security

questions for the bank accounts of five different shell companies, including Strand Networks
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LLC and Trailgate Systems LLC. Notably, several invoices exchanged between the
defendant YEVGENIY GRININ and other members of the Serniya Network listed Strand
Networks LLC as the beneficiary.

(d)  Inaseries of April 2022 emails, LIVSHITS instructed
YERMOLENKO as follows: “Here is the document of the new NJ LLC and EIN. You can
open an account. Let’s start with [a major U.S. financial institution, hereinafter “Bank 1,”
an entity the identity of which is known to the Grand Jury]. If they open an account there,
then ask them if it is possible to have an account with access to their CEO Portal, where wire
functionality and double custody with 2 RSA tokens . . . and wire limits to at least $50k/wire
and $200-300k/months.” On April 26, 2022, YERMOLENKO opened an account in the
name of “JJ Networks LL.C” at a Bank 1 branch in New Jersey. The following day,
YERMOLENKO deposited a check for $44,400.84, and immediately transferred $9,353 to
Strandway LLC, and $34,000 to Trailgate Systems, LLC—two front companies created and
controlled by LIVSHITS—and withdrew the rest of the balance in cash.

(¢)  Inan April 29, 2022 email, LIVSHITS instructed
YERMOLENKO, “You need to call, or, which would be better, go to [the bank] — you need
to find out why they won’t send the outgoing wire transfer to Iceland from Strand Networks
LLC. .. if the bank asks what the payment is for — for bicycle s.pare parts, sporting goods
and textile products.” The email attached an invoice describing the cargo as deep-sea
navigation and communications equipment.

® In a June 15, 2022 message exchange, LIVSHITS asked the
defendant ALEXEY BRAYMAN, “Is it possible for you to send my Wells Fargo token via

Fedex to Vadik [YERMOLENKO] in NJ?” After BRAYMAN confirmed, saying “yes, I
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can send it. No problem,” LIVSHITS sent YERMOLENKO’s home address and asked
BRAYMAN to “send it today.”

43.  Another agent (“Co-Conspirator 1), an individual whose identity is
known to the Grand Jury, obtained an EIN from the IRS and opened an account at a bank
located in Sheepshead Bay, Brooklyn (“Bank 2%), a financial institution the identity of which
is known to the Grand Jury, in the name of Strandway LLC (“the Strandway LLC Account”).
The Strandway LLC Account was initially funded by a payment from Advanced Web
Services, another entity controlled by the defendant BORIS LIVSHITS. LIVSHITS used
funds from the U.S. Bank Accounts to pay for items purchased from the U.S. Companies, as
well as other expenses associated with the transactions.

44,  The defendants and their co-conspirators used the U.S. Bank Accounts,
including the Strandway LLC Account, to receive funding from accounts in various foreign
jurisdictions in the names of shell companies used in the Serniya Network, including Majory
LLP, Invention Bridge SL and Photon Pro LLP, all of which were added to the SDN List
pursuant to OFAC’s March 31, 2022 designation. Funds transferred from accounts in the
names of Majory LLP, Invention Bridge SL and Photon Pro LLP into the Strandway LLC
Account were often forwarded to and disbursed soon after their receipt—sometimes on the
same day—indicating that the defendant BORIS LIVSHITS was acting as an intermediary to
disguise the audit trail and obfuscate the origin, purpose and identities of Russian end users.
The following transactions involving the Strandway LLC Account at Bank 2 were in

furtherance of the scheme:
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(@)  On September 13, 2018, the Strandway LLC Account received
$43,900 from Majory LLP. Within five days, $43,295 was disbursed to five different
individuals and entities, including other accounts in the defendant BORIS LIVSHITS’ name.

(b) On January 4, 2019, the Strandway LLC Account received

$18,300 from Majory LLP. By January 7, 2019, $18,158 had been disbursed, with one

payment to a Florida-based spectroscopy company, and two payments totaling $8,450 to
LIVSHITS. Spectroscopy equipment was heavily regulated by the U.S. government to
Russia and other countries due to its potential use in nuclear weapons development.

(c)  Onluly 1, 2019, the Strandway LLC Account received $39,900
from Majory LLP. Within two days, $39,650 had been disbursed, with $26,500 to a
technology company specializing in dual-use sonar and hydrophone equipment used for sea
navigation and avionics.

(d)  OnJuly 31, 2019, the Strandway LLC Account received
$18,550 from Majory LLP. That same day, LIVSHITS sent $18,500 to a Colorado-based
technology and research development company (“U.S. Company 3”), an entity the identity of
which is known to the Grand Jury.

(¢)  On October 6, 2020, Photon Pro LLP sent $19,810 to
LIVSHITS at the Strandway LLC Account.

§9) On October 25, 2019, the Strandway LL.C Account received
$67,445 from an Invention Bridge SL account. By November 13, 2019, $66,700 had been
disbursed to various entities, including Web Force Communications, Advanced Web

Services LLC and other accounts in the names of LIVSHITS and his agents and nominees.
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45.  The defendants and their co-conspirators used the U.S. Bank Accounts,
including the Strandway LLC Account, to make numerous purchases of dual-use
technologies from the U.S. Companies, including payments for oscilloscopes, signal
generators, spectroscopy equipment, navigation and avionics components, and other items

controlled under the EAR and other U.S. export control regulations. For example, on or

about December 12, 2020, the defendant BORIS LIVSHITS initiated a $9,900 payment from
an account held at a U.S. financial technology company in the name of LIVSHITS and the
front company Advanced Web Services. According to a supporting document, the payment
was for a dual-use oscilloscope controlled by the DOC under ECCN 3A992.a for reasons of
anti-terrorism. No export license was applied for or granted for this purchase. Moreover,
oscilloscopes typically cost far more than $9,900. Notably, the IRS maintained a transaction
reporting requirement providing that any person who, during trade or business, received
more than $10,000 in a single transaction was required report the transaction to the IRS.
VII. Falsified and Illicit Shipments Through the New Hampshire Residence

46.  In furtherance of transactions on behalf of the Serniya Network, the
defendant BORIS LIVSHITS and the defendant ALEXEY BRAYMAN repeatedly used the
New Hampshire Residence as a transshipment point for repackaging sensitive military-grade
and export-controlled items and forwarding them to intermediate locations in Europe and
Asia, from where they were transshipped to Russia. In doing so, LIVSHITS and
BRAYMAN used the New Hampshire Residence as an address of record for Strandway

LLC, and falsely listed Strandway LLC and the New Hampshire Residence as the end users

of export-controlled items.
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47.  For example, on October 22, 2019, the defendant BORIS LIVSHITS
emailed the defendant ALEXEY BRAYMAN: “[T]wo large boxes need to be sent . . . to
Germany . . . It is necessary to cut off all old labels and remove all invoices and packing lists
from the boxes that came with them originally. Leave manuals and other technical

documentation.” LIVSHITS attached shipping labels for a freight company in Hamburg,

Germany, as well as numerous falsified invoices and end use statements. One invoice
documented that U.S. Company 3 purportedly sent a “Low Noise Cesium Frequency
Synthesizer,” valued at $44,965, to “Strandway LLC Attn: David Wetsky” at the New
Hampshire Residence. The “End Use Statement” listed “Strandway LLC,” the New
Hampshire Residence, the contact name “David Wetsky,” and a contact email address
“david.wetzky|@]awsresearch.net,” along with the advisory, “[e]xport of these products is
subject to the United States Government Export Administration Regulations (EAR).” As
described above, Strandway LLC and Advanced Web Services LLC were front companies
used by LIVSHITS and the Serniya Network, and “David Wetsky” was a pseudonym used
by LIVSHITS in furtherance of the scheme.

48.  InJuly 2022, the defendant BORIS LIVSHITS attempted to purchase
for $15,564 a 3 GHz signal generator, controlled by the DOC under ECCN 3A992.a for
reasons of anti-terrorism, from an Illinois-based test equipment company (“U.S. Company
4”), an entity the identity of which is known to the Grand Jury. In an email dated July 25,
2022, LIVSHITS requested that an employee at U.S. Company 4 “please ship the generator
to our NH address” for “Strandway LLC,” and provided the address of the New Hampshire
Residence. LIVSHITS also provided U.S. Company 4 with a pro forma invoice and a Form

BIS-711 (“Statement by Ultimate Consignee and Purchaser”)—an end use statement filed
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with the DOC—Tfalsely listing Strandway LLC at the New Hampshire Residence as the
“ultimate consignee and purchaser.” The BIS-711 was signed by the defendant VADIM
YERMOLENKO, who was listed as the “Director” of Strandway LLC, and certified that the
signal generator would not be “reexported or incorporated into an end product.”

49.  The defendant ALEXEY BRAYMAN made at least four shipments of
sensitive electronic test equipment and other dual-use items from the New Hampshire
Residence to Russia after March 31, 2022, after Sertal, Serniya and the defendant
YEVGENIY GRININ were added to the SDN list. These deliveries contained
oscilloscopes, signal generators and multimeters, and included the manufacturer and part
number information, which reflected that they were all controlled by the DOC under ECCN
3A992.a. The shipments from the New Hampshire Address to a transshipment location in
Hamburg, Germany used by the Serniya Network were as follows:

(a) A multimeter on or about April 15, 2022;

(b)  An oscilloscope probe on or about April 15, 2022;

(¢)  An oscilloscope on or about on May 6, 2022; and

(d) A signal generator on or about May 10, 2022.
VIII. The Purchase of Sensitive Testing Equipment

50. In or about and between September 2019 and December 2020, the
defendants YEVGENIY GRININ, ALEKSEY IPPOLITOV, BORIS LIVSHITS and
SVETLANA SKVORTSOVA unlawfully purchased sophisticated testing equipment from a
California-based laboratory device and components manufacturer (“U.S. Company 5”), an

entity the identity of which is known to the Grand Jury. The defendants ultimately delivered
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the items to a Russian end user, using the defendant ALEXEY BRAYMAN to transship the
items through the New Hampshire Residence.

51.  On or about September 4, 2019, the defendant ALEXEY IPPOLITOV
emailed the defendant YEVGENIY GRININ and another Serniya employee “urgently”
requesting prices for several military-grade U.S.-origin items, including an analog signal
generator, a spectrum analyzer, an electromagnetic simulation solver and spectral and pulse
measurement devices. GRININ then sent an email to the defendant SVETLANA
SKVORTSOVA, with the message “let’s break it down into parts™ and suggested finding
specific prices for each item.

52.  Inor about July 2020, the defendant SVETLANA SKVORTSOVA
sent an email to the defendant BORIS LIVSHITS requesting certain parts from U.S.
Company 5. After LIVSHITS provided price quotes, SKVORTSOVA forwarded the quotes
to the defendant YEVGENIY GRININ. On September 20, 2020, SKVORTSOVA
instructed LIVSHITS to bill the front company Photon Pro LLP for the items.

53.  Packages pertaining to this shipment were then sent from U.S.
Company 5 to the defendant ALEXEY BRAYMAN at the New Hampshire Residence, with
shipping forms for each package falsely reflecting merchandise valued only at $2,640.
However, the purchase prices each exceeded $15,000. These packages were then forwarded
by BRAYMAN to a transshipping point in Germany.

54.  On November 10, 2020, the defendant YEVGENIY GRININ emailed
the defendant ALEKSEY IPPOLITOV the invoice for the order, along with shipping labels
reflecting the packages’ transshipment from Germany to GRININ in Russia. On or about

December 9, 2020, the defendant SVETLANA SKVORTSOVA emailed GRININ and
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informed him that the items had been received in Russia by the end user, a major Russian
university and scientific research facility that collaborated with Russia’s defense sector on

research and development projects.

IX. The Purchase of a Military-Grade Spectrum Analyzer

55.  In or about and between February 2022 and April 2022, the defendants
YEVGENIY GRININ, ALEKSEY IPPOLITOV, BORIS LIVSHITS and SVETLANA
SKVORTSOVA unlawfully purchased a military-grade spectrum analyzer from a Florida-
based electronics company (“U.S. Company 6”), an entity the identity of which is known to
the Grand Jury.

56.  OnFebruary 18, 2022, the defendant BORIS LIVSHITS emailed an
account executive at U.S. Company 6 and inquired about purchasing a military-grade
spectrum analyzer, which could be used to measure electromagnetic signals on the battlefield
or for countersurveillance operations and that was controlled by the DOC under ECCN
3A992.a for reasons of anti-terrorism. LIVSHITS purchased the item for $14,065 and it was
shipped to Strandway LLC and the defendant ALEXEY BRAYMAN at the New Hampshire
Residence.

57.  In an email exchange occurring on or about March 6, 2022 and March
7, 2022, the defendant BORIS LIVSHITS attempted to have a Hong Kong-based freight
forwarder send the item to Russia, saying, “I have a logistics task. Ineed to ship [the
spectrum analyzer] with DHL from US to Hong Kong to any company, which can receive it
and then ship it via Emirate or Turkish air cargo to Russia — St. Petersburg or Moscow. Can

you do this?” The freight forwarder refused LIVSHITS request, citing the portfolio of

international sanctions imposed on Russia after the invasion of Ukraine.
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58.  OnMarch 9, 2022, the defendant BORIS LIVSHITS sent the defendant

ALEXEY BRAYMAN shipping labels and other documents, directing that the spectrum
analyzer be sent from the New Hampshire Residence to a location in Hamburg, Germany

used by the Serniya Network as a transshipment point. | Notably, the certificate of origin
falsely claimed that the item originated in Malaysia, rather than in the United States.

59.  Inan email exchange between the defendant BORIS LIVSHITS and an
employee of U.S. Company 6 occurring on or about and between April 25, 2022 and April
27,2022, LIVSHITS acknowledged that the spectrum analyzer was ultimately shipped to

&

Russia—*“I’ve finally received the [spectrum analyzer] I purchased from you in February,
here in Russia”—and then complained that the device was not properly calibrated. The U.S.
Company 6 employee responded, “because of the sanctions and restrictions and our position
in this industry and our contracts, I have been strongly cautioned not to speak with you
anymore or have any dealings with your associates in the US.” LIVSHITS replied,
“regarding sanctions, I’ve purchased this unit from you not as myself, but as a US company,

with US shipping address. Hence this transaction has nothing to do with Russian-related

sanctions.”

X. The Attempts to Smuggle Electronics and Ammunition from Estonia
60. On October 27, 2022, the defendant VADIM KONOSHCHENOK was

stopped by police and border guard officers in Narva, Estonia, where he was attempting to
cross from Estonia into Russia. Inside of KONOSHCHENOK's vehicle were
approximately 35 different types of semiconductors and other electronic components, several

of which were of U.S.-origin and controlled by the DOC under ECCN 3A992.a for
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reasons of anti-terrorism. One of the items had been purchased by the defendant BORIS
LIVSHITS and shipped to KONOSHCHENOK on October 18, 2022.

61.  Also secreted in KONOSHCHENOK s vehicle were thousands of
6.5mm bullets manufactured by a Nebraska-based firearms components and manufacturing
company. The bullets were suitable for a sniper rifle and controlled under ECCN 0AS505.x.
According to the Form BIS-711 documents filed with the DOC in accordance with the export
of the sniper rounds, these bullets had ostensibly been sold to Germany, Finland,
Luxembourg and Latvia but did not disclose their ultimate re-export to Russia. Photographs

depicting some of the seized bullets are below:
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62.  On November 24, 2022, the defendant VADIM KONOSHCHENOK
was again stopped by police and border guard officers in Narva, Estonia, where he was
attempting to cross from Estonia into Russia. Inside of KONOSHCHENOK’s vehicle were
approximately twenty cases of U.S.-origin bullets controlled under ECCN 0AS505.x,

including tactical bullets and .338 military sniper rounds.

COUNT ONE
(Conspiracy to Defraud the United States)

63.  The allegations contained in paragraphs one through 62 are realleged
and incorporated as if fully set forth in this paragraph.

64. In or about and between January 2017 and December 2022, both dates
being approximate and inclusive, within the Eastern District of New York and elsewhere, the
defendants YEVGENIY GRININ, ALEKSEY IPPOLITOV, BORIS LIVSHITS
SVETLANA SKVORTSOVA, VADIM KONOSHCHENOK, ALEXEY BRAYMAN and
VADIM YERMOLENKO, together with others, did knowingly and intentionally conspire to
defraud the United States by impairing, impeding, obstructing and defeating, through
deceitful and dishonest means, the lawful functions of OFAC and BIS, both agencies of the
United States, in the enforcement of economic sanctions laws and regulations, and the
issuance of licenses relating to export of goods and the provision of financial services.

65.  In furtherance of the conspiracy and to affect its objects, within the
Eastern District of New York and elsewhere, the defendants YEVGENIY GRININ,
ALEKSEY IPPOLITOV, BORIS LIVSHITS, SVETLANA SKVORTSOVA, VADIM
KONOSHCHENOK, ALEXEY BRAYMAN and VADIM YERMOLENKO, together with

others, committed and caused to be committed, among others, the following:
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OVERT ACTS

(@)  Onorabout May 25, 2018, IPPOLITOV emailed GRININ a list
of items to be procured for the National Research Nuclear University of the Moscow
Engineering Physics Institute.

(b)  On or about September 4, 2019, IPPOLITOV emailed GRININ
about obtaining a “chip set” of 45 advanced semiconductors and other items from U.S.
Company 1.

(c) On or about September 6, 2019, GRININ and SKVORTSOVA
contacted LIVSHITS and requested a price quote for semiconductors and other comparable
items from U.S. Company 1 and other U.S. Companies.

(d) On or about July 20, 2020, IPPOLITOV, GRININ and
SKVORTSOVA received an email from an SVR official regarding an order.

(¢)  On or about September 20, 2020, SKVORTSOVA instructed
LIVSHITS to bill Photon Pro LLP, a company controlled by GRININ, for items to be
purchased from U.S. Company 5.

® On or about October 6, 2020, Photon Pro LLP, a company
controlled by GRININ, sent $19,810 to the Strandway LLC Account, controlled by
LIVSHITS.

(g)  On or about November 10, 2020, GRININ emailed IPPOLITOV
invoices and shipping labels.

(h)  On or about December 12, 2020, LIVSHITS initiated a $9,900
payment from the Strandway LLC Account for an oscilloscope controlled under ECCN

3A992.a for reasons of anti-terrorism.
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(i)  On or about February 8, 2022, LIVSHITS purchased a spectrum
analyzer from U.S. Company 6 for $14,065.

(G) On or about March 9, 2022, LIVSHITS sent BRAYMAN
shipping labels, a certificate of origin and other falsified documents regarding a spectrum

analyzer from U.S. Company 6 and directed BRAYMAN to send the spectrum analyzer to a

location in Hamburg, Germany.

(k)  On or about April 26, 2022, YERMOLENKO opened an
account in the name of “JJ Networks LL.C” at a Bank 1 branch in New Jersey.

1) On or about April 27, 2022, YERMOLENKO deposited a check
for $44,400.84 into an account in the name of “JJ Networks LL.C” at a Bank 1 branch in New
Jersey and immediately thereafter transferred $9,353 to Strandway LLC and $34,000 to
Trailgate Systems, LLC, before withdrawing of the remaining balance in cash.

(m)  On or about July 26, 2022, LIVSHITS provided a pro forma
invoice and a Form BIS-711 containing false information to U.S. Company 4.

(n) On or about September 21, 2022, BRAYMAN sent a
“Prototype Development Board with Case,” which was controlled under ECCN 3A992.a, to
KONOSHCHENOK in Estonia.

(o)  On or about October 27, 2022, KONOSHCHENQK attempted
to transport U.S.-origin electronic components controlled under ECCN 3A992.a and bullets
controlled under ECCN 0A505.x from Estonia to Russia.

(Title 18, United States Code, Sections 371 and 3551 et seq.)
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COUNT TWO
(Conspiracy to Violate IEEPA)

66.  The allegations contained in paragraphs one through 62 are realleged
and incorporated as if fully set forth in this paragraph.

67.  On or about and between March 31, 2022 and December 2022, both
dates being approximate and inclusive, within the Eastern District of New York and
elsewhere, the defendants YEVGENIY GRININ, ALEKSEY IPPOLITOV, BORIS
LIVSHITS and SVETLANA SKVORTSOVA, together with others, did knowingly and
willfully conspire to violate the IEEPA, contrary to 50 U.S.C. § 1705, Executive Order
13848 and 31 C.F.R. §§ 579.203-204.

68. It was a part and an object of the conspiracy that the defendants
YEVGENIY GRININ, ALEKSEY IPPOLITOV, BORIS LIVSHITS and SVETLANA
SKVORTSOVA, together with others, knowingly and willfully violated the IEEPA, and the
regulajcicms promulgated thereunder, to wit: GRININ, IPPOLITOV, LIVSHITS,
SKVORTSOVA, and their co-conspirators knowingly and willfully caused U.S. persons,
entities and financial institutions to provide funds, goods and services to and for the benefit
of Serniya and Sertal, and caused U.S. persons, entities and financial institutions to receive
funds, goods and services from Serniya and Sertal without first obtaining the required
approval of OFAC, contrary to Executive Order 13692 and 31 C.F.R. §§ 591.101, 591.201-
591.202.

(Title 50, United States Code, Sections 1705(a) and 1705(c); Title 18, United

States Code, Sections 3551 et seq.)
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COUNT THREE
(Bank Fraud Conspiracy)

69.  The allegations contained in paragraphs one through 62 are realleged
and incorporated as if fully set forth in this paragraph.

70.  Inor about and between January 2017 and September 2022, both dates
being approximate and inclusive, within the Eastern District of New York and elsewhere, the
defendants YEVGENIY GRININ, ALEKSEY IPPOLITOV, BORIS LIVSHITS,
SVETLANA SKVORTSOVA, ALEXEY BRAYMAN and VADIM YERMOLENKO,
together with others, did knowingly and intentionally conspire to execute a scheme and
artifice to defraud one or more financial institutions, to wit: Bank 1, Bank 2, Bank 3 and
Bank 4, entities the identities of which are known to the Grand Jury, contrary to Title 18,
United States Code, Section 1344(1).

(Title 18, United States Code, Sections 1349 and 3551 et seq.)

COUNT FOUR
(Wire Fraud Conspiracy)

71.  The allegations contained in paragraphs one through 62 are realleged
and incorporated as if fully set forth in this paragraph.

72.  In or about and between January 2017 and December 2022, both dates
being approximate and inclusive, within the Eastern District of New York and elsewhere, the
defendants YEVGENIY GRININ, ALEKSEY IPPOLITOV, BORIS LIVSHITS,
SVETLANA SKVORTSOVA, ALEXEY BRAYMAN and VADIM YERMOLENKO,
together with others, did knowingly and intentionally conspire to devise a scheme and
artifice to defraud one or more U.S. companies, to wit: U.S. Company 1, U.S. Company 2,

U.S. Company 3, U.S. Company 4, U.S. Company S and U.S. Company 6, by means of one
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or more materially false and fraudulent pretenses, representations and promises, and for the
purpose of executing such scheme and artifice, to transmit and cause to be transmitted by
means of wire communication in interstate and foreign commerce, writings, signs, signals,
pictures and sounds, to wit: electronic communications, emails and other online
communications and monetary transfers in and through the Eastern District of New York and
elsewhere, contrary to Title 18, United States Code, Section 1343.

(Title 18, United States Code, Sections 1349 and 3551 et seq.)

COUNTS FIVE THROUGH EIGHT
(Wire Fraud)

73.  The allegations contained in paragraphs one through 62 are realleged
and incorporated as if fully set forth in this paragraph.

74.  On or about the dates set forth below, all dates being approximate and
inclusive, within the Eastern District of New York and elsewhere, the defendants
YEVGENIY GRININ, ALEKSEY IPPOLITOV, BORIS LIVSHITS and SVETLANA
SKVORTSOVA, together with others, did knowingly and intentionally devise a scheme and
artifice to defraud one or more U.S. companies to wit: U.S. Company 1, U.S. Company 2,
U.S. Company 3, U.S. Company 4, U.S. Company 5 and U.S. Company 6, and to obtain
money and property from said companies and financial institutions by means of materially
false and fraudulent pretenses, representations and promises, and, for the purpose of
executing such scheme and artifice, transmitted and caused to be transmitted one or more
writings, signs, signals, pictures and sounds by means of wire communication in interstate

and foreign commerce, to wit: the wire transmissions set forth below:
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Count Approximate Date Description of Wire Transmission
of Wire
Transmission

FIVE September 13, 2018 | $43,900 wire transfer from a Majory LLP account in the
United Kingdom to the Strandway LLC Account in the
Eastern District of New York

SIX July 1, 2019 $39,900 wire transfer from a Majory LLP account in the
United Kingdom to the Strandway LLC Account in the
Eastern District of New York

SEVEN | October 16, 2019 $12,830 wire transfer from the Strandway LLC account
in the Eastern District of New York to U.S. Company 3

EIGHT | October 7, 2020 $14,344 wire transfer from the Strandway LLC account
in the Eastern District of New York to U.S. Company 5

(Title 18, United States Code, Sections 1343 and 3551 et seq.)

COUNT NINE
(Money Laundering Conspiracy)

75.  The allegations contained in paragraphs one through 62 are realleged
and incorporated as if fully set forth in this paragraph.

76.  In or about and between January 2017 and December 2022, both dates
being approximate and inclusive, within the Eastern District of New York and elsewhere, the
defendants YEVGENIY GRININ, ALEKSEY IPPOLITOV, BORIS LIVSHITS,
SVETLANA SKVORTSOVA, ALEXEY BRAYMAN and VADIM YERMOLENKO,
together with others, did knowingly and intentionally conspire to:

(a)  transport, transmit and transfer monetary instruments and funds
from one or more places in the United States to and through one or more places outside the
United States and to one or more places in the United States from and through one or more
places outside the United States, (i) with the intent to promote the carrying on of one or more

specified unlawful activities, to wit: conspiracy to violate IEEPA, conspiracy to commit wire
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fraud and wire fraud as charged in Counts Two and Four through Eight, all contrary to Title
18, United States Code, Section 1956(a)(2)(A); and (ii) which transactions in fact involved
the proceeds of unlawful activity, to wit: conspiracy to violate IEEPA, conspiracy to commit
wire fraud and wire fraud as charged in Counts Two and Four through Eight, knowing that

the monetary instruments and funds involved in the transportation, transmission and transfer

represented the proceeds of said unlawful activity, and knowing that such transportation,
transmission and transfer was designed in whole and in part to conceal and disguise the
nature, the location, the source, the ownership and the control of the proceeds of said
specified unlawful activity, all contrary to Title 18, United States Code, Section
1956(a)(2)(B)(i); and
(b)  engage in one or more monetary transactions within the United

States in criminally derived property of a value greater than $10,000 that was derived from
one or more specified unlawful activities, to wit: conspiracy to violate IEEPA, conspiracy to
commit wire fraud, and wire fraud as charged in Counts Two and Four through Eight, all
contrary to Title 18, United States Code, Section 1957(a).

(Title 18, United States Code, Sections 1956(h) and 3551 et seq.)

COUNTS TEN THROUGH THIRTEEN
(Money Laundering)

77.  The allegations contained in paragraphs one through 62 are realleged
and incorporated as if fully set forth in this paragraph.

78.  On or about and between the dates set forth below, all dates being
approximate and inclusive, within the Eastern District of New York and elsewhere, the

defendants YEVGENIY GRININ, ALEKSEY IPPOLITOV, BORIS LIVSHITS and
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SVETLANA SKVORTSOVA, together with others, did knowingly and intentionally engage
in monetary transactions, in and affecting interstate and foreign commerce, in criminally
derived property that was of a value greater than $10,000, in the approximate amounts set
forth below, and that was derived from one or more specified unlawful activities, to wit:

conspiracy to violate IEEPA, conspiracy to commit wire fraud and wire fraud as charged in

Counts Two and Four through Eight:

Count Approximate Date Description of Wire Transmission

TEN January 4, 2019 $18,300 wire transfer from a Majory LLP account
in the United Kingdom to the Strandway LLC
Account in the Eastern District of New York
ELEVEN July 31, 2019 $18,550 wire transfer from a Majory LLP account

in the United Kingdom to the Strandway LLC
Account in the Eastern District of New York

TWELVE October 25, 2019 $67.445 wire transfer from an Invention Bridge SL
account in Spain to the Strandway LLC Account in
the Eastern District of New York

THIRTEEN | October 6, 2020 $22,632 wire transfer from a Photon Pro LLP
account in Austria to the Strandway LLC Account
in the Eastern District of New York

(Title 18, United States Code, Sections 1957(a), 1957(b), 1957(d)(1), 2 and
3551 et seq.)

COUNT FOURTEEN
(Conspiracy to Violate ECRA)

79.  The allegations contained in paragraphs one through 62 are realleged
and incorporated as if fully set forth in this paragraph.
80.  Inor about and between August 13, 2018 and December 2022, both

dates being approximate and inclusive, within the Eastern District of New York and

elsewhere, the defendants YEVGENIY GRININ, ALEKSEY IPPOLITOV, BORIS
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LIVSHITS, SVETLANA SKVORTSOVA, VADIM KONOSHCHENOK, ALEXEY
BRAYMAN and VADIM YERMOLENKO, together with others, did knowingly and
willfully conspire to violate and to cause one or more violations of licenses, orders,
regulations and prohibitions issued under the Export Control Reform Act.

81. It was a part and an object of the conspiracy that the defendants
YEVGENIY GRININ, ALEKSEY [PPOLITOV, BORIS LIVSHITS, SVETLANA
SKVORTSOVA, VADIM KONOSHCHENOK, ALEXEY BRAYMAN and VADIM
YERMOLENKO together with others, would and did agree to export and cause to be
exported from the United States to Russia items on the Commerce Control List set forth in
Title 15, Code of Federal Regulations, part 774, Supplement Number 1, without having first
obtained a license for such export from the U.S. Department of Commerce.

(Title 50, United States Code, Sections 4819(a)(1), 4819(a)(2)(A)-(G) and
4819(b); and Title 15, Code of Federal Regulations, Sections 736.2(b)(1) and 746.8(a)(1))

COUNT FIFTEEN
(Smuggling Goods from the United States)

82.  The allegations contained in paragraphs one through 62 are realleged
and incorporated as if fully set forth in this paragraph.

83.  Inor about and between January 2017 and December 2022, both dates
being approximate and inclusive, within the Eastern District of New York and elsewhere, the
defendants YEVGENIY GRININ, ALEKSEY IPPOLITOV, BORIS LIVSHITS,
SVETLANA SKVORTSOVA, VADIM KONOSHCHENOK, ALEXEY BRAYMAN and
VADIM YERMOLENKO, together with others, did knowingly and fraudulently export and

send from the United States, merchandise, articles and objects, to wit: items on the
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Commerce Control List set forth in Title 15, Code of Federal Regulations, part 774,
Supplement Number 1, contrary to United States laws and regulations, to wit: Title 50,
United States Code, Section 4819(a)(1), 4819(a)(2)(A)-(G) and 4819(b) and Title 15, C.F.R.
§§ 736.2 and 746.8(a)(1), and did fraudulently and knowingly receive, conceal and facilitate
the transportation and concealment of such merchandise, articles and objects, prior to
exportation, knowing the same to Be intended for exportation contrary to such United States
laws and regulations.

(Title 18, United States Code, Section 554(a), 2 and 3551 et seq.)

COUNT SIXTEEN
(Failure to File Electronic Export Information)

84.  The allegations contained in paragraphs one through 62 are realleged
and incorporated as if fully set forth in this paragraph.

85.  In or about and between January 2017 and December 2022, both dates
being approximate and inclusive, within the Eastern District of New York and elsewhere, the
defendants YEVGENIY GRININ, ALEKSEY IPPOLITOV, BORIS LIVSHITS and
SVETLANA SKVORTSOVA, together with others, did knowingly and willfully fail to file
and cause the failure to file electronic export information through the Automated Export
System relating to the transportation of electronic items and devices that had a value of more
than $2,500 from the United States to the Russian Federation.

(Title 13, United States Code, Section 305(a)(1); Title 18, United States Code,

Sections 2 and 3551 et seq.)
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CRIMINAL FORFEITURE ALLEGATION
AS TO COUNTS TWO AND FIFTEEN

86.  The United States hereby gives notice to the defendants that, upon their
conviction of either of the offenses charged in Counts Two and Fifteen, the government will
seek forfeiture in accordance with Title 18, United States Code, Section 981(a)(1)(C) and
Title 28, United States Code, Section 2461(c), which require any person convicted of such
offenses to forfeit any property, real or personal, constituting, or derived from, proceeds
traceable to such offenses.

87.  If any of the above-described forfeitable property, as a result of any act
or omission of the defendants:

(a) cannot be located upon the exercise of due diligence;

(b) has been transferred or sold to, or deposited with, a third party;

(¢) has been placed beyond the jurisdiction of the court;

(d) has been substantially diminished in value; or

() has been commingled with other property which cannot be
divided without difficulty;
it is the intent of the United States, pursuant to Title 21, United States Code, Section 853(p),
to seek forfeiture of any other property of the defendants up to the value of the forfeitable
property described in this forfeiture allegation.

(Title 18, United States Code, Section 981(a)(1)(C); Title 21, United States

Code, Section 853(p); Title 28, United States Code, Section 2461(c))
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CRIMINAL FORFEITURE ALLEGATION
AS TO COUNTS THREE THROUGH EIGHT

88.  The United States hereby gives notice to the defendants that, upon their
conviction of any of the offenses charged in Counts Three through Eight, the government
will seek forfeiture in accordance with: (a) Title 18, United States Code, Section
981(a)(1)(C) and Title 28, United States Code, Section 2461(c), which require any person
convicted of such offense to forfeit any property, real or personal, which constitutes or is
derived from proceeds traceable to such offenses; and/or (b) Title 18, United States Code,
Section 982(a)(2), which requires any person convicted of such offenses to forfeit any
property constituting, or derived from, proceeds obtained directly or indirectly as a result of
such offenses.

89.  If any of the above-described forfeitable property, as a result of any act
or omission of the defendants:

(a)  cannot be located upon the exercise of due diligence;

(b)  has been transferred or sold to, or deposited with, a third party;

(¢)  has been placed beyond the jurisdiction of the court;

(d)  has been substantially diminished in value; or

() has been commingled with other property which cannot be
divided without difficulty;

it is the intent of the United States, pursuant to Title 21, United States Code, Section 853(p),
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to seek forfeiture of any other property of the defendants up to the value of the forfeitable
property described in this forfeiture allegation.

(Title 18, United States Code, Sections 981(a)(1)(C) and 982(a)(2); Title 21,
United States Code, Section 853(p); Title 28, United States Code, Section 2461(c))

CRIMINAL FORFEITURE ALLEGATION
AS TO COUNTS NINE THROUGH THIRTEEN

90.  The United States hereby gives notice to the defendants that, upon their
conviction of any of the offenses charged in Counts Nine through Thirteen, the government
will seek forfeiture in accordance with Title 18, United States Code, Section 982(a)(1),
which requires any person convicted of such offenses to forfeit any property, real or
personal, involved in such offenses, or any property traceable to such property.

91.  If any of the above-described forfeitable property, as a result of any act
or omission of the defendants:

(a) cannot be located upon the exercise of due diligence;
(b)  has been transferred or sold to, or deposited with, a third party;
(c)  hasbeen placed beyond the jurisdiction of the court;
(d)  has been substantially diminished in value; or
(¢)  has been commingled with other property which cannot be
divided without difficulty;
it is the intent of the United States, pursuant to Title 21, United States Code, Section 853(p),

as incorporated by Title 18, United States Code, Section 982(b)(1), to seek forfeiture of any
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other property of the defendants up to the value of the forfeitable property described in this

forfeiture allegation.

(Title 18, United States Code, Sections 982(a)(1) and 982(b)(1); Title 21,
United States Code, Section 853(p))

CRIMINAL FORFEITURE ALLEGATION
AS TO COUNT FOURTEEN

92.  The United States hereby gives notice to the defendants that, upon their
conviction of the offense charged in Count Fourteen, the government will seek forfeiture in
accordance with Title 50, United States Code, Section 4819(d)(1), which requires any person
convicted of such offense to forfeit any of the person’s property (a) used or intended to be
used, in any manner, to commit or facilitate the offense; (b) constituting or traceable to the
gross proceeds taken, obtained or retained, in connection with or as a result of the offense;
and/or (c) constituting an item or technology that was exported or intended to be exported in
violation of the Export Control Reform Act.

93.  If any of the above-described forfeitable property, as a result of any act
or omission of the defendants:

(@)  cannot be located upon the exercise of due diligence;

(b) has been transferred or sold to, or deposited with, a third party;
(c)  has been placed beyond the jurisdiction of the court;

(d)  has been substantially diminished in value; or

() has been commingled with other property which cannot be

divided without difficulty;
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it is the intent of the United States, pursuant to Title 21, United States Code, Section 853(p),
as incorporated by Title 50, United States Code, Section 4819(d)(2), to seek forfeiture of any
other property of the defendants up to the value of the forfeitable property described in this
forfeiture allegation.

(Title 50, United States Code, Sections 4819(d)(1) and 4819(d)(2); Title 21,
United States Code, Section 853(p))

CRIMINAL FORFEITURE ALLEGATION
AS TO COUNT SIXTEEN

94.  The United States hereby gives notice to the defendants that, upon their
conviction of the offense charged in Count Sixteen, the government will seek forfeiture in
accordance with Title 13, United States Code, Section 305, which requires any person
convicted of such offense to forfeit any of the person’s (a) interest in, security of, claim
against, or property or contractual rights of any kind in the goods or tangible items that were
the subject of the violation; (b) interest in, security of, claim against, or property or
contractual rights of any kind in tangible property that was used in the export or attempt to
export that was the subject of the violation; and/or (¢) property constituting, or derived from,
any proceeds obtained directly or indirectly as a result of the violation.

95.  If any of the above-described forfeitable property, as a result of any act
or omission of the defendants:

(a)  cannot be located upon the exercise of due diligence;
(b)  has been transferred or sold to, or deposited with, a third party;
(c)  has been placed beyond the jurisdiction of the court;

(d)  has been substantially diminished in value; or
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()  has been commingled with other property which cannot be
divided without difficulty;
it is the intent of the United States, pursuant to Title 21, United States Code, Section 853(p),
to seek forfeiture of any other property of the defendants up to the value of the forfeitable
property described in this forfeiture allegation.
(Title 13, United States Code, Section 305; Title 21, United States Code,
Section 853(p))

A TRUE BILL

</ FOREPERSON

ON PEAC
UNITED STATES ATTORNEY
EASTERN DISTRICT OF NEW YORK
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EASTERN DISTRICT OF NEW YORK, SS:
Nicholas Milan, being duly sworn, deposes and states that he is a Special Agent
with the Federal Bureau of Investigation, duly appointed according to law and acting as such:

Conspiracy to Violate the Export Control Reform Act

In or about and between March 2018 and December 2023, both dates being
approximate and inclusive, within the Eastern District of New York and elsewhere, the defendant
ILYA KAHN, together with others, did knowingly and willfully conspire to violate and to cause
one or more violations of licenses, orders, regulations and prohibitions issued under the Export
Control Reform Act, Title 50, United States Code, Section 4811 et seq., to wit: (a) KAHN, together
with others, did agree to export and reexport and cause to be exported and reexported from the
United States to Russia, including through Hong Kong and other locations, items on the Commerce
Control List set forth in Title 15, Code of Federal Regulations, Part 774, Supplement Number 1,

without having first obtained a license for such export from the U.S. Department of Commerce,



and (b) KAHN, together with others, did agree to export and reexport and cause to be exported
and reexported from the United States to a prohibited end user, Joint Stock Company Research
and Development Center ELVEES, which was added to the Entity List, set forth in Title 15, Code
of Federal Regulations, Part 774, Supplement Number 4, on or about March 9, 2022, items subject
to the Export Administration Regulations, without having first obtained a license for such export
from the U.S. Department of Commerce.

(Title 50, United States Code, Sections 4819(a)(1), 4819(a)(2)(A)-(G) and
4819(b); and Title 15, Code of Federal Regulations, Sections 736.2(b)(1), 736.2(b)(5), 744.10(a)
and 746.8(a)(1))

The source of your deponent’s information and the grounds for his belief are as
follows: !

INTRODUCTION AND AGENT BACKGROUND

1. I am a Special Agent with the Federal Bureau of Investigation (“FBI”’), and have
been since 2018. I am currently assigned to investigate export control violations and espionage by
foreign governments and related criminal and counterintelligence activity. Through my training,
education and experience, I am familiar with the techniques and methods of operation used by
individuals involved in intelligence and criminal activities to conceal their behavior from detection
by law enforcement authorities. I have participated in numerous investigations, during the course

of which I have conducted physical and electronic surveillance, interviewed witnesses, examined

! Because the purpose of this complaint is to set forth only those facts necessary to establish
probable cause to arrest, I have not described all the relevant facts and circumstances of which I
am aware.



financial records, executed court-authorized search warrants and used other techniques to secure
relevant information.

2. I am familiar with facts and circumstances set forth below from my participation in
the investigation, from my review of documents obtained pursuant to the investigation and from
reports of other law enforcement officers involved in the investigation. When I rely on statements
made by others, such statements are set forth only in part and in substance unless otherwise
indicated. All translations in this affidavit are preliminary drafts and subject to revision.

RELEVANT STATUTORY AND REGULATORY BACKGROUND

3. The Export Administration Regulations (“EAR”), 15 C.F.R. Parts 730-774, were
promulgated by the U.S. Department of Commerce (“DOC”), Bureau of Industry and Security
(“BIS”), to regulate the export of goods, technology and software from the United States. Under
the Export Control Reform Act (“ECRA”), it is a crime to violate, attempt to violate, conspire to
violate or cause a violation of any regulation, order, license or authorization issued pursuant to the
statute, including the EAR. See 50 U.S.C. § 4819(a)(1). Willful violations of the EAR constitute
criminal offenses under the ECRA. See 50 U.S.C. § 4819(b).

4. Through the EAR, the BIS reviews and controls the export of certain U.S. items
from the United States to foreign destinations. See 15 C.F.R. §§ 734.2-734.3. In particular, the
BIS has placed restrictions on the export and reexport of items that it has determined could make
a significant contribution to the military potential or nuclear proliferation of other nations or that
could be detrimental to the foreign policy or national security of the United States. Under the
EAR, such restrictions depend on several factors, including the technical characteristics of the

item, the destination country, the end user and the end use.



5. The most sensitive items subject to the EAR controls are identified on the
Commerce Control List (“CCL”), set forth in Title 15, Code of Federal Regulations, Part 774,
Supplement Number 1. Items listed on the CCL are categorized by Export Control Classification
Number (“ECCN”), each of which is subject to export control requirements depending on
destination, end use and end user.

6. In response to Russia’s invasion of Ukraine on February 24, 2022, the DOC
imposed new license requirements on exports to Russia. As of February 24, 2022, any item
classified under any ECCN in Categories 3 through 9 of the CCL requires a license to be exported
to Russia. See 87 Fed. Reg. 12226 (Mar. 3, 2022). As of April 8, 2022, all items on the CCL
require a license to export to Russia. See 87 Fed. Reg. 22130 (Apr. 14, 2022). These rules were
codified in Title 15, Code of Federal Regulations, Section 746.8, which states, in relevant part, “a
license is required, excluding deemed exports and deemed reexports, to export, reexport, or
transfer (in-country) to or within Russia or Belarus any item subject to the EAR and specified in
any Export Control Classification Number (ECCN) on the CCL.”

7. The BIS publishes the names of certain foreign entities — including businesses,
research institutions, government and private organizations, individuals, and other types of legal
persons — that are subject to specific license requirements for the export, reexport and/or transfer
(in-country) of specified items. These entities comprise the Entity List, which is found at Title 15,
Code of Federal Regulations, Part 774, Supplement Number 4. The entities on the Entity List are
subject to individual licensing requirements and policies supplemental to those found elsewhere
in the EAR, due to a determination that such entities have engaged in activities contrary to U.S.

national security and/or foreign policy interests. As relevant here, applications to export, reexport



or transfer (in-country) items subject to the EAR to Russian entities on the Entity List are subject
to a presumption of denial, and no license exceptions apply. See 15 C.F.R. § 744.10.

PROBABLE CAUSE

I Introduction and Summary of Probable Cause

8. U.S. law enforcement, including the FBI, is conducting a criminal investigation of
an international network of individuals and entities responsible for the illegal procurement of
sensitive technology for the benefit of the Russian government, including its military and
intelligence services.

0. As discussed further below, the evidence gathered pursuant to this investigation has
revealed that KAHN engaged in a years-long scheme to secure and export sensitive technology
from the United States for the benefit of Joint Stock Company Research and Development Center
ELVEES (hereinafter “Elvees”)?, a Russian semiconductor manufacturer whose clients include
elements of the Russian Ministry of Defense and the Federal Security Service (“FSB”), the main
successor agency to the Soviet Union’s KGB. Elvees was sanctioned by the U.S. government in
2022 because of its critical role in facilitating Russia’s military and its invasion of Ukraine. Since
at least 2017, and continuing after Elvees was sanctioned, KAHN acquired and exported sensitive
and sophisticated electronics from the United States to Russia without securing the appropriate
licenses. KAHN also facilitated the manufacturing of Elvees-designed microelectronics by a

company in Taiwan. Following Russia’s invasion of Ukraine, after which the company in Taiwan

2 Elvees has been identified by the Department of Commerce as “Electronic Computing
and Information Systems (ELVIS), a.k.a. Joint Stock Company Research and Development Center
ELVEES; and Scientific Production Center Elvis” and by the Department of Treasury as “Elvees
Research and Development Center JSC, a.k.a. Elvees R and D Center JSC; a.k.a. Elvees R&D
Center JSC; a.k.a. Joint Stock Company Scientific and Production Center Electronic Computing
and Information Systems; a.k.a. JSC SPC Elvis.”



would no longer ship the technology to Russia, KAHN arranged for the technology to be sent to
the United States. KAHN then re-exported the technology to Elvees in Russia through Hong Kong
and other transshipment points in violation of export regulations. KAHN has engaged in
substantial fraudulent conduct to obscure his involvement with a sanctioned Russian entity and to
evade U.S. export regulations.

11. Background on KAHN and Elvees

10.  KAHN is a dual U.S.-Israeli citizen who resides primarily in Israel and occasionally
travels to the United States. KAHN is the president and sole owner of Senesys Incorporated
(“Senesys”), which is described in California state filings as a “security software development”
business. The company lists an address in California as its address of record. The Senesys website
states that the company includes “Al and video analytics developers, security experts, and network
specialists” and uses a “drone-based surveillance system.”

1. KAHN is also the owner of Sensor Design Association (“SDA”), which is identified
in various business records as being located at the same California address as Senesys.? According
to its website, SDA describes itself as a “leading American company in the international market
testing of silicon wafers” and that it provides services to “Military / Avionics / Space OEM users.”
The SDA website lists an address in Brooklyn, New York as the contact address, which is a
residential apartment. In a voluntary phone interview conducted on or about May 29, 2019, a
member of KAHN’s family (hereinafter “Family Member-1") advised law enforcement that SDA

and Senesys were the same company.

3 The same California address is also listed as KAHN’s residence in public and government
databases, and appears to be a residential address. Other government documents list a different
residential address in California as KAHN’s residence.



12. Elvees is a Russian semiconductor manufacturer with close ties to the Russian
government. According to an Elvees website, www.elveesneotek.ru/en, Elvees was established
with the support of JSC Rusnano, a Russian nanotechnology company. The website claims that
Elvees has done hundreds of projects with major Russian, European and Asian companies, as well
as international airports, sea trade ports and hydroelectric power plants. Some of the Russian
entities Elvees lists as clients include sanctioned Russian energy companies such as Gazprom and
Transneft,* as well as Russia’s National Defense Control Center, which is the senior command and
control center of the Russian Ministry of Defense and the Russian Armed Forces. On the website’s
“corporate information” page, it states that Elvees has had a procurement license with the FSB
since April 28, 2023. The FSB is also sanctioned by the U.S. government.

13. On or about March 9, 2022, Elvees was added to the Entity List by the DOC.” In
addition, on or about September 15, 2022, the U.S. Department of the Treasury’s Office of Foreign
Asset Controls (“OFAC”) added Elvees to the Specially Designated Nationals and Blocked
Persons List (the “SDN List”),® which is published on OFAC’s website. In a press release on or
about September 15, 2022, in connection with the designation to the SDN List, the Department of
State described Elvees as “a Russian electronics company involved in developing electronics

components . . . [and] also produc[ing] a radar system for detecting and tracking airborne, ground,

4 See OFAC website, “U.S. Treasury Announces Unprecedented & Expansive Sanctions
Against Russia, Imposing Swift and Severe Economic Costs,” available at
https://home.treasury.gov/news/press-releases/jy0608 (last visited Dec. 10, 2023) (identifying
Gazprom and Transneft as sanctioned entities).

5 See 87 Fed. Reg. 13,141 (Mar. 9, 2022).

6

2

See OFAC website, “Russia-related Designations . . . )’ available at
https://ofac.treasury.gov/recent-actions/20220915 (last visited Dec. 12, 2023).



and surface targets.”’

Accordingly, as of March 9, 2022, goods may not be exported or reexported
from the United States to Elvees without a license from DOC. And, as of September 15, 2022, U.S.
persons—including KAHN, SDA and Senesys—are prohibited from engaging in any transactions
with or for the benefit of Elvees absent authorization from OFAC.8

14.  Since at least 2011, KAHN used SDA and Senesys to engage in the export of
microelectronics and other sophisticated technology from the United States. According to records
gathered as part of this investigation, more than 290,000 microelectronics and other items were
shipped out of the United States by SDA and Senesys between 2017 and 2023 alone.

15. KAHN’s export activity for the specific benefit of Elvees dates to at least 2012, and
KAHN has derived a substantial amount of revenue from his relationship with Elvees. According
to financial records, SDA received more than $37 million from Elvees and related entities between

2012 and 2022, including more than $2.1 million from Elvees between 2021 and 2022.

I11. KAHN’s Knowledge of U.S. Export Regulations

16.  KAHN has substantial knowledge about the laws and regulations that govern the
export of goods from the United States.
17.  For example, KAHN maintained a spreadsheet in his records, which includes an

entry from on or about January 25, 2011, that mentions the EAR, links to the then-existing DOC

7 See State Dept. website, “Targeting Russia’s Senior Officials, Defense Industrial Base,
and Human Rights Abusers,” available at https://www.state.gov/targeting-russias-senior-officials-
defense-industrial-base-and-human-rights-abusers/ (last visited Dec. 11, 2023).

8 1t is a violation of the International Emergency Economic Powers Act (“IEEPA”), 50
U.S.C. § 1701 et seq., for U.S. persons to transact with entities whose property and interests in
property are blocked pursuant to Executive Order 14024. See also 31 C.F.R. § 587.201.



website pages associated with export licensing requirements,’ and references particular ECCNs
for microelectronics of the type that KAHN often exported from the United States.

18.  Asanother example, in 2018, KAHN and Family Member-1 discussed the need for
an end-use certificate (i.e., a written certification about the identity and location of the user of the
item) when Family Member-1 attempted to purchase microelectronics associated with radar
equipment from a U.S. company.

19.  Additionally, and as discussed further below, KAHN received and completed
numerous requests from U.S. companies for end-user information, which typically included
warnings and information about U.S. export regulations.

20.  After Elvees was sanctioned in 2022, KAHN repeatedly indicated in written
communications that he was not permitted to engage in business with certain customers in Russia,
and even wrote a letter in April 2022 stating that he “cannot continue [sic] business with Elvees,”
though he did, in fact, continue doing business with and for Elvees.

21.  Despite this knowledge, KAHN repeatedly exported controlled goods from the
United States to Russia and other countries, including goods controlled for national security
reasons, without securing the proper licenses.

22.  Additionally, after Elvees was added to the Entity List in March 2022, and to the
SDN List in September 2022, KAHN continued to cause exports for which Elvees was the ultimate

end user, and to engage in other transactions for Elvees’s benefit, in violation of U.S. export

? The URLSs to the website pages in the document are no longer active but, based on my
training and experience and discussions with DOC employees, I know that the URL previously
linked to information related to export licensing requirements.
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regulations and sanctions. As discussed below, he did so through a complex series of transactions
designed to obscure his illegal activity.

IV. KAHN’s Fraudulent Scheme to Violate ECRA and Export Regulations

A. Illegal Export of U.S.-Origin Microcontroller to Russia

23. On or about March 29, 2018, KAHN received a letter from Elvees directing him to
purchase five units of a specific low power microcontroller (“U.S. Microcontroller-17)
manufactured by a U.S. company (“U.S. Company-1"’). Depicted below is the header of the letter,
which contains the Elvees name in Russian as well as a distinctive circular logo associated with

Elvees.

€22(BUC

AQO HIIL «2JIBHUC»
Otaen 0OCHaCTKH

24.  U.S. Microcontroller-1 is controlled by the DOC under ECCN 3A001.a.2.c for
national security reasons. A license was required to export this item from the United States to
Russia in 2018 and thereafter.

25.  According to order confirmation records found in the Senesys email account
associated with KAHN, on or about August 24, 2019, Senesys purchased five units of the U.S.
Microcontroller-1 from U.S. Company-1. The delivery address was an address in New Hampshire
identified as being associated at the time with SDA and Family Member-1.

26. On or about August 30, 2019, SDA issued a commercial invoice to Elvees for the
shipment of five units of the U.S. Microcontroller-1 to an address associated with Elvees in

Moscow, Russia.
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27.  According to a license history check performed by BIS, KAHN did not obtain a
license to export these or any other goods to Russia.

B. Illegal Export of Multiple U.S.-Origin Microelectronics to Sanctioned Russian
Entity Through Hong Kong Shipper

28.  According to email records, on or about and between March 16, 2022 and March
18, 2022, after Russia’s invasion of Ukraine on February 24, 2022, KAHN exchanged a series of
communications with a representative of a Hong Kong shipping company (the “Hong Kong
Shipper”). In sum and substance, the communications reveal a scheme to falsely portray the Hong
Kong Shipper as the purchaser and end user of items exported from the United States to conceal
the fact that the items were ultimately destined for Elvees in Russia. Specifically, on behalf of
Elvees, KAHN indicated that he would purchase a quantity of specific U.S.-origin network
interface controllers (the “U.S. Network Hardware”) from a U.S. supplier and requested that the
Hong Kong Shipper purchase those goods from him. KAHN also requested the Hong Kong
Shipper to purchase a radiofrequency transmitter (the “U.S. RF Transmitter”) directly from a U.S.
company.

29.  KAHN indicated to the Hong Kong Shipper that a person he identified by name
(“Named Employee-1") was directing the acquisition of these goods. According to other records
found in KAHN’s business records for SDA and Senesys, Named Employee-1 is an Elvees
employee. For example, on December 6, 2018, KAHN received a request from Elvees employees
to purchase technology from a U.S.-based business. A person with the same name as Named
Employee-1 with an “@elvees.com” email address was cc’d on this email thread.

30. Additionally, on or about March 16, 2022, another person with an “@elvees.com”

email address (“Named Employee-2”) emailed KAHN an invoice reflecting “prepayment” for the
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shipment of quantities of the U.S. RF Transmitter and U.S. Network Hardware. The invoice sent
by Named Employee-2 was drafted to appear to be from the Hong Kong Shipper, indicated that
the items were to be shipped to Russia to the attention of Named Employee-1, but billed to a
different company than Elvees. On or about that same date, March 16, 2022, KAHN sent what
appears to be the same invoice to the Hong Kong Shipper, indicating that it was an “invoice
sample,” but that the “money will be the same as in the invoice” once the transaction to acquire
the U.S. RF Transmitter and U.S. Network Hardware was completed.

31. As noted above, as of March 9, 2022, prior to these communications, Elvees was
placed on the Entity List, and therefore KAHN and the U.S. businesses that he operated were
prohibited from exporting or reexporting any goods to Elvees without a license.

32. Additionally, according to DOC records, the U.S. Network Hardware was
controlled under ECCN 5A002.a, for reasons of national security, and could not be shipped to
Russia or Hong Kong without a license during the relevant time period. The U.S. RF Transmitter
was controlled under ECCN 5A991.b, for reasons of anti-terrorism, and could not be shipped to
Russia without a license during the relevant time period.

33.  According to purchase order information found in KAHN’s business records, on or
about March 22, 2022, May 18, 2022, and May 24, 2022, KAHN purchased four units of the U.S.
Network Hardware from a U.S.-based company. KAHN requested that the items be shipped to
SDA in California. On or about March 29, 2022 and May 3, 2022, KAHN purchased five units
of the U.S. RF Transmitter from a U.S.-based company. KAHN likewise requested that the items
be shipped to SDA in California.

34. KAHN was advised by the suppliers that exporting these products might be illegal

without a proper license. Invoices for the U.S. Network Hardware sent to KAHN state that the
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U.S. Network Hardware is subject to the EAR and cannot be shipped without proper license.
Similarly, invoices for the U.S. RF Transmitter expressly stated:

THESE ITEMS ARE CONTROLLED BY THE U.S.
GOVERNMENT AND AUTHORIZED FOR EXPORT ONLY TO
THE COUNTRY OF ULTIMATE DESTINATION FOR USE BY
THE ULTIMATE CONSIGNEE OR END-USER(S) HEREIN
IDENTIFIED. THEY MAY NOT BE RESOLD, TRANSFERRED,
OR OTHERWISE DISPOSED OF, TO ANY OTHER COUNTRY
OR TO ANY PERSON OTHER THAN THE AUTHORIZED
ULTIMATE CONSIGNEE OR END-USER(S), EITHER IN
THEIR  ORIGINAL FORM OR  AFTER  BEING
INCORPORATED INTO OTHER ITEMS WITHOUT FIRST
OBTAINING APPROVAL FROM THE U.S. GOVERNMENT OR
AS OTHERWISE AUTHORIZED BY U.S. LAW AND
REGULATIONS.

(Capitalization in original).

35.  KAHN was also told by an employee of the Hong Kong Shipper that export of the
technology from the United States was not permitted without appropriate permissions.
Specifically, on or about March 16, 2022, the employee told KAHN that U.S. Network Hardware
“is forbidden to be sold to China( including HK),” a reference to Hong Kong, and that “if you ship
this time from USA to me, it will be a problem.” On or about March 17, 2022, KAHN received
another email from the representative of the Hong Kong Shipper, stating that the U.S. RF
Transmitter also could not be shipped “to China” and that it was likely “because it has military
use.”

36.  Notwithstanding these warnings, KAHN proceeded with the transaction and export
of the goods. According to emails and other records, on or about June 13, 2022, KAHN received
confirmation from a New York-based shipping company that it had shipped items to an address in

Hong Kong associated with Hong Kong Shipper by way of John F. Kennedy International Airport

(“JFK Airport”). Included in the materials was an SDA commercial invoice, signed by KAHN,
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which indicated that he shipped the four units of the U.S. Network Hardware and five units of the
U.S. RF Transmitter to Hong Kong.

37.  According to a license history check performed by BIS, KAHN did not obtain a
license to export these or any other goods to Russia or Hong Kong. Additionally, as discussed
above, Elvees was directing the acquisition of these goods, and as a result of Elvees being placed
on the Entity List, a specific license was required to export any items for which Elvees was the
ultimate end user. KAHN did not obtain such a license to export to Elvees.

C. The Scheme to Illegally Manufacture and Ship Semiconductors Designed by Elvees

38. KAHN also assisted Elvees with the manufacture of semiconductors in Taiwan that
were designed by Elvees and the shipment of those semiconductors from Taiwan to Russia.
Following Russia’s invasion of Ukraine in February 2022, KAHN often caused the shipment of
quantities of the microelectronics from Taiwan to the United States before reexporting them to
Russia, including through the People’s Republic of China (the “PRC”), South Korea and Hong
Kong, using the same Hong Kong shipping company described above. The export or reexport of
these items from the United States to Russia required a license, which KAHN did not obtain.

39. According to publicly available Russian news reporting, since at least 2012 Elvees

has designed and caused the manufacture of a series of semiconductors'® known as “NVCOM.”

19 Semiconductors are sometimes also called microchips or integrated circuits.
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Depicted below is an image from the reporting of an example of an NVCOM semiconductor, which

includes the distinctive Elvees logo, as well as the model number “1892BM10R.”!!

B 18928M101

40. NVCOM semiconductors were typically fabricated by a company located in
Taiwan (the “Taiwan Manufacturer”). KAHN, through SDA and Senesys, facilitated the
production and shipment of the NVCOM semiconductors for the benefit of Elvees. For example,
on or about January 27, 2017, KAHN, using his Senesys email account, discussed with an Elvees
employee issues related to the testing of certain NVCOM semiconductors. Subsequently, on or
about October 12, 2017, a shipping invoice in KAHN’s records from SDA reflects that SDA
shipped 20,655 units of “Microchip 1892BM10R” (i.e., the same model number on the NVCOM
microchip depicted above) from Taiwan to an entity in Russia at a total cost of more than $248,000.
Notably, subsequent records in KAHN’s possession reflect that the company the NVCOM
microchips were sent to in Russia is a buyer for Elvees.

41. As discussed above, Elvees was added to the Entity List on March 9, 2022. The
following month, on April 11, 2022, KAHN appeared to express his awareness of the fact that due
to Russia’s invasion of Ukraine the U.S. government was increasingly imposing export restrictions

and sanctions on Russia and Russian entities, including Elvees, writing a letter to a senior Elvees

' The “R” in the model number is reversed, reflecting a Russian-language Cyrillic
character that does not exist in the Roman alphabet.
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employee that stated, “Dew [sic] current political situation I cannot continue business with
ELVEES.”

42.  Nevertheless, KAHN continued to engage in transactions with Elvees. For
example, on May 19, 2022, KAHN emailed the Taiwan Manufacturer and gave directions about
the NVCOM semiconductor. The design KAHN sent to the manufacturer continued to reflect the
Elvees logo, indicating that KAHN was still working for the benefit of Elvees. Depicted below is
the design sent by KAHN, which is materially identical to the picture of the NVCOM

microprocessor in paragraph 39:

€3

1892BM104

YYWW

43. KAHN was made aware that continued transactions with Elvees was a problem for
the Taiwan Manufacturer. On August 17, 2022, KAHN signed a “Form of Reasonable Inquiry of
Export Control Compliance” that was requested by the Taiwan Manufacturer, certifying that
KAHN would not “engage in any export, re-export or transfer of [semiconductor products] posing
potential risk exposure to violations of U.S. Export Administration Regulations.” KAHN certified
that semiconductors manufactured by Taiwan Manufacturer would not “be destined, directly or
indirectly, to any entity or individuals located in the territory of Russia and/or Belarus.”

44.  Additionally, on or about August 19, 2022, KAHN was asked to provide
information about the end user and application of the NVCOM semiconductor and another

microchip model. KAHN responded asking if he could “put Awadji [a location in Kyrgzistan] as
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the end user?” The manufacturer representative said he could not because “Our Legal doesn’t
allow us to ship to Awaji as they suspect the parts might eventually go to Russia.”

45. Subsequent to the Taiwan Manufacturer’s rejection of Awadji as an appropriate
shipping location, KAHN sought to ship NVCOM semiconductors into the United States. On or
about September 16, 2022 — one day after Elvees was sanctioned by OFAC and placed on the SDN
List — KAHN completed a “written assurance of end uses” from the Taiwan Manufacturer, which
indicated that he was shipping 50,667 units of NVCOM semiconductors to SDA’s address in
California, by way of JFK Airport in New York.

46.  According to DOC records, the NVCOM semiconductors are controlled by the
DOC under ECCN 3A001.a.2.c for national security and anti-terrorism reasons and require a
license to be shipped to Russia and Hong Kong during this time period. Thus, once KAHN shipped
these items into the United States, he was required to obtain an export license if he wanted to
export them to Russia or Hong Kong. Additionally, as a result of Elvees being placed on the Entity
List, a specific license was required to export any items for which Elvees was the ultimate end
user, and after Elvees was placed on the SDN List, KAHN and his businesses were prohibited
from engaging in any transaction or providing any services for Elvees’s benefit.

47.  According to records from KAHN’s Senesys email account, on or about November
4, 2022, KAHN engaged in a series of emails with the Hong Kong Shipper about the shipment of
NVCOM semiconductors to entities outside the United States, including in the Republic of Korea
(“South Korea”) and Krygyzstan.

48. According to email communications and other records, on or about November 11,

2022, KAHN, through SDA, directed a New York-based shipper to ship 28,800 units of
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NVCOMO1 microchips to the Hong Kong Shipper, which according to an SDA invoice were
valued at $72,000.

49.  According to emails and other records found in KAHN’s Senesys email account,
on or about and between November 22, 2022 and January 12, 2023, KAHN shipped 7,200 units
of NVCOM semiconductors, by way of a New Y ork-based shipper, first to the Hong Kong Shipper,
and eventually to an entity in the PRC. Notably, on or about November 25, 2022, KAHN emailed
the Hong Kong Shipper, indicating that he received a “call from Russia” about the entity in the
PRC to which he had shipped NVCOM semiconductors, which I believe to be a reference to the
fact that the semiconductors were, in reality, destined for Russia and Elvees.

50. Subsequently, on or about May 19, 2023, a Senesys invoice reflects that 7133 units
of NVCOM semiconductors were shipped to a company in South Korea. The invoice was signed
by Family Member-1.

51.  According to government records, KAHN never obtained a license to export
NVCOM semiconductors from the United States to Russia, South Korea or Hong Kong, nor did
he obtain a license to export any goods to Elvees as the end user.

WHEREFORE, your deponent respectfully requests that an arrest warrant be issued
for the defendant ILY A KAHN, so that he may be dealt with according to law.

IT IS FURTHER REQUESTED that this Court issue an order sealing, until further
order of the Court, all papers submitted in support of this application, including this Affidavit and
any arrest warrants issued, with the exception that the complaint and arrest warrant can be unsealed
for the limited purpose of disclosing the existence of, or disseminating, the complaint and/or arrest
warrant to relevant United States, foreign or intergovernmental authorities, at the discretion of the

United States and in connection with efforts to prosecute the defendant or to secure the defendant’s
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arrest, extradition or expulsion. Based on my training and experience, I have learned that criminals
actively search for criminal affidavits on the Internet and disseminate them to other criminals as
they deem appropriate, such as by posting them publicly through online forums. Premature
disclosure of the contents of this Affidavit and related documents will seriously jeopardize the
investigation, including by giving targets an opportunity to flee or continue flight from

prosecution, destroy or tamper with evidence, change patterns of behavior and notify confederates.

Nicholas Milan
Special Agent
Federal Bureau of Investigation

Sworn to before me this
22 th day of December, 2023 by telephone

e,

THE HONORABLE PEGGY KUO
UNITED STATES MAGISTRATE JUDGE
EASTERN DISTRICT OF NEW YORK
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Before: THE HONORABLE GABRIEL W. GORENSTEIN 23 MAG 6023
United States Magistrate Judge
Southern District of New York

UNITED STATES OF AMERICA SEALED COMPLAINT
-V.- Violations of 50 U.S.C. § 4819; and 18
U.S.C. §§ 2,371, 554, 1349, and 1956
ARTHUR PETROV,
COUNTY OF OFFENSE:
Defendant. NEW YORK

SOUTHERN DISTRICT OF NEW YORK, ss.:

BRIAN SMITH, being duly sworn, deposes and says that he is a Special Agent
with the Federal Bureau of Investigation (“FBI”), and charges as follows:

COUNT ONE
(Conspiracy to Defraud the United States)

1. From at least in or about February 2022, up to and including in or about August
2023, in the Southern District of New York, Cyprus, Russia, and elsewhere, and in an offense
begun and committed out of the jurisdiction of any particular State or district of the United States,
ARTHUR PETROV, the defendant, and others known and unknown, at least one of whom is
expected to be first brought to and arrested in the Southern District of New York, knowingly and
intentionally combined, conspired, confederated, and agreed together and with each other to
defraud the United States and agencies thereof, by impairing, impeding, obstructing, and defeating,
through deceitful and dishonest means, the lawful functions of the U.S. Department of Commerce,
an agency of the United States, in the enforcement and issuance of licenses relating to the export
of goods.

2. In furtherance of the conspiracy and to effect the illegal object thereof, ARTHUR
PETROV, the defendant, and others known and unknown, committed the overt acts set forth in
paragraphs 19(p) through 19(00) of this Complaint, among others.

(Title 18, United States Code, Sections 371 and 3238.)

COUNT TWO
(Conspiracy to Violate ECRA)

3. From at least in or about February 2022, up to and including in or about August
2023, in the Southern District of New York, Cyprus, Russia, and elsewhere, and in an offense



begun and committed out of the jurisdiction of any particular State or district of the United States,
ARTHUR PETROV, the defendant, and others known and unknown, at least one of whom is
expected to be first brought to and arrested in the Southern District of New York, knowingly and
willfully combined, conspired, confederated, and agreed together and with each other to violate,
and to cause a violation of, licenses, orders, regulations, and prohibitions issued under the Export
Control Reform Act.

4. It was a part and an object of the conspiracy that ARTHUR PETROV, the
defendant, and others known and unknown, would and did export and cause to be exported from
the United States to Russia items controlled under Subchapter I of the Export Control Reform Act,
to wit, electronics components on the Commerce Control List set forth in Title 15, Code of Federal
Regulations, Part 774, Supplement Number 1, without having first obtained a license for such
export from the U.S. Department of Commerce, in violation of Title 50, United States Code,
Section 4819(a)(2)(A), (B), (C), (D), (E), (F), and (G), and Title 15, Code of Federal Regulations,
Sections 736.2(b)(1), 746.8(a)(1), and 764.2.

(Title 50, United States Code, Sections 4819(a)(1), 4819(a)(2)(A)-(G), and 4819(b); Title 15,
Code of Federal Regulations, Sections 736.2(b)(1), 746.8(a)(1), and 764.2; and Title 18, United
States Code, Section 3238.)

COUNT THREE
(Violation of ECRA — Export #1)

5. From at least in or about April 2022, up to and including in or about October 2022,
in the Southern District of New York, Cyprus, Russia, and elsewhere, and in an offense begun and
committed out of the jurisdiction of any particular State or district of the United States, ARTHUR
PETROV, the defendant, and others known and unknown, at least one of whom is expected to be
first brought to and arrested in the Southern District of New York, knowingly and willfully
exported and caused to be exported, and attempted to export and cause to be exported, from the
United States to Russia items controlled under Subchapter I of the Export Control Reform Act, to
wit, microcontrollers on the Commerce Control List set forth in Title 15, Code of Federal
Regulations, Part 774, Supplement Number 1, controlled under Export Control Classification
Number 3A991.a.2, without having first obtained a license for such export from the U.S.
Department of Commerce, and aided and abetted the same.

(Title 50, United States Code, Sections 4819(a)(1), 4819(a)(2)(A)-(G), and 4819(b); Title 15,
Code of Federal Regulations, Sections 736.2(b)(1), 746.8(a)(1), and 764.2; and Title 18, United
States Code, Sections 2 and 3238.)

COUNT FOUR
(Violation of ECRA — Export #2)

6. From at least in or about July 2022, up to and including in or about October 2022,
in the Southern District of New York, Cyprus, Russia, and elsewhere, and in an offense begun and
committed out of the jurisdiction of any particular State or district of the United States, ARTHUR
PETROV, the defendant, and others known and unknown, at least one of whom is expected to be
first brought to and arrested in the Southern District of New York, knowingly and willfully
exported and caused to be exported, and attempted to export and cause to be exported, from the



United States to Russia items controlled under Subchapter I of the Export Control Reform Act, to
wit, integrated circuits on the Commerce Control List set forth in Title 15, Code of Federal
Regulations, Part 774, Supplement Number 1, controlled under Export Control Classification
Number 3A991.b.1.a, without having first obtained a license for such export from the U.S.
Department of Commerce, and aided and abetted the same.

(Title 50, United States Code, Sections 4819(a)(1), 4819(a)(2)(A)-(G), and 4819(b); Title 15,
Code of Federal Regulations, Sections 736.2(b)(1), 746.8(a)(1), and 764.2; and Title 18, United
States Code, Sections 2 and 3238.)

COUNT FIVE
(Violation of ECRA — Export #3)

7. From at least in or about April 2022, up to and including in or about March 2023,
in the Southern District of New York, Cyprus, Russia, and elsewhere, and in an offense begun and
committed out of the jurisdiction of any particular State or district of the United States, ARTHUR
PETROV, the defendant, and others known and unknown, at least one of whom is expected to be
first brought to and arrested in the Southern District of New York, knowingly and willfully
exported and caused to be exported, and attempted to export and cause to be exported, from the
United States to Russia items controlled under Subchapter I of the Export Control Reform Act, to
wit, microcontrollers on the Commerce Control List set forth in Title 15, Code of Federal
Regulations, Part 774, Supplement Number 1, controlled under Export Control Classification
Number 3A991.a.2, without having first obtained a license for such export from the U.S.
Department of Commerce, and aided and abetted the same.

(Title 50, United States Code, Sections 4819(a)(1), 4819(a)(2)(A)-(G), and 4819(b); Title 15,
Code of Federal Regulations, Sections 736.2(b)(1), 746.8(a)(1), and 764.2; and Title 18, United
States Code, Sections 2 and 3238.)

COUNT SIX
(Conspiracy to Smuggle Goods from the United States)

8. From at least in or about February 2022, up to and including in or about August
2023, in the Southern District of New York, Cyprus, Russia, and elsewhere, and in an offense
begun and committed out of the jurisdiction of any particular State or district of the United States,
ARTHUR PETROV, the defendant, and others known and unknown, at least one of whom is
expected to be first brought to and arrested in the Southern District of New York, knowingly and
intentionally combined, conspired, confederated, and agreed together and with each other to
commit an offense against the United States, to wit, smuggling goods from the United States in
violation of Title 18, United States Code, Section 554.

0. It was a part and an object of the conspiracy that ARTHUR PETROV, the
defendant, and others known and unknown, would and did fraudulently and knowingly export and
send from the United States, attempt to export and send from the United States, and cause to be
exported and sent from the United States, merchandise, articles, and objects, to wit, items
controlled under Subchapter I of the Export Control Reform Act, namely, electronics components
on the Commerce Control List set forth in Title 15, Code of Federal Regulations, Part 774,
Supplement Number 1, contrary to laws and regulations of the United States, to wit, the Export



Control Reform Act and associated regulations, Title 50, United States Code, Sections 4819(a)(1),
4819(a)(2)(A)-(G), and 4819(b), and Title 15, Code of Federal Regulations, Sections 736.2(b)(1),
746.8(a)(1), and 764.2, and fraudulently and knowingly receive, conceal, buy, sell, and in any
manner facilitate the transportation, concealment, and sale of such merchandise, articles, and
objects, prior to exportation, knowing the same to be intended for exportation contrary to such
laws and regulations of the United States.

10. In furtherance of the conspiracy and to effect the illegal objects thereof, ARTHUR
PETROV, the defendant, and others known and unknown, committed the overt acts set forth in
paragraphs 19(p) through 19(00) of this Complaint, among others.

(Title 18, United States Code, Sections 371 and 3238.)

COUNT SEVEN
(Smuggling Goods from the United States — Export #1)

11. From at least in or about April 2022, up to and including in or about October 2022,
in the Southern District of New York, Cyprus, Russia, and elsewhere, and in an offense begun and
committed out of the jurisdiction of any particular State or district of the United States, ARTHUR
PETROV, the defendant, and others known and unknown, at least one of whom is expected to be
first brought to and arrested in the Southern District of New York, fraudulently and knowingly
exported and sent from the United States, attempted to export and send from the United States,
and caused to be exported and sent from the United States, merchandise, articles, and objects, to
wit, items controlled under Subchapter I of the Export Control Reform Act, namely,
microcontrollers on the Commerce Control List set forth in Title 15, Code of Federal Regulations,
Part 774, Supplement Number 1, controlled under Export Control Classification Number
3A991.a.2, contrary to laws and regulations of the United States, to wit, the Export Control Reform
Act and associated regulations, Title 50, United States Code, Sections 4819(a)(1), 4819(a)(2)(A)-
(G), and 4819(b), and Title 15, Code of Federal Regulations, Sections 736.2(b)(1), 746.8(a)(1),
and 764.2, and fraudulently and knowingly received, concealed, bought, sold, and in any manner
facilitated the transportation, concealment, and sale of such merchandise, articles, and objects,
prior to exportation, knowing the same to be intended for exportation contrary to such laws and
regulations of the United States.

(Title 18, United States Code, Sections 554(a), 2, and 3238.)

COUNT EIGHT
(Smuggling Goods from the United States — Export #2)

12.  From at least in or about July 2022, up to and including in or about October 2022,
in the Southern District of New York, Cyprus, Russia, and elsewhere, and in an offense begun and
committed out of the jurisdiction of any particular State or district of the United States, ARTHUR
PETROV, the defendant, and others known and unknown, at least one of whom is expected to be
first brought to and arrested in the Southern District of New York, fraudulently and knowingly
exported and sent from the United States, attempted to export and send from the United States,
and caused to be exported and sent from the United States, merchandise, articles, and objects, to
wit, items controlled under Subchapter I of the Export Control Reform Act, namely, integrated
circuits on the Commerce Control List set forth in Title 15, Code of Federal Regulations, Part 774,



Supplement Number 1, controlled under Export Control Classification Number 3A991.b.1.a,
contrary to laws and regulations of the United States, to wit, the Export Control Reform Act and
associated regulations, Title 50, United States Code, Sections 4819(a)(1), 4819(a)(2)(A)-(G), and
4819(b), and Title 15, Code of Federal Regulations, Sections 736.2(b)(1), 746.8(a)(1), and 764.2,
and fraudulently and knowingly received, concealed, bought, sold, and in any manner facilitated
the transportation, concealment, and sale of such merchandise, articles, and objects, prior to
exportation, knowing the same to be intended for exportation contrary to such laws and regulations
of the United States.

(Title 18, United States Code, Sections 554(a), 2, and 3238.)

COUNT NINE
(Smuggling Goods from the United States — Export #3)

13. From at least in or about April 2022, up to and including in or about March 2023,
in the Southern District of New York, Cyprus, Russia, and elsewhere, and in an offense begun and
committed out of the jurisdiction of any particular State or district of the United States, ARTHUR
PETROV, the defendant, and others known and unknown, at least one of whom is expected to be
first brought to and arrested in the Southern District of New York, fraudulently and knowingly
exported and sent from the United States, attempted to export and send from the United States,
and caused to be exported and sent from the United States, merchandise, articles, and objects, to
wit, items controlled under Subchapter I of the Export Control Reform Act, namely,
microcontrollers on the Commerce Control List set forth in Title 15, Code of Federal Regulations,
Part 774, Supplement Number 1, controlled under Export Control Classification Number
3A991.a.2, contrary to laws and regulations of the United States, to wit, the Export Control Reform
Act and associated regulations, Title 50, United States Code, Sections 4819(a)(1), 4819(a)(2)(A)-
(G), and 4819(b), and Title 15, Code of Federal Regulations, Sections 736.2(b)(1), 746.8(a)(1),
and 764.2, and fraudulently and knowingly received, concealed, bought, sold, and in any manner
facilitated the transportation, concealment, and sale of such merchandise, articles, and objects,
prior to exportation, knowing the same to be intended for exportation contrary to such laws and
regulations of the United States.

(Title 18, United States Code, Sections 554(a), 2, and 3238.)

COUNT TEN
(Conspiracy to Commit Wire Fraud)

14.  From at least in or about February 2022, up to and including in or about August
2023, in the Southern District of New York, Cyprus, Russia, and elsewhere, and in an offense
begun and committed out of the jurisdiction of any particular State or district of the United States,
ARTHUR PETROV, the defendant, and others known and unknown, at least one of whom is
expected to be first brought to and arrested in the Southern District of New York, knowingly and
willfully combined, conspired, confederated, and agreed together and with each other to commit
wire fraud in violation of Title 18, United States Code, Section 1343.

15. It was a part and an object of the conspiracy that ARTHUR PETROV, the
defendant, and others known and unknown, having devised and intending to devise a scheme and
artifice to defraud, and for obtaining money and property by means of false and fraudulent



pretenses, representations, and promises, would and did transmit and cause to be transmitted by
means of wire communication in interstate and foreign commerce, writings, signs, signals,
pictures, and sounds for the purpose of executing such scheme and artifice, in violation of Title
18, United States Code, Section 1343.

(Title 18, United States Code, Sections 1349 and 3238.)

COUNT ELEVEN
(Conspiracy to Commit Money Laundering)

16. From at least in or about February 2022, up to and including in or about August
2023, in the Southern District of New York, Cyprus, Russia, and elsewhere, and in an offense
begun and committed out of the jurisdiction of any particular State or district of the United States,
ARTHUR PETROV, the defendant, and others known and unknown, at least one of whom is
expected to be first brought to and arrested in the Southern District of New York, knowingly and
intentionally combined, conspired, confederated, and agreed together and with each other commit
money laundering in violation of Title 18, United States Code, Section 1956(a)(2)(A).

17. It was a part and an object of the conspiracy that ARTHUR PETROV, the
defendant, and others known and unknown, would and did transport, transmit, and transfer, and
attempt to transport, transmit, and transfer, monetary instruments and funds to places in the United
States from and through places outside the United States, in amounts exceeding $10,000, with the
intent to promote the carrying on of specified unlawful activity, to wit, (a) smuggling goods from
the United States, as charged in Counts Seven through Nine of this Complaint, and (b) wire fraud,
in violation of Title 18, United States Code, Section 1343.

(Title 18, United States Code, Sections 1956(h), 1956(f), and 3238.)

The bases for my knowledge and for the foregoing charges are, in part, as follows:

18. I have been an FBI Special Agent since 2018. I am currently assigned to the
Counterintelligence Division of the New York Field Office of the FBI, which focuses on cases
involving, among other things, sanctions evasion, export control violations, counter-proliferation,
wire fraud, bank fraud, and money laundering. During my time as an FBI Special Agent, I have
become familiar with some of the ways in which criminal actors avoid export controls, evade
sanctions, and smuggle goods and technology from the United States, and I have participated in
numerous investigations involving sanctions evasion, export control violations, and smuggling.
This affidavit is based upon my participation in the investigation of this matter, including my
conversations with law enforcement agents and other individuals, my review of law enforcement
reports and records, and my review of business records, photographs, email communications, and
draft summaries and translations of such documents and communications. Because this affidavit
is being submitted for the limited purpose of establishing probable cause, it does not include all
the facts that I have learned during the course of my investigation. Where the contents of
documents and the actions, statements, and conversations of others are reported herein, they are
reported in substance and in part, except where otherwise indicated. Where figures, calculations,
and dates are set forth herein, they are approximate, unless stated otherwise.



19. Based on my participation in this investigation, including my conversations with
other law enforcement agents and other individuals, my conversations with law enforcement
agents and other individuals, my review of law enforcement reports and records, and my review
of business records, shipping and travel records, photographs, email communications obtained
pursuant to judicially authorized search warrants, and draft summaries and translations of such
documents and communications, I have learned the following, in substance and in part:

Overview

a. As set forth in greater detail below, the FBI and the Bureau of Industry and
Security (“BIS”) of the U.S. Department of Commerce (“DOC”) are investigating a sophisticated
international scheme to violate and evade U.S. export controls against Russia that began before
and continued after Russia’s February 2022 invasion of Ukraine. PETROV and two co-
conspirators (“CC-1” and “CC-2”), who are Russian nationals operating an illicit procurement
network in Russia and elsewhere overseas, have fraudulently procured from U.S. distributors large
quantities of micro-electronics subject to U.S. export controls on behalf of LLC Electrocom VPK
(“Electrocom™), a Russia-based supplier of critical electronics components for manufacturers
supplying weaponry and other equipment to the Russian military. To carry out the scheme,
PETROV, CC-1, and CC-2 use shell companies and other deceptive means to conceal that the
electronics components are destined for Russia. The technology that PETROV and his co-
conspirators have procured in contravention of export controls during the course of the conspiracy
have significant military applications, and include various types of electronics components that
have been recovered in Russian military hardware on the battlefield in Ukraine, such as Russian
guided missiles, drones, and electronic warfare and communications devices.

b. To perpetrate the scheme, PETROV first acquires the controlled micro-
electronics from U.S.-based electronics exporters using a Cyprus-based shell company, Astrafteros
Technokosmos LTD (“Astrafteros”). PETROV procures these sensitive electronics components
by falsely representing to the U.S. exporters that Astrafteros is purchasing the items for fire
security systems, among other commercial uses, and that the ultimate end-users and destinations
of the electronics are companies in Cyprus or one of two other countries (“Country-1” and
“Country-2”) — when in fact the components are destined for Electrocom in Russia, which
supplies manufacturers for the Russian military. The micro-electronics that PETROV has
procured as part of the conspiracy include, among other things, microcontrollers and integrated
circuits that are on the Commerce Control List (“CCL”) maintained by the DOC and cannot
lawfully be exported or reexported to Russia without a license from the DOC. Invoices provided
to PETROV by the U.S. distributors expressly noted that these microcontrollers and integrated
circuits are subject to U.S. export controls. As noted, these types of micro-electronics have been
recovered in Russian military equipment on the battlefield in Ukraine.

c. To evade these controls, PETROV, CC-1, and CC-2 work together to
transship the controlled items using pass-through entities in third countries. In particular, after
fraudulently procuring the electronics components from the U.S. distributors, PETROV ships the
controlled items to a pass-through shipping company (“Company-1") in Country-1 used by CC-1,
or to a pass-through shipping company (“Company-2") in Country-2 operated by CC-2. CC-1 and
CC-2 then cause the items to be shipped, sometimes through yet another third country, to the
ultimate destination: Electrocom in Saint Petersburg, Russia. At all times, PETROV, CC-1, and
CC-2 conceal from the U.S. distributors that they are procuring the controlled electronics



components on behalf of Electrocom — a supplier for the Russian military industrial complex, as
set forth above — and that the items are destined not for Cyprus, Country-1, or Country-2, but
rather for Russia.

d. During the course of the conspiracy, PETROV, CC-1, and CC-2 have
procured from U.S. distributors and shipped to Russia more than $225,000 worth of controlled
electronics components with military applications. None of these individuals, or the entities they
use to perpetrate their scheme, have ever applied for an export license from the DOC.

The Defendant, CC-1, CC-2. and Relevant Entities

e. Electrocom is a Russia-based supplier of electronics to the Russian military,
founded by CC-2 and two other Russian nationals. CC-2 is an executive at Electrocom, and
PETROV and CC-1 are employees at Electrocom. On behalf of Electrocom, PETROV, CC-1, and
CC-2 operate and use pass-through entities — Astrafteros (in Cyprus), Company-1 (in Country-
1), and Company-2 (in Country-2), respectively — to procure electronics from U.S.-based
companies by misrepresenting the true destination and end-use of the electronics, and then cause
those goods and technology to be shipped to Electrocom in Russia, in violation of U.S. export
controls. The company’s official name — LLC Electrocom VPK — reflects its principal purpose
as a supplier of components used by the Russian military: “VPK” is commonly used as an acronym
in Russian for “Military Industrial Complex.” Consistent with its corporate name, Electrocom
supplies dual-use electronics — that is, electronics with both civilian and military applications —
to Russian military suppliers, including multiple companies that have been sanctioned by the U.S.
Government. For example, in a draft letter dated March 10, 2023, which CC-1 received from an
associate, and was addressed from Electrocom to TRV-Engineering — a U.S.-sanctioned Russian
company affiliated with Tactical Missiles Corporation JSC, a U.S.-sanctioned Russian defense
conglomerate that produces airborne weapons and weapon systems for Russia’s navy! — CC-2,
the signatory to the letter identified as Electrocom’s “General Director,” described Electrocom as
“specializ[ing]” in “the supply” and import to Russia of “hard-to-reach” and “high-tech electric
components produced in the United States, Europe and Asia for domestic enterprises of both the
civil sector and the military industrial complex.”

! On or about March 24, 2022, the U.S. Department of the Treasury’s Office of Foreign Assets
Control (“OFAC”) designated Tactical Missiles Corporation JSC as a Specially Designated
National (“SDN”) for “operating or having operated in the defense and related materiel sector of
the Russian Federation economy and for being owned or controlled by, or having acted or
purported to act for or on behalf of, directly or indirectly, the Government of the Russian
Federation,” and OFAC designated TRV-Engineering (also known as TRV Auto Limited
Liability Company) as an SDN for “being owned or controlled by, or having acted or purported
to act for or on behalf of, directly or indirectly, [Tactical Missiles Corporation JSC].” On or
about April 1, 2022, the DOC added “Tactical Missile Corporation, TRV Engineering” to the
DOC'’s Entity List — which identifies entities for which there is reasonable cause to believe the
entities have been involved, are involved, or pose a significant risk of being or becoming
involved in activities contrary to the national security or foreign policy interests of the United
States — “for acquiring and attempting to acquire items subject to the [DOC’s Export
Administration Regulations] in support of Russia’s military.”



f. PETROV, a Russian national who has resided in Cyprus and Russia, among
other locations, has operated Astrafteros, a shell company registered in Cyprus, to procure from
U.S. distributors micro-electronics for transshipment to Russia. PETROV works for Electrocom
and has used Astrafteros as a front company, working together with CC-1 and CC-2, to procure
from U.S. distributors hundreds of thousands of dollars’ worth of controlled goods that they then
transshipped to Electrocom in Russia. Based on a review of email communications, PETROV
represents that he is “Head of Purchasings” for Astrafteros. PETROV’s public online profile state
that he stopped working for Electrocom in February 2022 — and describe his role there as
“Purchaser” and “Head [o]f Purchasing Department” in Russia” — yet his email signature blocks
and the content of his email correspondence make clear that he is still working for Electrocom but
doing so under the Astrafteros name. For example, even after he began operating as the “Head of
Purchasings” for Astrafteros, PETROV sometimes even used an email address expressly
associating him with Electrocom.

g. CC-1 is a Russian national residing in Russia who works for Electrocom
and transships U.S.-sourced electronics to Electrocom in Russia through Company-1, a third-party
distributor based in Country-1. CC-1 uses Company-1 as a pass-through for U.S.-sourced parts
procured for Electrocom by PETROV through Astrafteros in Cyprus. The website for Company-
1 states that the company supplies “electronic components” and provides “supply and service in
Russia.”

h. CC-2 is a Russian national residing in Russia who is the co-founder and
General Director of Electrocom. As part of the illicit procurement network with PETROV and
CC-1, CC-2 operates Company-2, a shell company registered and based in Country-2, to transship
U.S.-sourced electronics procured by PETROV and Astrafteros in Cyprus, to Electrocom in
Russia.

Background on Russia’s Use of U.S.-Sourced Electronics in UKkraine

1. Russia is highly dependent on Western-sourced micro-electronics
components for its military’s hardware, including components manufactured or sold in the United
States. Russia relies on third-party transshipment hubs and clandestine procurement networks,
such as the network operated by PETROV to secure access to such U.S.-sourced electronics.

J- Russia’s weapons systems and military platforms — including rocket
systems, drones, ballistic missiles, tactical radios, and electronic warfare devices — contain a
range of predominantly Western-sourced components and micro-electronics that are critical to
their functions. Russia’s war effort in Ukraine is particularly dependent on components sourced
from the United States. An array of U.S.-sourced components have been found in Russian military
hardware recovered in Ukraine since Russia’s February 2022 invasion. As set forth below, many
of these components are subject to export controls in the United States. Categories of electronics
components found in Russian military hardware in Ukraine include, among other things, the types
of microcontrollers and integrated circuits that PETROV, CC-1, and CC-2 have fraudulently
procured from U.S. distributors and illicitly shipped to Electrocom in Russia.



Background on Applicable Export Regulations

k. On August 13, 2018, the President signed into law the National Defense
Authorization Act of 2019, which included the Export Control Reform Act (“ECRA”). See 50
U.S.C. § 4801 et seq. ECRA provides permanent statutory authority for the Export Administration
Regulations (“EAR”), Title 15, Code of Federal Regulations, Sections 730-774.

1. ECRA provides that “the national security and foreign policy of the United
States require that the export, reexport, and in-country transfer of items, and specified activities of
United States persons, wherever located, be controlled.” 50 U.S.C. § 4811. To that end, ECRA
grants the President the authority to “(1) control the export, reexport, and in-country transfer of
items subject to the jurisdiction of the United States, whether by United States persons or foreign
persons; and (2) the activities of United States persons, wherever located, relating to” specific
categories of items and information. 50 U.S.C. § 4812. ECRA grants to the Secretary of
Commerce the authority to establish the applicable regulatory framework. 50 U.S.C. § 4813.

m. ECRA authorizes the DOC to review and control the export from the United
States of certain items, including goods, software, and technologies. The EAR outline the
regulatory framework as provided by ECRA. In particular, the EAR restrict the export of items
that could contribute to the military potential of other nations or that could be detrimental to U.S.
foreign policy or national security. The EAR impose licensing and other requirements for items
subject to the EAR to be lawfully exported from the United States or lawfully reexported from one
foreign destination to another.

n. Through the EAR, the BIS reviews and controls the export from the United
States to foreign countries of certain items. In particular, the BIS has placed restrictions on the
export and reexport of items that the BIS has determined could make a significant contribution to
the military potential or nuclear proliferation of other nations or that could be detrimental to the
foreign policy or national security of the United States. Under the EAR, such restrictions depend
on several factors, including the technical characteristics of the item, the destination country, the
end-user, and the end-use.

0. The most sensitive items subject to EAR controls are identified on the
Commerce Control List, or CCL, set forth in Title 15, Code of Federal Regulations, Part 774,
Supplement Number 1. Items listed on the CCL are categorized by Export Control Classification
Number (“ECCN”), each of which have export control requirements depending on destination,
end-use, and end-user. As of April 8, 2022, license requirements for export to Russia were
expanded to cover all items on the CCL. See 87 Fed. Reg. 12226 (Mar. 3, 2022); 87 Fed. Reg.
22130 (Apr. 14,2022); 15 C.F.R. § 746.8.

p. As detailed below, PETROV, CC-1, and CC-2 have procured items
controlled on the CCL, for which an export license from the DOC is required for the export, or
reexport, to Russia of these goods. None of PETROV, CC-1, or CC-2 — nor their affiliated entities
— have applied for, or received, a license from the DOC to ship controlled items to Russia.

q. Under ECRA, it is a crime to willfully violate, attempt to violate, conspire
to violate, or cause a violation of any regulation, order, license, or authorization issued pursuant to
the statute, including the EAR. See 50 U.S.C. § 4819(a)(1).
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The Scheme

r. As described above, PETROV, CC-1, and CC-2 have perpetrated a scheme
to evade and violate U.S. export controls by procuring and shipping controlled electronics with
military applications to Russia. PETROV negotiated the purchase and export of the electronics
with U.S.-based suppliers. To procure the technology, PETROV misrepresented that the goods
would be shipped to Cyprus, Country-1, or Country-2 — which were in fact the locations of pass-
through shipping companies operated and used by PETROV and his co-conspirators to transship
the components to Electrocom in Russia. In particular, CC-1 used Company-1 in Country-1, and
CC-2 used Company-2 in Country-2, to ship to Russia the sensitive U.S.-sourced components
initially procured by PETROV. As an essential part of the scheme, PETROV, CC-1, and CC-2
concealed at all times from the U.S. exporters that the goods were destined for Russia.

. Set forth below are three examples of exports of controlled technology that
PETROV and his co-conspirators executed as part of this illicit scheme (“Export #1,” “Export #2,”
and “Export #37).

Export #1

t. In or about April 2022, approximately six weeks after Russia’s invasion of
Ukraine, PETROV began communicating with a U.S.-based electronics distributor (“U.S.
Distributor-17), to purchase an array of micro-electronics, including electronics subject to DOC
export controls, as set forth below.

u. In his initial correspondence with U.S. Distributor-1 in or about April 2022,
PETROV misrepresented that Astrafteros in Cyprus was the end-user of the items, falsely claiming
that Astrafteros is a “fabless manufacturer (fire security systems sphere),” when in fact PETROV
operates Astrafteros as a pass-through freight-forwarder, on behalf of Electrocom and in
coordination with CC-1 and CC-2.2

V. The electronics that PETROV procured as part of the conspiracy from U.S.
Distributor-1 in Export #1 included microcontrollers that are controlled on the CCL for Anti-
Terrorism reasons under ECCN 3A991.a.2, such that a license from the DOC was required for the
export or reexport to Russia of this item at all times relevant to this Complaint.

W. On or about July 14, 2022, following the above-referenced
misrepresentations by PETROV about the nature of Astrafteros and the destination of the
electronics he was seeking to purchase, U.S. Distributor-1 sold PETROV and Astrafteros
approximately 15 16-bit flash microcontrollers, controlled under ECCN 3A991.a.2, and shipped
the microcontrollers on or about July 16, 2022 from the United States to PETROV at an address
in Cyprus, where PETROV operates the shell company Astrafteros. On the invoice for the order
provided to PETROV, U.S. Distributor-1 expressly noted that the 15 microcontrollers are

2 PETROV, CC-1, and CC-2 communicated primarily in Russian. Descriptions of those
communications in this Complaint reflect draft English translations. Throughout this Complaint,
all communications are described in substance and in part, and quoted text appears as in the
original messages, including any typographical and grammatical errors, except where alterations
are indicated.
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controlled under ECCN 3A991.a.2 and stated that the export of the microcontrollers is controlled
by the U.S. Government, authorized “only to the country of ultimate destination for use by the
ultimate consignee or end-user(s) herein identified,” and that the items are prohibited from being
“resold, transferred, or otherwise disposed of, to any other country or to any person other than the
authorized ultimate consignee or end-user(s).”

X. On or about July 20, 2022, PETROV received the 15 controlled
microcontrollers in Cyprus. On or about July 27,2022, CC-1 emailed PETROV requesting a status
update on the microcontrollers. On or about July 28, 2022, PETROV informed CC-1 via email
that he would send CC-1 the microcontrollers imminently, along with other micro-electronics
procured from U.S. Distributor-1.

y. On or about July 29, 2022, CC-1 sent a contract, which included the 15
controlled microcontrollers, to an employee of a Russia-based logistics company (“Logistics
Company-1”) who was responsible for coordinating the transportation of the goods to Russia.
PETROV and his co-conspirators use Logistics Company-1 to transship sensitive, controlled
electronics components — after PETROV has procured the goods from U.S. distributors and the
goods have been shipped to PETROV and Astrafteros in Cyprus — to Electrocom in Russia. The
contract explicitly stated that the buyer of the goods is Electrocom, and the resulting invoice from
Logistics Company-1 stated that the goods will be shipped to Saint Petersburg, Russia.

Z. On or about September 20, 2022, CC-1 emailed a contract to an employee
of a Russian Radio Frequency Identification (“RFID”) company (“RFID Company-17) reflecting
the sale by Electrocom to RFID Company-1 of approximately 185 microcontrollers of the same
make and model as the 15 microcontrollers that U.S. Distributor-1 exported to PETROV and
Astrafteros. The contract indicated that Electrocom was shipping the microcontrollers to RFID
Company-1’s Moscow address. Russia is reliant on Western imports for its RFID chips, which
have significant military applications, including for use in tagging military assets for tracking
purposes.

aa. A review of DOC records determined that a DOC license was not applied
for, or obtained, in connection with the export of the 15 controlled microcontrollers in Export #1.

Export #2

bb. In or about July 2022, PETROV began purchasing DOC-controlled
electronics from another U.S.-based distributor (“U.S. Distributor-2”). On or about July 27, 2022,
in order to procure the sensitive controlled goods, PETROV misrepresented the nature of
Astrafteros’s business to a U.S. Distributor-2 employee in an email, stating that the function of
Astrafteros is “design and production” — when in fact, as described above, PETROV operates
Astrafteros as a pass-through freight-forwarder, on behalf of Electrocom and in coordination with
CC-1 and CC-2, to obtain electronics for Electrocom.

cc. Export #2 included integrated circuits that are controlled on the CCL under
ECCN 3A991.b.1.a for Anti-Terrorism reasons, such that a license from the DOC was required for
the export or reexport to Russia of this item at all times relevant to this Complaint.

dd.  On or about August 18, 2022, U.S. Distributor-2 shipped an array of dual-
use electronics to Astrafteros’s address in Cyprus. In the shipping, billing, and end-use records
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and correspondence, PETROV falsely represented to U.S. Distributor-2 that the “ultimate
consignee” of the controlled items was Company-1 — that is, the third-party distributor used by
CC-1 to perpetrate the scheme on behalf of Electrocom. The invoice that U.S. Distributor-2
provided to PETROV for Export #2 noted the ECCN numbers under which the goods are
controlled and explicitly stated that “re-export[ation]” or further “ship[ment] to another
destination” was prohibited under U.S. export controls.

ee. On or about August 22, 2022, PETROV emailed CC-1 informing CC-1 that
Export #2 would be sent the following day. PETROV also emailed CC-1 a shipping label and an
invoice for Export #2, reflecting the controlled micro-electronics that had been shipped by U.S.
Distributor-2 to Astrafteros in Cyprus.

ft. On or about August 31, 2022, CC-1 emailed an employee of Logistics
Company-1, providing Logistics Company-1 with the weights for each of the items ordered,
including the export-controlled integrated circuits. On or about September 2, 2022, CC-1 sent a
contract for the order to Logistics Company-1. The contract set forth that the buyer of the goods
was Electrocom, and the resulting invoice from Logistics Company-1 stated that the goods would
be shipped to Saint Petersburg, Russia.

gg. A review of DOC records determined that a DOC license was not applied
for, or obtained, in connection with the export of the integrated circuits in Export #2.

Export #3

hh. On or about July 15, 2022, PETROV ordered from U.S. Distributor-1, via
email, 90 microcontrollers — specifically, 16-bit flash digital signal processors and controllers —
based on his same April 2022 misrepresentations to U.S. Distributor-1 that Astrafteros was the
end-user of the goods purchased from U.S. Distributor-1 and that Cyprus was the final destination.

ii. The microcontrollers procured in Export #3 were controlled on the CCL
under ECCN 3A991.a.2 for Anti-Terrorism reasons, such that a license from the DOC was required
for the export or reexport to Russia of this item at all times relevant to this Complaint.

1 On or about January 11, 2023, relying on the above-referenced
misrepresentations by PETROV to U.S. Distributor-1 about the nature of Astrafteros and the final
destination of the goods, U.S. Distributor-1 shipped the 90 controlled microcontrollers from the
United States to PETROV at Astrafteros’s address in Cyprus. On the invoice for the order
provided to PETROV, U.S. Distributor-1 expressly noted that the microcontrollers are controlled
under ECCN 3A991.a.2 and that the export of the microcontrollers is controlled by the U.S.
Government, authorized “only to the country of ultimate destination for use by the ultimate
consignee or end-user(s) herein identified,” and that the items are prohibited from being “resold,
transferred, or otherwise disposed of, to any other country or to any person other than the
authorized ultimate consignee or end-user(s).”

kk. On or about January 31, 2023, PETROV shipped the 90 controlled
microcontrollers to Company-2 in Country-2, and updated his superior at Electrocom, CC-2, about
the status of the shipment. CC-1 participated in ensuring that the shipment reached Russia; among
other things, CC-1 emailed CC-2 a contract between Electrocom and Company-2 for the
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microcontrollers. The consignee on the contract, which was not provided to U.S. Distributor-1, is
listed as Electrocom alongside its address in Saint Petersburg, Russia.

11. Over the following weeks, CC-1 apprised CC-1’s Electrocom colleagues,
including CC-2, of the shipment of the 90 microcontrollers. For example, on or about February 8,
2023, CC-1 emailed CC-2 the shipping label for the shipment that included the microcontrollers.
CC-1 was also tracking other Russia-bound shipments around this time. On or about February 27,
2023, CC-1 emailed an employee of Aviasystems, a Russian aerospace company and military
supplier that focuses on aircraft navigational support, flight controls, and landing equipment, to
advise that a shipment of goods had arrived at Russian customs, and a second shipment was on the
border. CC-1 wrote, “Due to the fact that they are dual-use, we try to make certificates for them,”
an apparent reference to the military applications for the goods and CC-1’s efforts around this time
to facilitate shipment of such goods to Electrocom in Russia.

mm. On or about March 1, 2023, CC-2 sent a Company-2 employee two emails
reflecting that Export #3 involved Cyprus, Country-2, and Russia. CC-2 attached “invoices from
Cyprus to [City-1], as well as from [City-1] to Russia,” referring to the city in Country-2 where
Company-2 is based. CC-2 attached the Astrafteros invoice that lists the 90 controlled
microcontrollers, and indicated that Electrocom was buying the goods from Company-2. CC-2
added, “They have items that need to be left in a warehouse in [City-1],” and stated that “The
remaining positions,” which CC-2 made clear included the 90 controlled microcontrollers, “must
be shipped to Russia on the provided invoice.”

nn. In or about early March 2023, the Export #3 microcontrollers arrived at
Electrocom’s address in Saint Petersburg, Russia.

00. A review of DOC records determined that a DOC license was not applied
for, or obtained, in connection with the export of the microcontrollers in Export #3.

(continued on next page)
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WHEREFORE, I respectfully request that a warrant be issued for the arrest of ARTHUR
PETROV, the defendant, and that he be arrested, and imprisoned or bailed, as the case may be.

/s/ Brian Smith

BRIAN SMITH
Special Agent
Federal Bureau of Investigation

Sworn to me through the transmission of
this Complaint by reliable electronic
means, this 11th day of August 2023.

N )1 Cronike
( | - ) gl Tt e—
L(' e VU (M“
d
THE HONORABLE-GABRIEL W. GORENSTEIN

United States Magistrate Judge
Southern District of New York
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